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1 Introduction

1.1 C4 Integrated Security Management System
characteristics

The C4 Integrated Security Management System provides centralised control of security elements in
companies and administrative buildings.
The C4 Information System enables:
e Comprehensive management of a centrally controlled, automated building security system
¢ Electronic operation of connected technologies and support for security, access, camera and
other systems implemented in the building
¢ Frequent monitoring of users’ permission status, operating conditions of devices and the
level of utilisation. Evaluation of monitored information.
The C4 Integrated Security Management System is a tool intended for personnel management and
entry control through record-keeping of Persons and their identifiers to Access rights devices.
User management - ensures the complex management of a company's hierarchical organizational
structure.
Device Management - handles the registration and management of monitored add-in security devices
of the system.
Region Management - enables design of logical arrangement of regions and sub-regions of C4
installation with a logical device arrangement on premises. Using this arrangement it is possible to
graphically represent the device arrangement in the region in the system visualization tool.
In addition, the C4 personnel management and access control management provides for:
e Event management - doors status, door events, tourniquets, gates and other systems
e Definition of access rights for individuals, groups or for all users
¢ The possibility to restrict access rights based on time and date (including regional time
zZones)
e Complex history archiving of events for event evaluation purposes
e Monitoring of data related to authorized or unauthorized access attempts
e Visitor registration and permission for visitors to access the relevant region
¢ Online monitoring of persons in a particular time and region zones.
Through access rights managements, the C4 system makes it possible to set individual or group
access permissions effectively. Inherited permissions technology makes it possible to set access rights
by a simple assignment of the person to the correct department or division of the company. Another
advantage is the capability to perform control from one central location.
All active elements of the system are shown clearly and hierarchically in the device list. This list is
presented in a tree and makes it possible to advise, in real time, the assigned operators of the
company and security guards on duty about the status and functionality of all operational elements
and other devices of the complete security system in the building (or buildings). Therefore, faults or
violations are immediately and clearly visible in the tree, as well as on the maps of the building or
sections of the building.
Deployment of C4 according to the necessary guidelines, it makes it possible to manage and control
everything from one location, activate or de-activate devices and to identify any violation in detail to
the level of a particular room.




The interconnection of security elements with the camera system makes it possible to work with the
camera system in real time, and to receive insight into the rooms and departments based on the
connection of cameras to other security elements. This connection allows the synchronization of the
cameras' recordings and the events of devices. This enables faster and better responses to any critical
situation.

It is not necessary for operators to have an in-depth understanding of the security system or it's
devices. C4 controls and manages these devices within the unified user environment. It enables not
only a short implementation period, but also a timely staff training.

Authorized company and security company employees do not have to deal with the details of how these
devices work, which allows them to focus on their duties. They can focus on a more efficient
operation management of individual devices and improve security.

C4 system can only distribute information that is within the assigned aspects of the system to trusted
employees, which significantly reduces the risk of information misuse.

The availability of some functionalities described in this User guide may vary according to the
application edition.




1.2 Technical specifications

The technical specifications define the technical parameters of hardware equipment concerning the
server and workstations.

Technical specification of the server for C4 server

Configuration for smaller installations:
¢ 1 GHz processor or faster
e HDD: 60 GB
e RAM: 2 GB
e OS: Windows 7 or Windows 8 (except for Starter and Home editions)
e Database: MS SQL 2008, MS SQL 2012, MS SQL 2014 (Express or Standard edition)

Configuration for medium-sized installations:
® 2 GHz processor or faster
HDD: 60 GB
RAM: 4 GB
0OS: Windows Server 2008, Windows Server 2012
Database: MS SQL 2008, MS SQL 2012, MS SQL 2014 (Standard edition)

Configuration for larger installations:
e 2 x 2 GHz 32-bit (x86) or 64-bit (x64) processor
e HDD: 2 x 60 GB (RAID 1)
e RAM: 8 GB
e 0S: Windows Server 2008, Windows Server 2012
e Database: MS SQL 2008, MS SQL 2012, MS SQL 2014 (Standard edition)

Note:

To use MS SQL Standard edition with C4, at least 3 CAL licenses are required:
e one CAL license for Internet Information Services
e one CAL license for C4 system services
¢ at least one CAL license for C4 application user

Technical specifications of the C4 Client PC

Any PC meeting the requirements for running Windows XP Professional SP 2 or higher:
e Pentium - 1.5 GHz or faster
e HDD: 20 GB
e RAM: 1 GB
¢ Available connection to C4 server

Note:
If camera system video is displayed on the C4 client station, hardware requirements of the camera
system for video viewing are to be considered as well.




1.3 Security of Integrated Security Management
System

The security of the system prevents unauthorised access to the data stored on the server.

Security on the server level

Communication between the server and the workstation PC is provided by transparent http and https
protocols. All user permissions and access rights are set up, controlled and verified on the level of the
C4 central server. Any change or operation performed by operators is saved and stored for later
evaluation. All administrator operations within the database are automatically recorded for later
evaluation.

Security on the level of the workstation PC

A client PC with C4 application does not allow unauthorised access to data, as the computer operating
the C4 client operating computer does not store any data on local media.

Security of communication between the workstation PC and the
server

The workstation PC and the server communicate exclusively through http protocol or, for higher

security, through secured SSL connection. This ensures the security level of internet banking
applications.

Communication security between the server and devices
Because the device manufacturer communication protocol is not always encrypted, the server-device

communication security and protection is performed at the network administration level. Protection
on the level of net administration can be provided by encrypting (VLAN).

Personal data protection

Application user access to personal data stored in system database is governed by the terms of the
personal data protection act.

10



2 Operating procedures

2.1 Integrated Security Management System
start-up

The application starts after selecting a command to start (e.g., by selecting an application from the
Start menu through Programs -> Gamanet -> C4 Client). Each user logs in with their user name and
password. Without this, access to the application will be denied.

rE Login User lﬁr

Account -

Password -

m 4 Remember

| Cancel

Figure 2-1 User login to the system

In the login window, enter the appropriate information:
e Account - user login name
e Password - password in accordance with the company's security policy
In this login window you can also choose other attributes for logging in to the application by checking
the relevant boxes.
e Remember - after checking this box, the system will remember your login data, which will
appear automatically in the login window next time you run the application.

The language of the login window is always the same as the language set in Windows.
The language in the remainder of the application is set by default to English. The language can be
changed. Click Tools, Settings, Personal Settings (see chapter Personal Settings).

2.2 Structure of the Professional panel

After a successful user login to the system, the main screen of the application will be displayed.
Depending on the settings for the particular person, this may be the Professional view as shown
below, but this may also be the Visitor view or the Monitor view.

11
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2.2.1 Main menu

Figure 2-2 Professional window

The Main Menu contains the commands for general system functions and links to every other

application part:

e File - contains the list of functions available at your current location in the application. You

can usually select each function in several ways (e.g. right-click).

Edit - allows some modifications when working with the system (e.g.,Back, Refresh, Find).

e View - contains panels (depending on the system version) for:

o viewing persons, devices, regions, manage visits

o view the visualizing representation of devices in maps,

Tools - contains panels for:

o defining the system settings for the application (personal settings, password change,
system settings),

o designing the visualizing representation of devices in maps,

o manage assets,

o set the data import from external information system.

Help - general information on the C4 System, user handbook and information on licenses (see

chapter Licensing).

Hotkeys are shown next to the respective individual menu items. These can be used to intuitively
perform common operations in the application (e.g.,Find, Refresh, Delete, etc.).
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2.2.1.1 System restart

The File option in the Main Menu contains a restart function for C4 system restart. The system will
end and a login window appears. It is used for a quick re-login of the user to apply system changes.
Clicking Exit will end the system's session.

File | Edit View Tools F
Add »
Save Ctrl+5
External Data... b
Restart
Exit

Figure 2-3 Application restart

2.2.2 Tree

The tree, with its node and child-nodes, provides for a graphic representation of elements for easy
navigation and application-to-user communication, as it enables the presentation of complicated data
structures in an easy and comprehensive way. It allows instant data searches in the hierarchical
system structure. It is displayed on the left side of the screen.

Note:

A node is the highest element in the tree but below the root node. It is also referred to as parent
node. Children or child-nodes are sub-nodes under a (parent) node. As an example: the company is a
(parent) node. A department is a child node of the company (resides under the company).

2.2.2.1 The tree tab

The tree tab is a graphical shortcut for the tree option: Persons, Devices and Regions. In the lower left
corner, the active tab is highlighted with a different colour than the inactive tab.

ones T e £

—d

Figure 2-4 Tree tabs
2.2.3 Toolbar

This contains tools that can be used whenever and wherever you are working with the tree.

ol Y i iasid
Figure 2-5 Toolbar

e Search
Allows searching of the given tree. A detailed description of how to search is included in
chapter Search. You can find Search in Edit as well.
e Filter
A tool for filtering devices with a given status.
* Refresh
Clicking this function will revert the tree to its last saved state.
e Statuses on
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This function is located in the Devices and Regions tree (see chapter Device statuses).
Devices statuses are displayed.

e Devices
This function is located in the Regions tree (see chapter Regions). Makes it possible to
distribute devices into regions.

* Print
After turning the filter on, this function makes it possible to print elements matching the
selected filter criteria.

In different views, some a additional tools are available. Details are explained in the relevant
section.

2.2.4 Infotypes Panel and its tabs

The Infotypes panel includes the following tabs:
¢ Contact - the main view of the selected tree node. Contains the name of
the node with basic details and contact data.
e Card Management (Credentials) - list of cards or credentials allocated to
the selected group (card management) or a person (credentials). A
credential is a unique element used for identification of a specific person.
® Roles - it is possible to assign a set of pre-defined permissions to users
according to typical tasks performed.
e Groups - list of defined groups in the tree.
e Personal Settings - application related settings of a particular user
Groups (including application password and account).

>
b

-

Figure 2-6
Infotypes panel

2.2.5 Navigation Panel and its tabs

General Events FEMMISSI0nSs RCCESS CXIENDED Properies FErS0ONs present HLITOIm

Figure 2-7 Navigation panel

The navigation panels of the Persons and the Devices tree are similar. They contain the following
tabs:

e General - this tab provides basic information on the selected information system object. This
tab contains the tabs of infotypes: Contact, Credentials, Roles, Groups, Personal Settings.

e Events - the list of all performed activities and changes including the time and the description
of the change. The events can be displayed only for the selected persons or device, or
including all persons in a company or department. To reduce the number of events, it can be
restricted by filter or by time period (see also chapter Events).

e Permissions - this tab presents an overview of persons’ access rights to specific system
objects (devices, persons, events, application parts). The permission system is based on the
principle of inheritance from a parent to its descendant (see chapter Example of configuring
permissions).
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e Access - this is one of the subcategories of the previous Permissions tab and it provides a
comprehensive overview of which persons have access to specific devices. In Persons this
shows the selected group or persons access. In Devices it provides a list of persons and
access rights to the selected device (see chapter Access rights).

e Extended properties - settings of additional and specific properties of the object.

e Persons present - this tab provides information about the location of the person selected in
the organizational structure. By selecting a company (division, department, center), you can
display all regions that contain the persons belonging to the selected organizational structure.
Person-counting set-up is described in chapter Number of persons in the region.

e Automatic actions - provides an overview of automatically launched actions, when a
predefined action set by a user occurs on the device (see chapter Automatic actions).

2.2.6 System information

This is recorded and displayed automatically by the system and cannot be edited by the user. This
provides information about the user and time of the last change of the object where the user is
currently located.

‘-g Meodified 15.08.2008 12:16:05 - -
Figure 2-8 System information

2.2.7 RT status (Real-Time system heartbeat)

RT control is a function for connection diagnostics between C4 client and the server. The status of the
connection is indicated by an icon in the upper-right corner of the application.

support [N

2 Gemax ;
3 S L., Back
h Company e g i

Figure 2-9 RT Status

In the basic setting, this icon is black . | this case, it does not display connection status
correctly. When status monitoring is enabled (see chapter Toolbar), it can have the following colours:
- a green ECG signals an ongoing communication between the server and the client.

== - 5 red flat ECG signals a non-existent connection between the server and the client.

If the connection is lost, the user is notified by a sound.

2.3 Working in the Professional view

2.3.1 Working with the tree

The tree, with its nodes, is the main information view for any user as it enables a quick overview of
even complicated data structures. It allows for quick selection of objects present in the tree. Selecting
a node in the tree (object) displays its details on the right-hand side of the screen.

The top of both the Persons and Devices trees consists of the Root node, the data of which can be
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edited only in accordance with the access permission. Without access permission the right-hand side
application window is greyed out. However, you can create hierarchical tree structure from this node.

Manipulation with the Tree

To expand or to collapse the node use the following controls:
"+" expand (show parent and children of this parent)
"-" collapse (show parent only)
— Manufacturing
i--- Installation
i i Bames Steve
e 3 Murray Robert
=-[@ Human Resources
¢ 3 Johnson Catherine

Figure 2-10- Expand and collapse controls

The following keyboard shortcuts can be used when working with the tree structure:
- expanding the selected node showing children of this node only: NUM+

- expanding the selected node, including all child nodes underneath: NUM*

- collapsing the selected node: NUM-

If the tree window is not wide enough to fit all the data, the user can adjust the width of the tree
window by moving its edge using the mouse. Also, when positioning the mouse over the specific
name, the full node name is displayed. Another option is to enlarge or maximize the entire application

window.
: Repairs
3 Edwards Martin

3 Miler Henry 'm
3 Walker James ‘ e
Manufacturing * == B
2] Installation
3 Bames Steve ‘\ﬁ
3 Muray Robert | -,
man Resources Roles

3 Johnson Catherine

-Figure 2-11 Moving the split bar

Press CTRL+X to cut the currently selected object and put it to the Clipboard. The Clipboard content
can be pasted to another part of the same tree. Select the node in the tree, under which the object
from the Clipboard should be pasted, and press CTRL+V. The object will be moved including its child
nodes. The object currently in the Clipboard is greyed out in the tree. Moving objects using keyboard
shortcuts is supported in Persons, Devices and Regions trees. The object can be pasted only under a
node, under which it is possible to create the type of the moved object using the Add function as well.
After the object is successfully moved Clipboard is emptied and the object will have its usual graphics.
In case of an attempt to insert the object to an unsupported location, Clipboard will be emptied and
the operation will be terminated without any change in the tree structure.

Manufacturing
¢ E=-[@ Installation
; -~ Bames Steve

P
Figure 2-12
Object in
Clipboard
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2.3.2 Confirming and saving changes

The normal procedure to confirm or cancel changes is by using the Save and Back buttons. Clicking
Save will save all changes made by the user. If a problem while saving occurs (e.g., some required
data is left blank), the system prompts the user to fix the problem.

= -

Figure 2-13 Save and Back buttons

Other unexpected problems can occur during saving (e.g., connection failure). If the problems
continue, contact your system administrator.

If you want to revert the system into the previously saved state, click Back.

Greyed out buttons mean that the data was not changed, so there is nothing to revert to the previous
state.

In cases when two or more users perform changes to the same object and save them almost
simultaneously, changes from both sources will be saved to the vent list, although only the last saved
change will take effect.

The performed operation can be reverted back only if the changes are not saved. When working in one
application section (e.g., in one node), several operations can be performed and multiple amounts of
data can be saved without having to click Save each time. When moving to another section, the
system will prompt you to save the changes.

ca i

[0:. Do you want to save performed changes?

[ Yes ] | Mo | | Cancel

Figure 2-14 Dialogue box
2.3.3 Function selection in the tree

The functions for objects in the tree can be selected using the File menu located in the main
application menu, or by right-clicking and using the context menu.

To perform a function of the object, click on this object to highlight it and then right-click it. The list
of available functions will pop up.

File Edit View Tools Help

. &) Edwards Martin
=4 Root (8 Person
2 Support

| 2 Person 4 || 2 Person |
= o
Division ?  External employee

; i Center il

3 Lewis Sandr Name

epaire E Department
S Edwards Mg 53 Group Ties
: ‘I'\;'Iillnir Helnrx‘r | g‘ Identification card

Figure 2-15 Selecting a function
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You can find the same list of available functions that can be selected for the specific object in the File
menu.

File | Edit View Tools Help

| Add » || 3 Person » || 3 Persen
@ Delete Ctrl+Del M Division 9 External employee
Save Ctrl+5 Center
External data.. * [[E Department Evenis | Permissions | Access
Restart 2 Group
Name Gemax

Intemal number

i O Edwards Martin Extemal number

(o=

- Figure 2-16 Selecting a function from the File menu

2.3.4 Search

Click &= , a search bar opens that can be used to search for items in the tree.

File Edit View Tools Help
S} Vi

Search =

Search pt
. Support

= k Gemax

-E—T Customer Service
i =2 Receiving Order ]

Figu're 2-1'7 Launching the search bar

The search bar makes it possible to define a number of search criteria to optimize the search process.
The criteria must have the following form Key:Value Key2:Value2 Individual conditions are separated
by a space.

You can search for all items from the Persons tree listed in the Contact tab (except for External
number). It is also possible to search according to identifier parameters.

The Devices and Regions trees can be searched using the Name key.

Example:

In the organisational structure of a company we search for a person called Edwards with the internal

number 1200048. Enter the following criteria into the search bar: Surname:Edwards "Internal
number”:1200048
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-
E C4 - Professional

File Edit View Tools Help

i &) Edwards Martin

Search imeEdwards "Internal Number':1200048 | 5] & Perzon

=4 Root
‘ ko G General “Events | Permissions | Access | Extended
= emax
— Customer Service —
-E Iiepairs - |§_-|.J' Sumame Edwards
L E;:I\-\.'ards eatas Mame Martin
—---'f-_} Intemal auditors
g Edwards Martin Titles
i Recycle Bin a
£ ) Identification card
Credentials | Intemal number 1200048

Figure 2-18 Search using the surname and internal number

Clicking EJ will start the search. The system displays only those results that meet all entered search
criteria and the parent structures that are necessary to maintain clarity. After changing the search

criteria, click 2 again to update the search results.

Note:
Search conditions are not case sensitive. This means that the condition Surname:Edwards is
equivalent to surname:edwards.

Warning:
If the search key or the search value contains a space, you need to use quotation marks. For example,

City:"New York" "Internal number”:1200048.

Search keys that contain spaces can be used without them. Condition "Internal number”:1200048 can
thus be replaced by an equal condition Internalnumber:1200048 (in such cases quotation marks are not
required).

Entering the searched value without a search key performs search in all supported items.

You can search persons based on their legitimacy, which is determined by entering the start and end
date of their employment. This status is defined by search key Disabled and can have two values: True
(the person has been denied access to the C4 system) or False (the person can access the C4 system).

In case of credentials, you can search the following properties:
e Credential name - search key Name
e Credential status (active, blocked, lost) - search key Status
e Credential code (only in case the credential type supports search or the user has the Viewing
PINs rights) - search key Code
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3 User management

The Persons tree is intended for management of the company's organizational structure.

The C4 Integrated Security Management System makes it possible to manage the persons register
using the organizational structure, assign individual credentials to them (cards, PIN, fingerprints, eye
iris images) and define permissions for these persons.

3.1 Entering start date and end date of access

When a new person is employed, you can set a date interval when the person will be able to access the
system by entering details in the Contact tab. Outside of this interval, the person will not be able to
access anything or login. A person who is outside the assigned date interval is marked with a cross in

the Persons tree.

=-[E) Reception
- 2 Hamisan Ann
3 Webb Angela
=33 Intemal auditors
El-‘é Edwards Martin
bt Hamison Ann

Figure 3-1 Person outside the allowed date

Date formats depend on the set language of the C4 application user.

Example:

English (US) - 12/31/2010
German - 12.31.2010
Slovak 21. 31. 2010

&) Edwards Martin ) Save 0 Back

o Perzon

General “Events | Permissions | Access | Extended properties | Persons present | Automatic actions

)

Sumame Edwards

D
U

Name Martin
Titles

|dertification card

Intemal number 1200048
Extemal number

BN

L)
- E-mail edwards@gemac.com L= 0
Hl= Function Sex I'n"lale—v
~ Valid from 01/01/2010 Vaidto  01/01/2013
Address
City ZIP code
Figure 3-2 Setting the start and end date for a person

Note:
If the date format is not valid and recognized, the user cannot leave the field.
It is not mandatory to enter a start and end dates.
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3.2 Creating the organizational structure

The Organizational Structure (OS) of the company is created by adding individual objects and records
to the Persons tree.
The initial point of the navigation tree within the OS creation is the Root node. Using the Add
function, new objects of the following types can be created from this node:

e Company

e Group

¢ Person

A user with sufficient permissions to create the OS may proceed as follows.

3.2.1 Adding the company to the OS

1. Right-click the Root node and select the Add - Company pop-up menu command.

ol e
-4
te ] Re [ Add  » | 3 Person 3

k Company

2 Group

Figure 3-3 Adding a new company

2. Selecting this function activates the dialogue box for entering the company name on the right-
hand side of the screen. After entering the name, confirm by clicking the Save icon in the upper
right-hand corner of the screen.

Gemax U/.- Save @ Back

Company
General - Events | Permissions | Access | BExtended properties | Persons present | Automatic actions

Name Gemax

i
ul

Intemal number

Exdemal number

i_ Address

management | Ciy ZIF code
e | Country United Kingdom -
-,
FRoles Invoice address
City ZIP code
]
e Courtry IUn'rted Kingdom -
Groups BN | VAT
E-mail Web
Fhone Phone 2
Mobile phane Fax
Note

Figure 3-4 Contact dialogue box
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3. The system will alert you if any required fields are left empty. Please enter proper details in the
required fields.

r .
Validation results [&J

Necessany to repair or to enter the following:

1 » Sumame/Name
= Enter the required field!

Figure 3-5 System warning

4. Click Save in the upper-right corner of the screen.
At the level of the Company tree node, the administrator of the OS can create the following types of
objects using the Add function:

e Person

¢ Division

¢ Center

e Department

e Group

3.2.2 Adding a department to the OS

The department, as an element of the company organizational structure, can be created by clicking
the Company tree node for which you wish to create the department. Right-click the item and select
Add -> Department from the menu.

=@ Root
3 Support
| Add 4 | 2 Person »
@ Delete Division
Center

|@ Department
e Group

Figure 3-6 Adding a department

When entering the contact information of the department into the Contact dialogue box, proceed as
described in chapter Adding the company to the OS.

3.2.3 Adding other types of record to the OS

The method for adding other types of records (division, center, person) to the company's OS is similar
to that as adding a company as explained before (Adding the company to the OS, Adding a department
to the 0S).

A record cannot be placed at random. The system contains a controlled support for hierarchies; that
is, the system controls what type of record can be created at any given node of the navigation tree.
This will be apparent in the function menu when creating a new record.

The system enables the creation of several companies in the tree. When creating persons in individual
companies, one person may not be assigned to two or more companies. The system does not support
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this functionality. However, any person can be transferred between companies or OS elements.

3.2.4 Changing an OS record

Any record in the OS structure can be modified. Select the record to change and choose the detail to
be modified in the dialogue box. The dialogue box is displayed in the editing status. This means that
information in this dialogue box can be changed before saving. To copy and insert selected text or

part of the text, the standard windows shortcuts may also be used: Ctr{+C and Ctr(+V.
Address 3%h Street 152/5
City Toronto

Figure 3-7 Editing a record
To save any change, click the Save button. The changes will not be saved by clicking the Back button.

3.2.5 Importing the Image to the Person’s Record

When adding a person to the system, by entering details in the Contact tab, it is also possible to add
a picture of that person.

=0
Figure 3-8 Window for a person’s picture

Add the picture by clicking the = button and select the required image in any folder. Supported

image formats of photos: *.png, *.jpg, *.bmp. To delete the picture, select the o button.

3.2.6 Deleting the Record

To delete a record from the structure in the navigation tree (organizational structure), right-click the
node representing the record and select delete.

- Root
-3 Support
_k Giemax
=A% Customer Service
[ Receiving Order
: - 2 Clark Carolina
-3 Lewis Sandra

Add »
|° Delete |
-

= Manufacturing
{ E-E installation

Figuré 3-9 Deleting an object
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Figure 3-10 Deleting an object

Click Delete to move the object into the recycle bin.
Objects in the Recycle Bin are characterized as follows:
e Objects in the Recycle Bin are greyed out.
e The structure of the deleted part of the tree is also kept within the Recycle Bin.
¢ |n case of the next upload, persons will not be uploaded to the devices. Their C4 accounts will

be blocked too.

® You can search the object event history.
¢ Editing objects is disabled.
e Changing the object structure is disabled.
e The contents of the Recycle Bin cannot be exported or imported.

Note:

The Recycle Bin is available only in the Persons tree.

Warning:

Repairs ’
| Save Back
Department l:]/ 0
General Events | Permissions | A Ex A
-AY Customer Service
=-[# Recsiving Order @— 4 Credential editor
Clark Carolina é__i Ci i o 1LI0 AT
3 - Prefered Credential Card {HID 40)
1 Lewis Sandra Contact Card Prefix
[—j-- Manufacturing Card leam reader
- Installation 4 Department
2 Bames Steve ﬂ Enable Bxtemal Data Replication No
i 3 Mumay Robert Startup view Professional
=-E) Human Resources menzgement || 4 Local Settings
- 2 Johnson Catherine Language English (United Kingdom}
=-E3 Reception N Time Zone System Time Zone
3 Hamison Ann - 4 Monitoring
e 3 Webb Angela Roles View Events 200
E-52 Intemal auditors Refresh Interval ]
) “gp Harison Ann ~ry Monitor View Navigation bar
=1~ Recycle Bin P Phata Display Time 00:01:00
& SR Alam Sound Yes
Edwards Martin i Automatic Alam Reception Mo
Miller Henny
Walker James %

Groups from the Persons tree are deleted permanently and are not moved into the Recycle Bin.

Restoring the objects in the Recycle Bin

In order to preserve the tree structure, the only items that can be restored from the Recycle Bin are
those whose parent has not been deleted (its original parent items exists in the tree). Right-click the
Repairs department and then click Restore. The Repairs department receives its original place in the
organizational structure.

EI'Q Intemal audtors
g Hamison Ann
Recycle Bin

Figure 3-11 Adding a department
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Right-click the Recycle Bin and click Restore all items to restore all items.

g Recycle
- i Restore All ltems |
Eﬁ n Empty the Recycle Bin

: i
e Walker James

Figure 3-12 Deleting an object

This operation has to be confirmed in the dialog box.

l . Are you sure you want to restore all the items from the Recyde Bin?
h

[ fes ] [ Mo ]

Figure 3-13 Confirming the restoration of all
items in the recycle bin

Deleting items from the Recycle Bin

To delete an item from the Recycle Bin, right-click the item and choose Delete. If you delete an object
from the Recycle Bin, its history is also deleted permanently.

E|‘:, Recycle_Bin
= Repairs
o Edwards Martin

- Walkeer Jam

Figure 3-14 Deleting a record from the Integrated Security Management System permanently

To empty the Recycle Bin, right-click the bin and choose Empty the Recycle Bin. In the dialog box,
confirm that you want to delete all items from the Recycle Bin permanently.

#ﬂez_rc 5
Rep Restore All Items

L@ Empty the Recycle Bin

ey

-

b Walker James

Figure 3-15 Emptying the Recycle Bin

c4

! . Are you sure you want to permanently delete all items?
i

[ Yes ] [ Mo ]

Figure 3-16 Confirming that you want to
delete all items from the Recycle Bin
permanently

Warning:
If the OS record is listed in one of the groups (see chapter Group management in the 0S), Delete will

25



also delete the record from the group where this record is listed.

Note:

If you select an object in the tree using Shift+Delete, the object will be deleted permanently without
being moved to the Recycle Bin. Since this operation cannot be reversed, we recommend using it only
if necessary.

3.2.7 Group management in the OS

In the Persons tree you can create groups under the Root or Company nodes. These are organizational
elements that can include representatives from various parts of the organization.

The purpose of groups is to enable permissions to be assigned to records (e.g., administrators of
multiple departments may have their own group, which will assign permissions for the application).
Permissions inherited from groups are taken into account in the calculation of the final permission
together with assigned roles and individual permission settings.

3.2.7.1 Creating the group

You can create a new group by right-clicking the Root or the Company node in the tree and selecting
Add - Group.

Add  » | 2 Person 2

_____________________ h Company

Gemax
E--"Customer Servi :'“} S

[E Receiving

3 Clark Carolina
Figure 3-17 Creating a new group

The dialogue box for entering information about the group is shown at the right-hand side of the
screen. Follow the steps in chapter Adding the company to the OS.

3.2.7.2 Adding an Object into a Group

Warning:
It is not possible to create new records in a group. Use drag & drop to add a previously created record
(within the OS) to the group:

1. Left-click node representing the required node record in the tree (company, department, division,
centre, person) you want to add to the group. A group cannot be added to another group.

2. Hold the mouse button and move the object to the desired group. The mouse pointer will change its
shape while moving.

3. Release the button when the pointer is placed over the group name and the mark "E" will be
displayed next to the pointer.
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—@ Repairs
i 3 Edwards Martin

= E]E Manufacturing
= @ Installation

= '“} Intemal ai

-

g Hamigon Ann
Figure 3-18 Moving a person into a group

4. The person is assigned into the group:

—@ Reception
{3 Hamison Ann
w3 Webb Angela
=58 Intemal auditors
4, Edwards Martin
) Hamizon Ann

Figure 3-19 Records listed in the group

Warning:
Each person must be moved individually. It is not possible to move more than one person at a time.

Similarly, you can add the person into the group after clicking the Groups infotype.

1. Select the person you want to add to the group in the Persons tree.

2. Click the Groups infotype. All defined groups to which the selected person is to be added are
displayed at the right-hand side of the screen.

3. To add the person to the group, check the box next to the name of the group. This method is
similar to those mentioned above (drag & drop).
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@ Hamison Ann
- Recycle Bin

il £ ) Modified 14,01.2013 22.16:56 - Support —
L

Figure 3-20 Groups infotype

The view of the Groups infotype provides an overview of groups that are defined within the tree and
groups to which the selected person is added.

3.2.7.3 Removing an Object from a Group
As it is not possible to create records in the group (only to move them into a group), it is also not

possible to delete a record from the group, only to remove it.
If you want to remove a person from a group, right-click the person and choose Remove.

Figure 3-21 Removing a record from a group

If you do not save your work when moving to another section, the system will prompt you to save the
changes. Another way to remove a person from a group is to select the person in the tree and uncheck
the box in front of the group name in Groups infotype.

3.3 Credentials Management in OS Environment

A credential is a unique element used to identify a person in the company's OS. Each credential is
assigned to a particular record (usually to a person). Credentials are managed in the tab of the
respective infotype of the Infotypes panel.
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Figure 3-22 Credentials dialogue box

3.3.1 Types of credentials

The access control system uses five types of credentials:

e PIN - numerical code entered on a keypad. For security reasons, PIN codes are not shown
(e.g.: ****). Two persons cannot have the same PIN at the same time.

e Extending PIN - numerical code entered on a keypad. It can be used in the system only in
combination with another credential type (e.g., a card). Since the extended PIN is a code
combined with other credential type, two people can use the same extended PIN, but each
must be in combination with a different credential. Extended PIN, entered into credentials
management, can also be a *. In that case, after using a card paired with such an extended
PIN, the user will be prompted to use the keypad of the device and set the extended PIN (this
function must be supported by the device).

e Card - identification element, plastic card containing the data from the card

¢ |ris - biometric details - human eye

e Fingerprint - biometric details - fingerprint

As for the person’s property right, the credentials are classified as:
1. The private credential is an identification element that is non-transferable to another
person. It is called a private credential due to the fact that the person is the carrier of the
data. Private credentials can be created and deleted but not removed and assigned to

29



another person.
e |ris
¢ Fingerprint
e PIN
e Extending PIN
2. The shared credential is a transferable credential. It can be used by another person, or can
be removed from the person and assigned to another one.
e Card

3.3.2 Card Management

Cards are a type of credential assigned to a particular object. In the case of cards - shared credentials
- the system differentiates between:

1. Card Master - the company, department or division that manages the card and decides on
cards assignments to persons that are included in the respective company, department or
division within the organizational structure.

2. Card Holder - person to whom the card is assigned.

The list of cards and the holder or not yet assigned cards can be seen in the Card Management tab. A
new card can be created by clicking the Create button. Creating a card for an OS unit is described in
chapter Creating a card. Information about the last change of the card can be found in the bottom line

of the application window as the system information (date and time of the change and the user who
performed it).
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Figure 3-23 Free credentials managed by the Repairs department

Sorting the list

The card list can be sorted by any column. By clicking the column header, the list will re-order and a
triangle will appear in that column to indicate ascending or descending order.

L] & - _:2 Assign the card | Create - u Revoke S8
Type MName Code Master
@ As lum 3018080 Gemax
& Ats lum 26 0133080 Gemax
@@ HID 40 159 Gemax
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Figure 3-24 Sorting the cards by type in ascending order

Printing the list of credentials
The function of printing the list of credentials is shown on the figure below. The list of credentials
includes all properties of credentials, including their status.
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Figure 3-25 Printing the list of cards

Printing cards

The Print cards function makes it possible to print cards assigned to persons. This function is used to
print on cards of individual companies and it makes it possible to use a unique graphical design
created according to the requirements of the particular user. A graphical design belonging to the

respective part of the organizational structure can be uploaded by clicking = and selecting a RDLC

file in the dialog box. For a more detailed procedure of editing RDLC files see the Card Imprint Design
guide.

General “Events | Permissions | Access = Extended properties | Persons present

!:Qj'_] . ] & i3 hAssign to administration Create - € Delete | % ! O

i Print cards Cods Holder Status

8L Print 101 Gemax v
'B @ HID 40 102 Gemax
@ HiD 40 10-3 Gemax

@ HID 40 159 Edwards Martin

L]

Figure 3-26 Function for printing cards

However, only records selected via multiselect (i.e., holding the Ctrl key and clicking individual
records or holding Shift and clicking the first and last record) will be printed.

3.3.3 Assign to administration

Cards managed by an element of the organizational structure are searchable. Click Assign to
administration. The window appears. Enter the code or card name (or the part thereof) you want to
search for into the Code field. The system will search for all cards that are managed by the specified
unit of the organisational structure.

Clicking B without filling the Code field displays the list of all credentials in the Persons tree.

rﬂ Assigning to administration [é]

Code

| With assigned

Name Code Holder Master

Figure 3-27 Card search window
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Figure 3-28 Found card

The found cards in the search list window can be sorted by any column as shown on figure below. This
enables you to find the required card faster.

[ E Aszsigning to administration [..s;g_]‘
Code ﬂ
Name Code Holder Master >
im 103 Repairs
= 16D Edwards Martin Gemax
[ ] 10-4 Gemax Gemax £
=l 159 Edwards Martin Gemax
- 0010011 Ohara Peter Reception Gemax
- 101 Repairs
- 3012080 Gemax Gemax
- 10-2 Repairs -

Select al oK

Figure 3-29 List of all credentials that are managed by
company, division or department

To see which card is assigned to an actual person, click the name of the person in the tree and open
the Credentials tab on the right-hand side of the screen. The list of credentials assigned to the person
and other information is displayed.

Bk Gemax General ~ Events | Permissions | Access | Extended properties | Pers
El-Eg Customer Service

=) Receiving Order A= - - T
f * - i 4 Assign the card Create - Revoke by
3 Clark Carolina i iy -] e 2]
H 3 Lewis Sandra - Type Name Code Master Status
=-E8 Repaire & HID 40 159 Repairs )
-3 Edwards Martin
3 0 N z Y
3 Miller Herry ;ﬂ & HiD 40 160 Repairs 9

- 3 Walker James

Figure 3-30 Credentials view

3.3.4 Creating a card

Cards are added for companies, departments, or divisions from the list of cards supported by the

application:

1. In the Persons tree, select the company, department or division for which you want to create the
card. In the Card Management tab click Create to select the required card type.
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Figure 3-31 Creating a card

2. The selected card is entered into the list (or added to the list of cards not assigned to any person).
3. Enter other information: name, code and card status. The majority of these fields are required:

e Name - name for the credential (optional field)

e Code - the card number as provided by the device using letters, numerals, characters (code

on the card) (mandatory field).

e Status - sets the state for the card to enabled, disabled or lost
4. Click Save to confirm the operation.
The added card can now be assigned to any person belonging to the same company, department or
division.

3.3.5 Assigning a Card to its Owner
1. In the Persons navigation tree, select the person to whom you wish to assign a credential.

4y Clark Carolina

(@ Person
General ~ Events | Permissions | Access | Extended propertis
!:3:['_] Fo f 42 Assign the card Create -
Type Name Code
& '

Figure 3-32 Assigning a card to the holder

2. Click the Assign card button to open the window in which you can search for a card to assign to the
person from among all cards managed by the company, department or division. Click the card to
assign and click OK.
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Figure 3-33 Searching for a card to assign to a person

The person becomes the card owner when he/she is assigned the card.

When the person now uses the card, it identifies this person and applies the proper access rights for
the device. You can define devices (e.g., entrance door), through which the person is allowed access
on the basis of the assigned credential (card), in the Access tab (see chapter Personal Settings).

Information about the last change of the credential or card can be found in the bottom of the
application window as the system information (date and time of the change and the user who
performed it).

3.3.6 Learning new cards directly from a device

To speed up the process of learning new cards to the C4 Integrated Security Management System, it is
possible to learn cards directly from a specific device - card reader. It is possible to add many cards
into the system quickly by simply badging the cards on a reader. For this feature, a user of C4 has to
be setup with a specific reader for this and the device needs to send an event for unknown or new
cards.

The procedure is as follows:
1. Select a user from which you want to learn cards.
2. Set the Reader in the Personal Settings tab of the logged-in user.

: 4 Edwards Martin Q) sve (D Back
=4 Root S Person
-3 Support
-% Gemax General - Events | Permissions | Access | Extended properties | Persons present
_"Efi. Customer Service
; @__EECSZLZQCC;:EH’E @5 || Account Edwarss ) Alowed (3 Change password
{8 Lewis Sandra S 4 Credential editor
pairs S Prefemed credential Card (HID 40)
Edwards Martin Card prefix N
WilerHerny o )
b 3 Walker James B < Local Settings

Figure 3-34 Setting the reader

3. A window with a Devices tree will open, and here you can select the door on whose reader the cards
will be used to learn cards.
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Figure 3-35 Selecting the device

4. In the Credentials tab, click the Create button to select the card type you will be learning.

General  Events  Permissions = Access d properties | Persons present | Automatic actions
Qj X & = _:3 Assign the card Create -~ € Revoke ! b 6
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Figure 3-36 Selecting the card type

5. Activate the Load card function. This function remains active. This means that when you learn
multiple cards, there is no need to activate the function for every card individually.

General ~ Events = Permissions | Access | Extended properties | Persons present | Automatic actions
B Fo i - 7 Assign the card Create ~ €3 Revoke : L D)
__ _ . Type Mame Code Master Status
- & HiD 40 160 Gemax )
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Figure 3-37 Turning card learning on

6. Badge the card on the reader. The card details will be send to the system and the card code will be
entered automatically. The next line with the card type in the credentials list will be created as well,
indicating that the system is ready for the next card to be learned.
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Figure 3-38 Learned card
7. After learning all cards, you can remove the last created row by clicking the Revoke button.

Warning:
This procedure only allows new cards to be learned, i.e., not those that already exist in the system.

Warning:
The card learn functionality is supported only if the respective device sends the card details in an
event to the C4 Integrated Security Management System.

3.3.7 Creating a non-transferrable credential

To assign other types of credentials to persons, select an employee in the Persons tree, click Create
and select the credential from the menu.

B mmEEn
‘k Gemax General - Events | Permissions | Access | BExtended properties | Persons p
=@ Customer Service
P E Receiving Order ’2_3 L] & - 2 Assign the card Create - Revoke i
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2-@8 Manufacturing I @ PN
i =-E) Installation

Figure 3-39 Adding a credential to a person

Similarly, as with assigning cards, it is also necessary to enter the code.

3.3.8 Merging credentials

If there is a need for merged credentials (e.g. card and PIN) it is necessary to know which PIN code

belongs to which card.

The C4 Integrated Security Management System makes it possible to merge such credentials that
belong together. One example would be merging a card, which is a transferrable credential, with a PIN
code, which is a non-transferrable credential. In such a case the card would also become a non-

transferrable credential.
Using multiselect (Ctrl+click), select the credentials that you want to merge together. Click the Merge

button.
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Figure 3-40 Selecting related credentials

Merged credentials will also be indicated graphically. They are displayed in blue color, one below the

other.
General - Events = Permissions = Access  Extended properties | Persons present | Automatic actions
2= X &y -2 Assignthecard (1) Create - € Revoke i =2 % | €)
Contact | Type «  Mame Code Master Status
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Figure 3-41 Merged credentials

Since the card with an assigned PIN becomes a non-transferable credential, it is not possible to assign

it to another person. This flag that the card is non-transferable is also displayed in the company's card

list.
General - Events | Permizsions = Access  Extended properties | Persons prezent | Automatic actions
&= & - hﬁ\ssi.g.n to administration ) Create - € Delete | % | )
"“’:t=’1 | Type 4 Name Code Holder Status
& HID 40 159 b
p @ & HID 40 160 Edwards Martin v ]
& HID 40 161 b
& HID 40 102 Gemax v ]
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Roles
Figure 3-42 Selecting a non-transferable credential
To cancel such a link between credentials, use Unmerge.
General - Events | Permissions | Access | Extended properties | Persons present | Automatic actions
3= ﬁ.&véﬂﬁmsignthecafd i) Create - €@ Revoke (=3 % ‘)
Contact | Type & Mame Code Master Status
& HID 40 160 Gemax | Unmerge | )
g # PIN = )
¥ @ HiD 40 159 Gemax V]

Figure 3-43 Unmerging credentials
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3.3.9 Credential Status

Each credential needs to be assigned the proper status that it should acquire with respect to the usage
by the person.

4 Enabled
@ Disabled
@ Lost

Figure 3-44 Selecting the credential status

e Fnabled - set this status when assigning the credential to the person that needs immediate
entry. After being send to the device the credential is activated and can be used to gain
access on devices for which access is setup. Any use is stored together with the information
about the time/date and the type of device for which the credential has been used (see
chapter Device related events).

e Disabled - select this status to cancel (disable) the possibility to access for the selected
person. The credential with this status will not allow the person to access using the device. If
the person with the disabled credential attempts to use this credential when entering the
object, the system will record this event into the list of events (see chapter Device related
events).

e [ost - set this status when the credential owner reports the loss of the credential. When
attempting to use the credential with Lost status, the system does not allow the person to
enter the object, and this activity will be recorded in the report together with the information
about the time/date and the type of device for which the lost credential was used (see
chapter Device related events).

3.3.10 Credential activation

The person with assigned identifier holds the tool for usage of devices to which he/she has
permission. Automatic system send to device is performed once a day at midnight (or at another time
according to the settings of the device). It means that the credential can be successfully used only
after being send to the device - i.e., the next day.

If you want to enable the person to enter instantly, it is necessary to perform the following operation.

1. Click the Devices tree tab.
2. Right-click and select the device in the tree that you want to enable to the person and select Send
credentials.

=2 Gemax DM
_\_ﬂ PSN Gema
=42 Ce Add 3
-4
+¢:} © Delete
-y =® Command | & Reinitialization
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: = FRun
T'"Fi Door 3
- fa) Door 4 =g Stop
+,':, Door 5 |» Send credentials
Lt
= Send all credentials

Figure 3-45 Sending credentials
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When performing the operation on devices in this tree, all cards for all persons that have a changed
status (active to disabled or vice versa) are send.

If this step is not performed, credentials become active or disabled automatically at midnight in the
same way.

The record on this operation is displayed in the Events tab (see chapter Device related events) as an
event log describing the beginning and the completion of sending the credentials. This record is added
in the Persons tree in the Events tab in the form of a report on the Send credentials command.

3.3.11 Credential removal

Removal of the credential means deleting the access rights necessary for the person’s entry. In case
the card is removed from the person, it becomes available for future use in the company and can be
assigned as a credential to another person.

To revoke a credential from the person, select the credential in the list of assigned credentials and
click Revoke.

General “Events | Permissions | Access | Extended properties | Persons present | Automatic actions

@;_j\ o iy - 41 Assign the card Creaty : @)
Type MName Code Status
& HID 40 160 v
I;g H PIN - 39
& HID 40 159 Gemax V]

Figure 3-46 Revoking a credential

This credential remains in the system, and when assigning credentials to another persons (e.g., new
employees) it is automatically displayed in the list of credentials. In this case, it is sufficient to check
the box again and the credential will be assigned to the new person.

3.3.12 Deleting a card

To delete a card, click it in the Card Management list of the respective organisational unit and select
the Delete menu command. When this function is selected, the card will disappear from the list of
available cards.

General Events Fermizsions | Access Extended properties Persons present Automatic actions

E?j_j\ ® @ F bﬁssign to administration Create B a)
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160 Edwards Martin v ]
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Figure 3-47 Deleting a card

When person with an assigned cards are deleted, this card subsequently becomes available and
appears in the list of cards of the respective cards manager.
In case the complete company is deleted, all cards are moved under the main tree node - Root.
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3.4 Role assignment

The infotype tab, Roles, allows to define a standard role according to a person’s access rights to the
C4 System. The role is a set of permissions that are assigned to persons or groups of persons. Each
role is defined by access rights for application functions.
To assign a role to the user, click the person in the tree, select the Roles infotype on the right side of
the screen and check the box of the selected role category to select the role of the user in the system:

e HR Manager

e Company Manager

e Reception

e Administrator

e Service Technician

e Access Manager

e Dispatcher
Each person can be assigned more than one role. Permissions available in any assigned role will be
available for this person.
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i 3 Mumay Robert
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i 3 Hamison Ann
- 3 Webb Angela
Intemal auditors
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Access manager

Administrator

, Dispatcher
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Figure 3-48 Assigning a role to the user
3.4.1 Descriptions of Roles

In the C4 Integrated Security Management System, individual users can be assigned the following
roles:
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1. Administrator

Has the highest permissions within the application
Can perform all operations

Has the right to view the whole history

Has no permission to configure region count

2. Dispatcher

Has the right to monitor the status of devices (Monitor, Real-Time monitor)
Has the right to monitor the history of events concerning the devices
Can operate the devices

3. HR Manager

Has the right to edit data in the Persons

Has the right to add persons

Can view the history of changes concerning the persons and devices
Modify personal settings

Personal Settings

Modify person details

View person details

View picture

Manage groups

Events

4. Reception

Has the right to view persons' information
Can detect the presence of persons in regions
Create visits

Visitors management

5. Service Technician

Device Management

Device settings

Events

Edits in the Visualization and Patrol tours panel
Edits in the tree Regions

6. Access Manager Has the following permissions:

Extended properties on devices
Manage time restrictions
Manage access rights
Modify personal settings
Personal Settings
Visitors management
Reception management
Modify person details
View person details

View picture

Manage groups
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Credentials

Modify credentials

¢ Device Management

Events

e Has no permission set up to count entrances

7. Company Manager
e Has permission to administrate the company of which he/she is the manager (to which he/
she is assigned in C4)
* Manage extended properties
* Manage time restrictions
e Manage access rights
¢ Modify personal settings
e Personal Settings
¢ Modify person details
¢ View person details
e View picture
* Manage groups
¢ Credentials
¢ Modify credentials
¢ Device Management
e Events
¢ Has no permission set up to count entrances

Note:
After assigning the Company Manager role, it is necessary to press Refresh in order for the system to
update the set permissions and display them correctly.

Detailed schedule of permissions for individual roles according to the subject of the permission is
listed in table below.

Roles

Application

Tools

Manage automatic actions

Reception management

Modify personal settings

U N O N B

View personal settings

43



Modify system settings

View system settings

Visits

Visitors management

Reception management

Create visits

View list of current visitors

Persons management

Modify credentials

View credentials

Modify person details

View person details

View picture

o e N W S

Manage roles

View roles

Manage groups

Security

Manage application permissions

Manage time restrictions

Manage extended properties

Manage access rights

Manage permissions

Diagnostics

Image Monitor

Licenses

Activate license

Device management

Manage device tree

Modify device settings

Visualization

Monitor

Manage patrol tours

Alarm management

b S U U Y O O O Y O Y O Y U I Y Y O O Y O U Y Y Y Y [ O I8
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Resolve alarms

Events

Real-Time monitor

Modify visualization

<

Modify patrol tours

<

Activate alarm sound

Event history

Modify regions

Manage regions

Manage facility panel

O N A Y

Cash Desk Monitor

Display events without permission
check

0 O T O O I O Y O O (Y

View PIN codes

Aumatic report printing

Time restrictions

Create

Read

Edit

Permissions

Delete

B T O O

o e N W S

SN |ISN SN

Event filters

Create

Read

Edit

Permissions

Delete

R T T

Credentials

Create

Read

Edit

Permissions

Assign

B T O O

o e N W S

SN |ISN SN
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Delete

Visitors

Create

Read

Edit

Delete

O N A Y

L N S Y

Patrol tours

Create

Read

Edit

Permissions

Delete

U N N

Commands

Monitor

T O O O N

Persons

Create

Read

Edit

Delete

N I L

Permissions

Define Access

B T O O N

B N N W N

Commands

Read

<

b

Permissions

<

Receptions

Create

Read

Edit

Delete

Permissions

Define Access

U O U O

O N S T W

Regions

Create
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Read
Edit

Permissions

AU N A Y

Delete

B T O U

Define Access

Replications

Create

Read

Edit

Permissions

Delete

Commands

b e U U A Y

Monitor

Events

Read v v S v v

Permissions

Devices

Create

Read

Edit

Permissions

Define Access

B N Y O N Y

Delete

Commands v

AR YRR RN YR

Monitor v

Count Attendance x x x x x x x

Table 3-1 Predefined permissions list from the point of view of individual roles

Note:
S - this role is enabled to see only selected event types in the system

Tip:
If it is necessary to create more predefined permission groups for C4, we recommend setting them up
in groups, to which the respective C4 users will be assigned.

Warning:
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Enabling the Display events without permission check permission disables the filter that normally
filters events by permissions to persons, devices, regions, identifiers, event types. This permission
enables the user to see all the events concerning the respective item.

3.5 Personal Settings

The Personal Settings tab holds individually set user parameters for working with the application.
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Figure 3-49 Personal Settings

Personal user settings are also available from the menu Tools - Settings - Personal Settings tab.

3.5.1

Setting access to the Application

The upper part of the screen, above the list of personal Settings, includes a window for entering the
account or changing the password. Fields in this window indicate whether a specific person is also an

application user.
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Figure 3-50 Entering an account

Functions:

Account - user’s account name used to log in to the application (username)

Allowed - this field indicates whether the user is allowed to access the application. To deny access to
the user, change the field to Denied.

Change password - click this field to open the window to change a person's password. The entered
user password must be secure and must include:

At least 7 characters

At least one uppercase letter

At least one lowercase letter

At least one numeric character (number)

At least one special character (! @ #$% "~ & * _)

Cannot be the same as the account name

If the password entered fails to meet the above requirements, a red icon appears in the the password
entry dialogue box.

E Change password [ﬁJ
Account Walker
New password seee -]

Corfirm password ~ sewsl

Cancel

Figure 3-51 Insufficiently secure password

As soon as the entered password meets the security criteria, the icon turns green, which indicates
that the password is appropriate from a security perspective.

Retype the password into Confirm password. If the password matches the password in New password
box and is secure enough, the OK button becomes active. Clicking OK to confirm the password
change.

E Change password [i:?-J
Account Walker
New password Ty %

Confim password LI

[ ok ][ Cancal |

Figure 3-52 Secure password
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3.5.2 Administration of personal settings

Personal settings of an OS element are by default inherited from it's parent OS element. These are
referred to as inherited values.

To change the preset settings, click the setting that you want to change to activate the edit mode.
Overwrite the value that you want to change.

General Events = Permissions = Access  Extended properties | Persons present | Automatic actions
2 j ‘ Aocourt Walker o Mlowed i Change password
) - 4 Credential editor
o Prefemed Credential Card (HID 40)
Card Prefic

Card leam reader
4 Local Settings

Credentials Engish (Unted Kingdom) ]
Time Zone Cedtina -
% 4 Monitoring Frangais b
- View Events Magyar
Rales Refresh Interval I‘_taliano
Photo Display Time zh=
- Monitor View Nederands 1
P Alarm Sound Palski 3
. kuit Asbik
) Enable zoom option gi'":c M
EiElg= Automatic Alarm Reception ovencina
Tarkge
alwrvr FE
s 3
% Enable E?ctemal Data Replication English (United Kingdom) |
Startup view Portugués il

Figure 3-53 Changing settings

The changed setting will appear in bold so that it is apparent which settings have been changed from
default settings. All levels below the node, where the change took place, will inherit this setting.

Example:
If the language is changed from Slovak to English in the Repairs department, each person belonging to

the Repairs department will inherit the English setting.

Repairs \
\ Save Back
Department \g-) °

General ~ Events = Permissions | Access | Extended properties | Persons present | Automatic actions

a = 4 Credential editor
= Prefemred credential Card (HID 40)
Card prefix
Reader
4 Department
Enable extemal data replication Mo
Startup panel Professional
4 Local Settings
Sloventina [~]
Time zone (GMT=+01:00) Belgrade, Bratielava, Budapest, Ljubljana, Prague

Figure 3-54 Changing personal settings
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=) Walker James

@ Person

[l Save 0 Back

General ~Events | Permissions | Access | Bwtended properties | Persons present | Automatic actions

12 = Account Walker o Allowed ﬁ Change password

4 Credential editor
Prefemred credential Card (HID 40)
Card prefic
? Reader
4 Local Settings
Credentials Language Slovendina
Time zone (GMT=01:00) Belgrade, Bratislava, Budapest, Ljubliana, Prague
N 4 Monitoring
Figure 3-55 Inherited settings

If you decide that you want to restore the default language in the Repairs department, right-click on
Inherit. Language is restored to the default value inherited from the parent OS in the Persons tree.

4 |dentifier Editor
Prefemred identifier Card (HID 40)

= Slovendina
(GMT+01:00) Belgrade, Bratislava, Budapest. Ljubljana, Prague

Figure 3-56 Selecting inherited settings

Settings

* Preferred credential - sets the default type of credential that the user is going to use. By
setting this item, the system will automatically select the this as default value.

e Time zone - For each user, the time zone, in which they work and which is used as a
reference for displaying the time, has to be set. This is because the data is recorded in UTC
and all time records concerning events are automatically recalculated to UTC.

e Enable replication - allows data synchronization between C4 system with another information
system.

e Startup panel - defines which panel is displayed on log in to the application. The option menu
depends on the application version.

® Refresh period - time in seconds between two refreshes of the event list

e View events - number of displayed rows in the Events

e Alarm tone - enable or disable audible alerting of alarms.

The chosen personal settings need to be saved by clicking Save .

Note:
Explanation of individual settings is displayed in the lower right corner of the application after clicking
each setting.

3.6 Permissions management

Permissions are an independent tab of the Professional panel. The Permissions tab is the central
location for assigning permissions to single objects. By setting permissions, single users gain access
rights to functions within the C4 Integrated Security Management System based on their task.
Permissions can be set with great detail, so it is necessary to pay special and adequate attention to
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this function. The easiest method for defining permissions is to select this for groups of people like
departments as new users under these groups will automatically inherit the parent permissions.

E C4 - Professicnal @_Iés WIEIIM-
File Edit View Tools Help
; | fe = i
Sl iA 4 Clark Carolina Q) sve () Back
=@ Foot (3 Person -

i3 Support

—

Permission

type

Gemax Genera Events = Permissions
—-Ei. Customer Service

_@ Receiving Order Persons e
5 -
§ Gk N Sub-tree ic Define Creste Read  Edf  Delete
3 Lewis Sandra type

= Repairs =4 Root

3 Edwards Martin 2 Support

2 Miler Henry ~
3 Walker James - k \zemax
=-@% Manufacturing —-A®  Customer Service = =
= E I_rlslaalljnl-‘u; Steve =-@ Receiving Order
'\ Murray Robert 3 Clark Carolina
—E Human Resources 3  Lewis Sandra
i =3 Johnson Catherine
Reception =@ Flepoks
-- 3 Hamson Ann & Edwards Martin
- 1 Webb Angela 2 Miller Henry
5-52 Intemal auditors rm
g Edwards Martin i i Walker James
g Hamson Ann = Manufacturing
=-E  installation

3 Bames Steve
2 Muray Robert

=-E) Human Resources
& Johnson Catherine

=& Reception

=-§@ Intemal auditors
@8 Edwards Martin

@8 Hamison Ann

I

h

3.6.1

Figure 3-57 Permissions

Permissions group settings

It is possible to set permissions for any organizational structure item (company, department, person).
Permissions are grouped based on functionality such as:

Application - Application permissions define access rights to individual tabs (navigation panel
tabs and infotypes tabs) in the C4 application. Setting application permissions for a certain
person defines the final appearance of the right-hand part of the application window.
Permission setting in particular define which tabs will be visible and accessible to the user.
These settings therefore are used to administer the access to modules and available
functionality within screens.

Persons - When setting permissions for persons, the selected user is granted access rights to
the Persons tree. With respect to the granted application permissions, the user can view or
change information of persons in the tree.

Events - It is possible to set user permissions with regards to events.

Devices - By setting permissions to devices, a particular user is granted access rights to the
Devices tree. With respect to the granted application permissions, a user can view or change
information of devices in the tree.

Commands - By setting permissions to Commands you can allow individual persons to view or
issue commands via the application. Permissions can be set individually for each command.
Replications - permissions related to the administration of the Replications module.
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® Regions - by setting permissions for regions, a particular user is granted access rights to the
Regions tree. Based on the given permissions, the devices in the Regions tree can be viewed
or managed.

e Event filters - specific users can have their permissions set for individual event filters.

e Credentials - specific users can have their permissions set for individual credentials.

e Patrol tours - setting patrol tours permissions to a specific user grants the user permissions
to manage patrol tours.

e Time restrictions - specific users can receive permissions for time restrictions.

e Visitors - specific users can have their permissions set for visitors.

e Receptions - specific users can have their permissions set for receptions.

Select the permission group from the drop-down menu in the Permissions tab.

ene ents | Permissions  Access
Parsons - | & Q
Application
Commands
Credentials
Devices
Event fitters
Everts
Persons |l
Receptions
Regions
Replications
Time restrictions
Visitors z

3 Lewis Sandma
Figure 3-58 Selecting a
permission group

3.6.2 Types of permission

When a permission group is selected, OS items (company, department, person) can be granted the
following types of permissions:
1. Permissions for Application
e Status
o defines C4 functionality which the user will be allowed to use.

Senera Events | Permissions - Access | Extended properties | Persons prese A atic a
Application - | & Q
Name Status -
=-[] Root
-] Application

=] Persons management
=] Credentials modfication
] Read credentials
=[] Personal info modification
=-f7] Read personal info

Figure 3-59 Types of permission for the application

m

2. Permissions for Persons
¢ Create
o permission to create a new person.
e Read
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o permission to view allowed information concerning persons shown in the Persons tree.
e Edit
o permission to edit allowed information concerning persons shown in the Persons tree. For
editing it is also necessary to grant read permission.
¢ Delete
o permission to delete a person.
® Permissions
o permission to set permissions for persons.
¢ Define Access
o permission to set access rights for persons.

Sene Events | Permissions ~ Access = Extended properties = Per prese A atic a
Persons -l B
Name Pemissic Define  Create  Read Edit Delete
=4 Root
2 Support
= & Gemax
= Customer Service u u

= E Receiving Order
3 Clark Carolina
3 Lewis Sanda

Figure 3-60 Type of permissions for Persons

3. Permissions for Events
e Read
o permission to view events concerning allowed persons or devices.

¢ Permissions
o define whether a person can assign a specific permission to other persons.

Genera Events = Permissicns Extended Pe pres 8
Events -9

Name Read Permissic o
=4 Root E

=4} Access events
@@ Access allowed to T%PERSON...
ad TRPERSONYLT entered THREG...
[%:PERSONZT left THREGION...

@ Access granted for unknown cr...

Figure 3-61 Types of permission for Events

4. Permissions for Devices
e Create
o permission to add new devices.
¢ Read
o permission to view information concerning the chosen device.
e Edit
o permission to edit device settings (edit data, change permissions).
¢ Delete
o permission to delete a device from the tree.
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e Permissions
o permission to define device permissions.
¢ Define Access
o permission to define the access to devices.
e Commands
o permission to send commands to devices. For example, Select a door and send the door
open command.
* Monitor
o permission for the user to monitor (view) the device status.
¢ Count Attendance
o availability of Count entrances function.

An object is chosen from the menu of the Permission groups field.

Senera Events | Permissions ~Access | Ext propertie Pe preser A
Devices - |i S B
Name Create  Read Edit Delete  Pemmissic Define  Comman Monitor  Court
=4 Root
=8 Gemax
=& Gemax DM
-8 PSN Gemax = = v v
=- 4= Central Unit
—-4=1  Door Controller
=] ,':i Door 1
[E Reader

Figure 3-62 Types of permission for Devices

5. Permissions for Commands
¢ Read
o permission to view and send commands
¢ Permissions
o enables a person to assign the given permission to other persons.

Genera Events | Permissions ~Access | Exb

Commands -l @

Name Read Permissic -
Push

Switch to Day Mode

Switch to Night Made

Refresh

Connection parameters authenti...

Reinitialization

IR SR AR AR AR AR ¢

Remaove person from region

Figure 3-63 Types of permission for Commands

6. Permissions for Replications
e Create
o permission to create new information system replications.
e Read
o permission to view item data from the Replications tree.
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e Edit
o permission to change items from the Replications tree.
® Permissions
o permission to assign these permissions for other users.
¢ Delete
o permission to delete an information system replication entry from the tree.
e Commands
o permission to send commands to the tree items, such as Confirm Replication.
* Monitor
o permission to view statuses of the replication tasks (e.g., "Replicating”, "No activity," or
"Waiting for confirmation”).

Genera CVENLS Permissions ACCESS CXIENOED Properiues FErsons present AUTOMENC SCHons

Replications - B
Name Create  Read Edit Permissic Delete  Comman  Monitor
@ Root

Figure 3-64 Types of permission for Replications

7. Permissions for Regions
¢ Create
o permission to create new regions.
¢ Read
o permission to view data concerning the Regions tree.
e Edit
o permissions to edit items from the Regions tree.
¢ Delete
o permission to delete objects from the Regions tree.
¢ Permissions
o permission to assign these permissions for other users.
¢ Define Access
o permission to assign access rights to regions for other users.

Sener Events | Permissions - Access | Extended properties | Persons p

Regions .| S g
Name Create Read  Edit Delste  Pemmissic Define
= 3 Gemax
= ,ﬂ Prague
= ﬁ 1st floar
=4 Office 101
Fi Door 3

,':i Door 1

Figure 3-65 Types of permission for Regions

8. Permissions for Event filters
¢ Create
o permission to create new event filters.
¢ Read
o permission to view existing event filters.
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e Edit

o permission to edit event filters.
® Permissions

o permission to assign the event filter permission to other users.
¢ Delete

o permission to delete an event filter from the list.

Genera Events  Permissions Ex properties Pe prese A atic 2
Event filters - | F
MName Create  Read Edit Permissic Delete
=% Root v |
W Activities on devices
W Access events
T Device activities
¥ Device settings changes
Y Aams

Figure 3-66 Types of permission for Event filters

Warning:
You are unable to set permissions for the following predefined filters:

e All activities (in Persons, Devices and Regions trees)
¢ Card activities (in Persons tree in Credentials tab)
e Automatic actions activities (in Automatic actions tab, History window)

9. Permissions for Credentials

¢ Create

o permission to create new credentials.
¢ Read

o permission to view existing credentials.
e Edit

o permission to edit existing credentials.
¢ Permissions

o permission to assign credential permissions to other users.
¢ Delete

o permission to delete credentials.

Senera Events | Permissions “ Access | Extended properties | Persons present | Automatic actions

Credertials Ll
Name Create  Read Edit Assign  Pemissic
=4 Root Root Unreadable
& HID 40 101
HID 40 10-2
HID 40 10-3
HID 40 153 Edwards Martin

Figure 3-67 Types of permission for Credentials

10.Permissions for Patrol tours
¢ Create
o permission to create new patrol tours.
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¢ Read
o permission to view a patrol list.
e Edit
o permission to edit patrol properties.
e Permissions
o permission to assign patrol permissions to other users.
¢ Delete
o permission to delete patrol tour from the patrol list.
e Commands
o permission to send commands for patrol tours.
* Monitor
o permission for a user to view the status of started patrol tours.

IEnera Events Permizzions RCCESS EXtended properies Fersons present AUTOMENC 3Cons

Patrols -l @
Name Create  Read Edit Pemmissic Delete  Comman Monitor

Figure 3-68 Types of permission for Patrol tours

11.Permissions for Time restrictions
¢ Create
o permission to create new time restrictions
¢ Read
o permission to view existing time restrictions.
e Edit
o permission to edit time restrictions.
e Permissions
o permission to assign permissions for time restrictions to other users.
¢ Delete
o permission to delete a time restriction from the list.

Gener Events | Permissions ~ Access | Extended properties | Persons present | Automatic actions
Time restrictions - | Fy &
Name Create  Read Edit Pemissic Delete
= O Root
)} Holidays

Figure 3-69 Types of permission for Time restrictions

12.Permissions for Visitors
¢ Create
o permission to create new visitors.
¢ Read
o permission to view existing visitors.
e Edit
o permission to edit existing visitors.
e Permissions
o permission to assign visitors' permissions to other users.
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¢ Delete
o permission to delete a visitor from the visitors tree.

Genera Events | Permissions - Access | Extended properties Persons present | Automatic actions
Visitors - E
Name Create  Read Edit Delete
=4 Root
S Smith Philip

Figure 3-70 Types of permission for Visitors

13.Permissions for Receptions

e Create
o permission to create new receptions.
e Read
o permission to view existing receptions.
e Edit
o permission to edit existing receptions.
¢ Permissions
o permission to assign reception permissions to other users.
¢ Delete
o permission to delete receptions.
¢ Define Access
o permission to set reception access permissions for other users.

Genera Events | Permissions - Access | Extended properties | Persons present

Receptions - S B
Name Permissic Define  Create  Read Edit Delete
=4 Root

18 Main Hall

M} Building C

Figure 3-71 Types of permission for Receptions

3.6.3 Permission state

Object permissions can have the following basic states:

Permission allowed - &4 - A person has permission for the chosen object and permission type. This
permission was created by a direct setting, which is indicated by a dark green icon.
Time-restricted allowed permission (available only on the Access tab) - [ Y person has temporary
restricted permission for the chosen "Persons” object and the chosen "Access permission”
permission type, a temporary restricted permission for the chosen "Persons” object and the chosen
"Access permission” permission type. This permission was created by a direct setting, which is
indicated by a dark green icon. When the upper right corner is red, the permitted access is
temporary.

Allowed permission without inheritance (available only on the Permissions tab) - Ed. A person has
permission for the chosen object and permission type. This permission is only related to the object
on which it is set and is not transferred to its child elements. This permission was created by a
direct setting, which is indicated by a dark green icon.

Permission allowed by inheritance - . - A person has permission for the chosen object and
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permission type. This permission was created by inheriting the permission from a parent, which
indicated by a pale green icon.

Time-restricted inherited allowed permission (available only on the Access tab) - | - A person has a
temporary permission for the chosen "Persons” object and the chosen "Access permission”
permission type. This permission was created by inheriting permission from a parent, which is
indicated by a pale green icon. When the upper right corner is red, the permitted access is
temporary.

Permission denied - x| A person has no permission for the selected object and permission type.
This restriction was created by a direct setting, which is indicated by a dark red icon.

Denied permission without inheritance (available only on the Permissions tab) - E.a person does
not have permission for the chosen object and permission type. This restriction is only related to
the object on which it is set and is not transferred to its child elements. This restriction was
created by a direct setting, which is indicated by a dark red icon.

Inherited denied permission - - A person does not have permission for the chosen object and
permission type. This restriction was created by inheriting restriction from a parent, which is
indicated by a pale red icon.

3.6.4 Principle of inheriting

Single objects are added into the system in a hierarchical structure (organisational structure). It is
also easy to recognise the hierarchy graphically.

To simplify the granting of permissions, the system supports permission inheritance. This means that

by setting permissions for a parent object these permissions are automatically inherited by child

objects.

In case an inherited permission is not suitable for a particular object, it can be changed individually. A
permission can be set at any node and child in the tree.
Examples of inherited permissions are shown in figure below.

-4 Root
2  Support
= k Gemax E
= Customer Service
=-E Receiving Order
2 Clark Carclina
& Lewis Sandma
= E Repairz
% Edwards Martin
2 Miller Henry

2 Walker James

Figure 3-72 Inheriting a permission

It it also possible to use the principle of parent permissions when the permission/restriction is not
transferred hierarchically to the children of an object on which the permission is set.
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Customer Service
Center

Genera Events | Permissions “ Access | Extended properties | Persons present | Automatic actions
Persons - iy Q
Name Create  Read Edit Delete  Pemnissic Define
=@ Root
2 Support
= k Gemax

+ ESI Customer Service
= ESI Manufacturing

=  Installation Q E

3 Bames Steve

3 Muray Robert

Figure 3-73 Non-inheritance of a permission for children

Warning:
Only authorised users have rights to execute the above actions.

Show details - click B to view detail information on the permission and its changes when hovering the
mouse over the permission.

Persons Object Modified
B 8 Barnes Steve By Gemax 12.05.201113:3055 Suppor
B W PerscnRoct 0 PerscnRoot 01.01.0001000000  ------—

Figure 3-74 Permission detail

3.6.5 Permission setting

1. In a tree choose a person you want to set permissions for and click to select this person.
2. On the Permissions tab of the navigation panel select the permission group in the first field, i.e.,
the object for setting permissions.
3. The selected tree (from step 2) with the permissions options will appear.
4. Setting of the required permission:
¢ Right-click the object to view the menu of permission statuses you can use for the selected

object
= & Gemax
Allow
= Customer Service a
B Receiving Ord Q Allow without inheritance
= eceiving Order
Den
2 Clark Carolina |E L - ——
S Lewis Sand E Deny without inheritance
; wis Sandra
5B Repairs D Inherit

Figure 3-75 Permission status change

e The permission status can also be changed by simply clicking the permission icon (cycling
between Allow, Allow without inheritance, Deny, Deny without inheritance, Inherit).

If the object for which you have performed the permission change has other hierarchically child
objects, they will also inherit the permission setting (see chapter Principle of inheriting).
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Note:

Final permissions are a result of inheriting and setting permissions. By changing permissions (even
inherited), the highest priority has the setting at the lowest hierarchic level: Organisational structure
-> Group -> Role -> Person. The highest priority has the permission setting for a person. It is superior
to permission settings for the OS, group or role.

Tip:

It is recommended that the setting of permissions for a group is done only in special cases and as a
temporary rather than a permanent solution to a situations. One person can belong to several groups
and the setting of different permissions for various groups can cause conflicting states and situations.
Most permission settings are recommended to be performed at the organisational structure level.
Exceptions can be set directly for a person.

3.6.6 Example of configuring permissions

Configuring permissions is explained through the use of an example.

1. Create a new person
The application administrator will create a new person (James Walker), using their own account, in
the organisational structure of a company that is named Gemax for thois example.

The new person has been created but has no permissions yet to work in the application, not even to
log in. It is necessary to create an account for the person to provide access to the C4Integrated
Security Management System.

2. Create an account for a new person

Click on James Walker in the Persons tree for whom you wish to create an account. Open the Personal

Settings tab in the application window on the right.

Configure following fields in the dialogue box:

e Allowed - Check the box to enable the use of the created.

e Account - Enter the user name with which the person will log into the application.

e Change password - Enter the password for that person to log into the application (or change for an
existing account).

=) Walker James

@ Person

General “Events | Permissions | Access | Extended properties | Persons present

=

;__'_j Account  Walker o Mlowed ﬁ Change password

4 Credential editor
Preferred credertial Card (HID 40)

Figure 3-77 Creating an account for a new person

3. Login of a created person
James Walker for whom the account is just created is now able to log into the application using his

62



own login name and password.
When logging in, login was successful but an empty application window appears because a James
Walker (the new person) has no valid permissions assigned.

(o - [E=REEl >
File Help Walker James

Figure 3-78 Application window of a user with no permissions

Firstly, James Walker needs to be granted permissions for the application by the administrator or
another authorised person.

4. Setting a persons’ permissions for Application.

Select James Walker in the Persons tree and click the Permissions tab. This tab displays Walker's
permissions for the Application. From the red icons it is clear that Walker has no permissions for the
application. Therefore, after logging in to the application, a plain screen will appear without any tabs.
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=) Walker James

(s Person

Genera Events | Permissions “ Access = Extended
Application .| S Q

MName Status
=] Root

2] Application
-] Persons management
2] Credentials modification
[ Read credentials
2 Personal info modfication
=[] Read personal irfo

Figure 3-79 Person permissions for application

Set this person permissions for Application (e.g., for the Contact tab)

“) Walker James

(O Perszon

Genera Events | Permissions " Access | Extended properties
Application - | & Q

Name Status

-] Root

-] Application
2] Persons management
=-] Credentials modffication
[ Read credentials
=-] Perzonal info modification
B+ Read personal info E
[ View phota

Figure 3-80 Person permissions for the Contact tab

After setting this permission, when Walker next logs in into the application with his account, he will
see the Contact tab that pertains to him. He has no permission to view any data in the Persons tree
except his own, because he has not been set any permissions for the Persons tree yet. This is the
default set of permissions after creating an Account.
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B el

Walker James 6 Save 6 Back
- Root Person
Ek Gemax N
E-@F Customer Service General i
E@ Repairs |
RS VValicer James Sumame Walker
Contact B 2
Titles
Idertification card

Intemal number

\
\
Extemal number ‘
\
\

Emai =0
Function | s | -
Valid from Valid to
: Address \ |

I: City \ | ZPcode | |
Courttry [Unned Kingdom ']
Wark phone \ | Phone | |
Fax ‘ | Mobile phone |
Note

‘@ Modified 20.039.2012 14:27:54 — Support ~

Figure 3-81 Permissions for the Contact tab

Now extend the Application permissions for Walker and enable all tabs of the User management.
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= Walker James

£ Person
General = Events = Permissions ~ Access = Extended properties
Application - Q
Name Status
271 Root
- Application
7] Persons managemert
2 Credentials modfication
.[7] Read credentials
B Personal info modification
= Read personal info
] View phota
B3 Roles management
/7] Read roles management
----- [ Groups management

21 Tools

] Automatic actions manage...

= Personal settings modification
[7] Read personal settings

----- [ Replication management

Figure 3-82 Setting read-only permission
for all tabs of the Persons tree

After Walker has logged into the application with his account, the application window includes all
enabled tabs. As in the previous step, he still sees only himself in the Persons tree. So he needs to be

set permissions for persons.
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Borme L el

Walker James 9 Save o Back
- Root Person
Eh Gemax
E-@F Customer Service General
E|- Repairs

el Valicer James 35 Sumame Walker

ot Name James
Titles
5 Idertification card

Credentizls | Intemal number

\

\

Extemal number ‘

a E-mail ‘
\

=3

= Ao | sex | -]

Viiid from Validto
: a Address \ |
I Gros | ‘ | 2P code | |
Country ‘Unned Kingdom '|
Personal | Wark phone \ | Phone | |
seftings == ‘ | Mobile phone |

Note

‘@ Modified 20.039.2012 14:27:54 — Support ~

Figure 3-83 Read-only permission for all tabs of the Persons tree

5. Setting permissions for Persons

By setting permissions for Persons (permission group - Persons), Walker will be able to see
information about Persons in enabled tabs for which he has permission.

Right-click the permission to grant Walker the permission to view the entire Service centre, and save
the change.

|F‘ersor15 | M | S @'
MName Create Read Edit Delete Pemissic
=@ Root D I:‘ I:‘ I:‘ I:‘
""" 2 Support D D D D D
B& Gemax D I:‘ I:‘ I:‘ I:‘
ElEﬁ. Customer Service D D D D
=& Receiving Order 5] | U L
------ 2 Clark Carolina |:| |:| |:| |:|
------ 2 Lewis Sandra |:| |:| |:| |:|
E-E Repais U b o o
------ 2 Edwards Martin l:‘ I:‘ I:‘ I:‘
------ 2 Miler Henry D D D D
------ 2 Walker James |:| |:| |:| |:|

Figure 3-84 Assigning permissions for Persons

This permission allows Walker to view a part of the OS in the Persons tree - the Service centre.
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=) Walker James

-4 Roct £ Perzon
Bk Gemax
BE? Customer Service General

[ Receiving Order
3 Clark Carolina —

E Lowis Sandra @; Sumame Walker

[ Repairs Name James

3 Edwards Martin
3 Miler Herry Tiles
P b Walker James \@. Identification card
E-5R Intemal auditors
E‘"i Edwards Martin Credentials | Intemal number

Figure 3-85 Read Persons permission result

As the previous figure shows, once Walker has logged in, the permitted part of the organizational
structure appears in his Persons tree. However, because he only has view permissions, data in tabs on
the right side of the screen can only be viewed, not modified.

If Walker's job includes the authority to edit or add persons’ data, it is necessary to assign him the
permission to edit persons. Select the Edit permission type and enable permissions to Walker for the
Service Center.

|Persons |'|‘&J B‘
Name Create  Read  Edit
B‘ Roat
.'; Support
B& Gemax
Bﬂi. Customer Service
B Recsiving Order
------ 2 Clark Carolina
...... 2 Lewis Sandm
=B Repairs
...... 2  Edwards Martin

------ &  Miller Henry
------ 2 Walker James

Figure 3-86 Edit permissions for Persons

General = Events | Permissions  Access | Extended pr
Application | < | L) E,
MNamea Status
EIE Personal info madification
EIE Read personal info
. 0 View phota
=] Roles management
.71 Read roles management
----- [ Groups management
B Tools
' ----- [ Automatic actions manage...
BD Personal settings modification
. 4T Read personal settings

Figure 3-87 Permissions for
Application must be allowed
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When Walker logs in after this change, he has permission to edit data concerning persons in the
individual tabs of the application window of the Persons tree.

File Edit View Tools Help Walker James

= I;:dwards Martin L) save ‘;Back
erson =

® Customer Service General

i [ Receiving Order

& Clark Cawiina @) Sumame Edwards
- 3 Lewis Sandra =

[ Repairs Name Martin
- 2 Miller Henry s

Walker James 3 . Identification card

e a;'&s -Mamn Credentisls | Intemal number 1200048

Figure 3-88 Permission to edit

6. Permissions for Devices
Previously, Walker did not have any permissions set for devices. Accordingly, she cannot see the
Devices tree tab in the application window.

Note:

Sometimes it is not necessary for users to be able to access devices. For example, personnel
department employees only require those permissions shown in the example of James Walker. An
employee needs access to the organisational structure to view data concerning respective employees
and, if necessary, even edit their contact information.

For technical workers, dispatchers, etc. it is necessary to set the permission in such a way that it is
possible to work with devices. In order to do this, it is necessary to add the application rights for
users (so that users can see the Devices tabs) as well as the rights for particular devices, which will
subsequently be displayed in the Devices tree.

Click to select the person for whom you want to add permissions (James Walker) and open the
Permissions tab. Select the Application permission group type and allow access to Device
Management.

Application - S |
MName Status
3 Receptions management
[ Visitors Management
=-7] Devices management E
[ Device settings editing
[ Devicestree management
] Diagnostics
[ Image Monitor
Figure 3-89 Allowing access to

Device Management

If it is necessary for Walker to have permission to make changes in devices, permissions should also
be set for Device Management. If it is sufficient for the user to view devices, allow only Device
settings. The permission level is apparent from its description (e.g., management, editing, viewing).

However, after Walker's login into the application, the Devices tree tab will not be displayed in the
window. To display the tree tab it is necessary to have permission for at least one device.

69



The administrator must enable permissions for Devices. In the permission group field, the

administrator selects Devices and sets the required permission for the selected user (Walker). If a
user needs only to view the permissions, choose Read permission.

If the user needs to modify device data, it is necessary to set the Edit permission for Devices. Enable
permission for editing devices using the same method.

=) Walker James

B Person

Events | Permissions “ Access | Extended properties | Persons present

Devices - B
Name Create  Read Edit Delete
—-4 Root
=18 Gemax
=2 Gemax DM
S PSN Gemax v | v |
=I-q=  Central Unit
—-4=1  Door Controller
=& Door 1
[E Reader

Figure 3-90 Setting the view and modify permission for Devices

Click Save to save permission settings and click the respective icon to refresh the application.
After the next login to Walker's account, the Devices tree with allowed access appears on the screen in

the Devices tab. In the right part of the window the user can view and edit details concerning
particular devices.
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[8 4 - Professional oo e S
File Edit View Help Walker James
b ' PSN Gemax
) Save Back
\:‘\// ATS1808 Bus Controller [-:i/ 0
General
-4 Central Unit Name PSN Gemax
E-= Euur Controller Note
[~ Door 1
fe-loy Door 2 a  Circuit
o3 Group 1 Enabled Yes
A Group 2 Time zone (GMT+01.00) Belgrade, Bratislava, Budapest, Liubliana, Prague
£-4% Group 3 Persons management Allow
]---E; Doar 3 Time of persone upload into device 01:00:00
71 Door 4 Automatic upload type Upload All Persons
]---E; Doar & Public holidays Slovak Republic
-0 Zone 1 4 ATS/1806 Bus Controller
@ Zone 2 Time setting interval D1:00:00
8" Zone 3 |P address 192.168.2.2
@ Zone 4 Port 3001
8" Zone 5 Receiving port 3001
0 Output Another receiving port Yes
i Location
Enabled
enabled / disabled
R D | %3 Modified 06.03.2012 13.08:02 - Support -

Figure 3-91 Devices tree

7. Setting permissions for Events
Events concerning persons and devices recorded by the system are displayed in the Events tab. If
Walker needs permissions for events concerning certain persons or devices, permissions must be set:
¢ In the Application permission group, provide Walker with Event History permissions. This
would display the Events tab in his window after login.
e The Events permission group includes the list of all monitored system events. In this
permission group, enable permissions for Walker for particular events so they can be
monitored in the Events tab after login.

Application AN
Name Status
[ Everts
[ Patrol tour management
[ Communication line (EK...
=-J Visualization editing
[ Patrol Tour Editing
[ Mam tone setting
[ Ewverts History a

Figure 3-92 Allowing permission for the Events tab
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Events - iR Q@
Name Fead Permissic
-4 Root
=43 Access events
Pccess allowed to TEPERSON...
[%PERSON%T entered T%REG...
[%:PERSONT left T5REGION...
Access granted for unknown cr...

@ Access granted to TPERSON...
Figure 3-93 View only permission for Events

In order for Walker to display individual event filters in his Events tab, it is necessary to assign him
with permissions for these filters. In the Event filters permission group, allow required permissions
for available event filters. This will display the allowed event filters in his tab after login.

Evert fiters & @

Name Create  Read Edit Pemissic Delete
=% Root | v |

Activities on devices

Access events

Device activities

Device settings changes

Alams

SICIEEIEIE

Fire alarms

Figure 3-94 Event filters permissions

After login to Walker's account, the Events tab will be displayed with particular allowed events. The
drop-down menu will contain only those event filters that Walker is permitted to view. If the person is

permitted to edit the currently viewed event filter, the button next to the drop-down menu will be
activated. For a description of filter editing, see chapter Event filtering.

.C“:\:! \:‘:,::nker James L:] Save Q Back
General | Events - Permissions | Access | Extended properties | Persons present | Automatic actions
Al activities v (R A @ & B Dlasthour i {

Time Event

G) 07/10/2012 12:06:33  User Walker James (Repairz)' (192.168.1.2) logged out from the C4 system.

(D 07/10/2012 12:06:28  User Walker James (Repairs)' (192.168.1.2) logged on to the C4 system.

Figure 3-95 Events in application with the possibility to edit the event filter

Warning:
After changing the user's permissions of the client application, it is necessary to restart the client

application of the user whose permissions have been changed.
3.7 Access

The Access tab on the navigation panel provides information on whether an OS object (company,
department, center, person) is granted access rights to particular devices or regions.
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Since information on the allowed access to devices is very frequently requested, clicking Access
provides this information immediately.

4 Clark Carolina

= Foot (0 Person

"‘ Support

: k Gemanx Genera Events | Permissions | Access - Extended Properties Pr
;-- Customer Service

—-[Z Receiving Order Devices - & - Q

3 Name Access  Time restriction

4 wis Sandra :

Repairs -4 Root

2 Edwards Martin

2 Miller Henry

e 3 Walker James =8 Gemax DM

—-- Manufacturing = ﬁ PSN Gemax
a8 l.lj;taB":Tnljo; Steve =-§=1  Central Unit

=18 Gemax

£ Mumay Robert =-821  Door Contraller
=-[#) Human Resources

- 3 Johnson Catherine = =
[ Reception & Door2
-3 Hamison Ann ¥ Group 1
Webb Angela I

2 Irtamal 3ot

,':i Door 1

s, Group 2

Figu.re 3-96 Access tab

To learn more about the Access rights permission states, see the chapter Permission state.

3.7.1 Allowing access to devices

In the Access tab, an authorised user can set the access to devices for persons. In the Persons
navigation tree, select the person whose access you want to edit. In the Access tab search for the
device for which you wish to edit the access. Right-click the status and select the Allow status.

Genera Eve Permissions | Access “ Extended Properties | Prese
Devices - H - B,
MName Access  Time restriction
-l 4@ Foot
—-® Gemax
=3 Gemax DM
=l PSN Gemax

=-q= Central Unit

=-M=1 Door Controller E iz
L

E Door1 E Deny
B Doz |:| Inherit |'

Figure 3-97AAIlowing access to a device

3.7.2 Allowing access to regions

In the Access tab, an authorised user can set access for different persons to devices in certain
regions. In the Persons tree, select the person whose access you want to edit. In the Access tab,
search for regions to which you want to grant access. Right-click and select the Allow status.
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Permissions | Access - Extended properies | Person

Regions - ‘G—'&'OQ

Name Allow Time restriction
= ﬁ, Gemax
ﬁ Bmo
= 4_? Prague
= 4? 1t floor u
=48 Office 101
B Door1
,,':i Door 3
£ Amai

Figure 3-98 Allowing access to a region

3.7.3 Time Restrictions

By granting the Access permissions for Devices or Regions object, you can set a certain time
restriction for the chosen OS item (e.g. a person). Restricted period means that a person is allowed
access to a device/region (e.g., an access door) within a certain time period.

Setting a time restriction

1. In the Persons tree select the OS object for which you wish to set the time restriction.

2. On the right side of the screen open the Access tab.

3. Select a device/region with access allowed for which you want to set a time restriction.

4. Click © to set a time restriction. The icon is only active when access to the device is allowed.
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File Edit View Tools Help

=4 Root

i 3 Support

B k Gemax

Bﬂﬁ. Customer Service

=-[Z) Receiving Order

Pl 3 Clark Carclina

i 3 Lewis Sandra

=-[Z Repairs

i 3 Edwards Martin

3 Miller Henry

b 3 Walker James

=-A% Manufacturing

=@ Installation

i3 Bames Steve

fn 3 Mumray Robert

- Human Resources

Lo 2 Johnson Catherine

[E Reception

2 Harison Ann

i =3 Webb Angela

E“ﬁ Intemal auditors
@0 Edwards Martin
@" Hartison Ann

Recycle Bin

T

4y Edwards Martin

@ Person

CGenera Events | Permissions = Access - Extended properties | Persons present

Regions - R &a-OR
Name: Allow  Time restriction
= a Gemax
E ﬁ Bmo
ﬁ 1st floor
4 ondfloor
=1 j} Prague
(=] ﬁ Tst floar E
-4 Office 101
F‘ Door 1
F‘ Door 2
F‘ Door 3

ﬁ 2nd floor

LS

Figure 3-99 Setting a time restriction

Select Edit in the time restriction settings menu to open a window with graphical representation of
restriction settings. In this window you can edit set restrictions, add more restrictions or delete
existing restrictions for a person.

To define time restrictions for an access to devices or regions in the window in accordance with the
following picture, do the following:
1. Click Add. Enter the name for the defined restriction in the upper left-hand corner of the screen
(e.g., the name of the restriction like Working hours).
2. In the right part you can graphically mark the restriction duration. When moving the mouse in the
network, at the bottom of the application window your current position (date and time) is

displayed.

3. Enter the date range for which the restriction may be valid.
4. Click OK to confirm the setting.
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Time restriction editing

o — =

»  Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

Restriction Holiday
management SPeéal L
functions Special 2

=T

Current position:

P& Delete Allow Dery

6:00 AM

View mode

©

Fom: (DD| MM|YYYY| To: (DD |MM|YYYY

Figure 3-100 Graphical representation of a time restriction

Click in the lower-right corner to switch the calendar view mode and display a graphical

visualisation of time restrictions.

There are two modes of calendar visualization
e With quarter-hour intervals (default setting)
e With hour intervals

»  Monday

Tuesday
Wednezday

Figure 3-101 Calendar view with hour intervals

76



r ~
Time restriction editing ﬁ
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Flokclons 7] 6:00 AM i 6:00 FM

\ Monday
Tuesday
L]St Of Wednesday
restrictions Thursday
Friday
Saturday

Sunday L]
P Holiday Graphic
Special 1 visualization

Special 2
7] 1

Validity date
Current position: Saturday. 00:00 - Tuesday. 11:00
Add l I Delete ] E‘w'ﬂ g Dery From: To:

Restriction
setting tools

Figure 3-102 Time restriction set

=48 Office 101 Holidays
¥ Group 1 " Holidays
El Door1 ' Holidays
El Door3 | Holidays
El Doord ' Holidays

Figure 3-103 Time restriction setting icons

The validity dates for the time restriction can be set in the from and To fields. Outside the set dates,
the time restriction is ignored and the access is considered as denied.

Note:
By creating a new permission no time restriction is automatically set.

Note:
The time restriction can be set only for restricting access in the Access tab.

Note:
The row "Holiday" represents non-working days, which are defined separately for each country (see
Holidays).

3.7.4 Holidays

Holidays and non-working days are important for access management, therefore they must be defined
correctly. On each device supporting access management holidays are considered according to the
country set in properties of this device in the device tree. The easiest way of defining holidays is
loading from a file (see Import of Holiday Definition from a File). If such a file is not available, the
system allows to edit the holiday definition manually (see Entering Holidays Manually).

77



3.7.4.1 Import of Holiday Definition from a File

The holidays definition can be loaded from a *.hol file, which is part of the Microsoft Outlook
installation, or can be downloaded from the internet as a separate file.

1. From Tools menu open the System settings panel - Holidays. Select the country which holidays you
want to import.

% Settings

ersonal settings | System settings

EI Andoma - B 0 x

Backup Afghanistan
Aland Islands
Albania

_] Algena

American Samoa

m

Angola
Anguila
- 9’ Antarctica
= Antigua and Barbuda
oS Argentina
atewa Amenia
’ Aruba

Australia
% Austria
! i Azerbaijan

Bahamas

Bahrain

Bangladesh

Barbados

Belanus

Belgium

Belize

Benin

Bermuda

Bhutan

Bolivia

Bosnia and Herzegovina
Botswana e

Figure 3-104 Selecting a country

2. Click = to open the dialog box. Browse for the .hol file, which contains the definition of holidays
of the required country.
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Organize = New folder ==« i .@.
- Favorites Mame Date modified Type
2l

Bl Desktop @ QUTLOOK 8/13/2009 8:26 AM  Dnivelna
4 Downloads

=] Recent Places

m

. Libraries
3 Documents
,J'. Music
=/ Pictures

B videos

1M Computer
a Local Disk (C)  + ¢ | m | k

File name:  QUTLOOK ~ | ol -]

[ open || cancel |

Figure 3-105 Selecting the imported file

3. If the selected file includes definitions for multiple countries, select the country which holidays you
want to import.

ru Confirm @1

Search

Mame &
Algeria
Andoma
Argentina
Pustralia

Dy yebrim

Figure 3-106 Selecting a country

4, After successfully importing the definition from the file, all holidays of the respective country for
the upcoming period will be shown in the list.
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X SEttings @ Save @ Back

Personal settings | System settings

Q Andoma =0 o L]
Backup | Name Date ot
01/11/2014
] Al Sairts’ Day 01/11/2015 3
Mail Server | | Al Saints’ Day 01/11/2016
Al Saints” Day 01/11/2017
;3; Al Saints’ Day 01/11/2018
SMS All Sairts’ Day 01/11/2019
” aints’ Day
Gty | A Saings D 01/11/2020
Al Saints” Day 01112021
Haem Al Saints” Day 01/11/2022
settings Al Saints” Day 01/11/2023
Al Saints” Day 01/11/2024
Al Sairts’ Day 01/11/2025
Al Sairts’ Day 01/11/2026
Al Saints” Day 0111/2027
Al Saints” Day 01/11/2028
Ascension Day 29/05/2014
Ascension Day 14/05/2015
Ascension Day 05/05/2016
Ascension Day 25/05/2017
Ascension Day 10/05/2018
Azcension Day 30/05/2019
Ascension Day 21/05/2020
Assumption Day 15/08/2014

Figure 3-107 Definition loaded from a file

5. If you need to manually edit or add holidays, follow the steps in Entering Holidays Manually.

Warning:
Changes made in the holiday definition will take effect on the device only after the next successful
upload of identifiers.

3.7.4.2 Entering Holidays Manually

1. Select the country which holidays you want to edit.

2. Click (4] to add a new line to the line list.
3. Enter the name of the holiday.

5St. Carlos Borromeo
Custom Haliday|

Figure 3-108 Naming a holiday

4. Select the date of the holiday.
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1 April, 2014 L4

Sun Mon Tue Wed Thu Fri Sat
3031 1 2 3 4 5
6 7 & 9 10 11 12
12 14 15 16 17 18 19
m 1 2 13 M 26
27 2@ 2 3 1 2 3
4 5 & 7 8 9 10
[ Today: 4/25/2014

25/04/2014 i | r
Figure 3-109 Selecting the holiday date

Note:
Click ) to delete an unnecessary row.

3.7.5 Access report

To create a report on access rights granted for individual devices or regions in a very quick way. The

report can be printed later. Click the C icon to select the function for generating the report. The
report provides an overview of where and to what devices/regions the person has access.

The user can generate a report in two ways:
e Print all access permissions to access points
e Print only allowed access permissions to access points

Senera Events Permissions | Access  Extended Properties Pre:
Devices o B
MName & Print |
-l-4 Root % Print only allowed
=% Gemax
=& Gemax DM
&9 PSN Gemax

Figure 3-110 Print access permissions

HHEEHEEE
El8|8|8|g|2|2|¢
= |lrm|lw|s]lw|2 [T |2
P oy gy ey e e R
S|S|S|8|T|=a]=|=
HHEEEHEE
".‘,".‘,333333
gslglclc|c|E| 2|2
Z|2|2|2|2|5/5|5
3|T S| E
=| =

Clark Carolina (Receiving Order) | L v

Figure 3-111 Report of all access permissions to devices of a person
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Figure 3-112 Report of granted access permissions to devices of a person

Note:
The generated report contains access permissions of a currently selected device and its child nodes.
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4

Extended properties

Extended properties follow the previous chapters dealing with Permissions and Access. Permissions
define the allowed functionality for the user in the C4 Integrated Security Management System. Access
defines to which devices the user can apply the functionality. Describe a more complex security
framework of a particular person for devices on C4. In other words, it specifies the settings and rights
that the person has within a particular device.
For example the possibility to enter the PIN on devices is defined in Access, but other specific rights
for this device are defined in Extended properties.

A% Customer Service

=] [ Repairs
i3 Edwards Martin
2 Miller Henry
e 3 Walker James
—-Eﬁ. Manufacturing

=) Installation
i 3 Bames Steve
-3 Mumay Robert
E-{E Human Resources
! LS Johnson Catherine
Reception
2 Hamson Ann
i =3 Webb Angela
252 Intemal auditors
@"‘ Edwards Martin

i@l Miler Henry
=

g Hamison Ann
- Recycle Bin

=@ Receiving Order *
: Clarlj: Carolina =4 Root
! Lewis Sandra =-flm Gemax

£~ Gemax DM
- PSN Gemax

R ] Cerral Ui

N central Unit

4 ATS Security System Central unit

Enable Person Courting In Regions
User Level

Select Group Option

Menu kems Selection

Use Of Duress Code

Stop Voice Reporting

Enable Person Counting In Regions

[ ¢4 - Professional Ll_l_J‘:' E) o’
File Edit View Tools Help Support -
; e - -
e 4 Edwards Martin (D o @ Back
5‘ Root (% Person =
-3 Support
Elh Gemax Genera Evel Perm A Extended properties  Persons present | Automatic a

No

Standard user (on/off option)
No

User

No

No

Include the person in the count of number of people in a region

M@ £

‘%] Modified 14.01.2013 23:08:46 — Suppart —

LS

Figure 4-1 Extended properties

The extended properties setting is based on the principle of inheriting, similar to that of Permissions.
The inheriting principle is described in chapter Principle of inheriting.

Extended properties can also be set on objects in the Persons tree, as well as on receptions and
corridors in the visitor module.
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5 C4 Device Manager

In case of a primary C4 server failure (or connection loss), the administrator can start a so-called
secondary server. There is no need to configure the secondary server, as all services are ready for
use. For each C4 service (Message Broker, Device Manager, Replication Manager) the primary
(default) and the secondary MAC (HW) Address can be set by the administrator.

File Edit View Tools Help Support [
o Y imes
¥ ” , Gemax I 4
| Save Back
=l Roct | "'—9’ Instalation L:] G
=-1 =
a =
5-3 | Edd * ||& Device Manager ‘i Access | Automatic Actions
5@ Delete
Name Gemax
= Command »
T Note
{3 Group 1
+-:} Group 2 4 Instalation
+’:,} Group 3 Address 00-24-81-B3-8E0C
i1 Door3 Secondary address 00-24-D3-E2-83 5A
+ Door 4 1 Automatic eror report sending Yes
+-f3 Door5 | IP address localhost
Part 8010
Local communication Yes
Timeout 5

Figure 5-1 Secondary server set-up
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6 Device Management

The Devices tree provides a complex management of devices and technologies used by the C4

Integrated Security Management System. Individual devices are displayed in the tree in a hierarchical

structure as implemented in the system.

r 5
[ C4 - Professional (o o
File Edit View Tools Help Support [
T asl .
. Eentral. Unit ) Save @ Back
=4 Foot ATS Security System Central unit >
=l Gemax
=% Gemax DM General ~ Events | Access Automatic actions
S PSN Gemax
== Name Central Unit
=2 Ennr Controller Note
4~ 1=, Door 1
‘& Door2 4 ATS Security System Central unit
- Aea 1 Address
-y Area 2 Status querying Yes
B Aead Location
r~E) Door 3 Videocamera
-y Doord 4 Connection settings
[y Door5 Password ssssssssss
8- Zone 1 Timeout for response from the device 00:00:10
- Zone 2 Query interval D0:00:05
- Zone 3 4 Memory Management
0" Zone 4 Full memory management No
@ Zone 5 Minimum alarm group number 30
Maximum allowed alamm group number 138
Minimum allowed timezone number 1
Maximum allowed timezone number 24
Minimum allowed door group number 1
Maximum allowed door group number 128
Minimum allowed floor group number 1
Maximum allowed floor group number 64
Minimum allowed user number 1
Meximum applicable user number 43
Location
Device location description
2 !ﬂ E ces £ ‘%] Modified 19.09.2012 21:40:59 — Suppart —
h

Figure 6-1 Devices tree

The structure of the Devices tree is similar to the Persons tree. In the tree you will find a list of
devices for which the user has been granted at least minimal access. You can view data about the

device by clicking the respective device. Its settings will then appear on the right. The bottom part of

the window displays brief information about individual settings.

6.1 Adding a device

The system of adding a device to the tree depends on the menu, which is displayed after right-clicking

the object to which you wish to add the device.
Adding an object type to a particular location is not random. The system contains controlled support

for the hierarchy; that is, the system controls what type of object can be created at the given node of

the navigation tree. This will be apparent in the function menu when creating a new object.
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=& Gemax DM General “Events = Access

=g PSN Gemax
542 Central Unit Name Central Unit

) Add » |E Door
© Delete @°  Detector  + jystem (
- = Command » [@  OQutput
3] o
+o3 Area 3 Location
w5 Door3 Videocamera

Figure 6-2-Selecting a function in the Devices tree

After selecting a command a window will pop-up in the right part of the screen. It might be necessary
to enter some information
e Name
o enter the name of the added device
* Note
o enter a note you want to keep in mind
® Address
o address of the device; the way of addressing depends on the particular connected device
and how it is explained in the respective integration manual.
e [ocation
o information about the location of the device
e Camera
o camera in whose field of vision the device is located (see chapter Searching for video
records with events)

| Main Entry
48] Door
General - Events | Access | Automatic Actions
Mame Main Ertry
Mote

4 Door
Address 2
Location
Videocamera

Figure 6-3 Entering device information

Note:
For more information on working with objects and calling functions, see chapter Working in the
Professional view.

6.2 Running a device

In order to establish communication between the new device and the C4 Integrated Security
Management System, it is necessary to start a communication circuit of the given device. Initiate this
communication by right-clicking the device's bus controller and clicking Run.
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A€  Delete
-y Area 3 | = Run
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[
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A

©.A A 4 ABnomE
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Figure 6-4 Running a circuit

Stop the communication with the device by clicking Stop. Reinitialization makes it possible to stop
and start communication with the given device.

Warning:

If the user changes the configuration of any device in the Devices tree (e.g., change in addressing,
login data, etc.), it is necessary after saving these changes to stop and start the corresponding circuit
in order for these changes to manifest in the communication with the given device.

6.3 Changing the device type

In the Devices tree, each device is represented with an icon that characterizes it visually. It is possible
to change the category of some elements by right-clicking the selected node in the device tree and
selecting Change type. For example, in case of detector elements it is possible to change one type of
the detector with another type from the list.

% Zone 1
Lo 2
Ffﬁ Changetype » | @8-  Detector
/ ©  Delete @ Emergency Button
= Command b | Magnetic Detector
@ Dual Type Detector
@ Glass Break Detector
s Shock Detector
@ Centre Detector
@+ Infrared Detector
%3 Fire Detector 3

Figure 6-5 Change of the detector type

To perform this operation, the logged-in user must have permissions to view and edit the selected
device. When the element type is changed, all its properties and events that were created on this
element prior to the change will be kept.
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~ Detector

General ~ Events = Access

@" Zone 2

4 Glass break detector

General - Events | Access | Automatic actions

MName Zone 2 MName Zone 2
Mote MNote
4 Detector 4 Detector
2 Address 2
Location Location
Videocamera Videocamera

Figure 6-6 Detector's properties before and after the change of the type

Warning:
A change of the element type will be reflected on other C4 clients only after their client applications

are restarted.
For the proper functionality of the circuit, it is necessary to restart the respective circuit after the

element type change.

6.4 Device statuses

The Devices tree includes the Statuses on command. Click the icon to switch between displaying
statuses of devices and edit mode.

File Edit View Tools Help
Sl Ui eei
=i oot
;'ﬂf‘ Gemax | Statuses on |
=& Gemax DM )

=
;“‘__J Central Unit
—-4=1 Door Controller

+°.3‘ Group 2
+-p Group 3

Figure 6-7 Status display

Monitoring mode - If displaying statuses is on, the devices icons reflect the real status of the devices.

Active devices are displayed in color and inactive devices in grey. In this mode commands for devices

can be issued (e.g. Disarm, Arm).

Status display ensures that:

- respective dispatchers check the actual status of particular devices. A change in device status is
shown by the change of icon on the device. When the door is open, the employee can immediately
see this in the application.

Do: U i e
=i Root

=Ml Gemax
-3 Gemax DM
=/ PSN Gemax

-4 Central Unit
+‘ Door Contraller
+{:‘\ Group 1
- Group 2
-4 Groun 3

Figure 6-8 Active statuses
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Edit mode - When statuses are turned off, icons are displayed in colour but do not reflect the real
status of devices. In this mode the Devices tree can be managed (edit and/or a device can be
deleted). In this mode commands for devices can be issued (e.g. Disarm, Arm).

6.4.1 Device statuses filter

It is possible using the device status filter to show only devices in a specific state. The acquired list
be can printed out as a report.

File Edit View Tools Help
SV iies

=4 Root
f-ﬂ.l Filter k
=& Gemax DM
S PSN Gemax
5421 Certral Unit

=421 Door Controller
Door 1
, Door2

Figure 6-9 Device statuses filter

Devices in the required status are also represented graphically.

Example:
Devices with an unknown status are shown greyed out in the tree structure.

Filter |Turn off Vl

=4 Roct
L..FI.,‘ Gemax
= 3 Gemax DM
)-gg PSN Gemax
-4 Central Unit

A specific device status is FPS daily control support. This filter includes the following statuses:
Normal, Testing, Failure and Alarm.
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Filter  |Idle -

Alarm
- R
= Armed

- Communication lost
Cenfiguration failure
Connection
Downloading histery
Failure
Idle
Inhibit
Initialized
Locked
Open
Rearming
Replication confirmation
Running
Tamper
Testing
Timeout
Unknown
Unlocked
Uploading credentials
Value

FP5 Daily report

Figure 6-11 Filter items

|

E Report o -
1 of 1 S E 0 E- | Pagewidth - Find | Mext
Filter —
Turn off
Count 22
Device Parent nodes
PSN Gemax Root-=Gemax-=Gemax DM
Central Unit Root-=Gemax-=Gemax DM-=PSN Gemax
Door Controller Root-=Gemax-=Gemax DM-=PSN Gemax-=Central Unit 2

Figure 6-12 List of devices with a selected status that is ready for printing

This function is located in the Regions tree and in the Monitor panel. When using the filter in a
specific region, you can set the initial group of devices. From this group, the filter is applied for this

group.

90



e ~
[B4 c4 - Monitor Elﬂu

Gemax + Praha + 2nd floor

2nd floor |
S | - e

=

0L

Time Event

Figure 6-13 Device statuses in the Monitor panel

You can choose from the following three initial filter groups:

1. The whole tree Regions '.
2. Devices in the current region l
3. Devices in the current region and its sub-regions t.

In case you do not want to use only one region, select the Monitor full tree function. Then the device
statuses filter filters the entire device tree.

B‘ﬁ Praha
Elﬁ st floor
=48 Office 101
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Figure 6-14 Monitoring a full tree
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7 Regions

The Regions tree can be arranged as needed, but normally it reflects device locations grouped in a
region.

A region is an area in a premise that contains all devices managed by C4 in that area. A region
reflects devices against an area of a building. It may contain different device types (e.g. inputs,
outputs, camera’s, etc) or device locations (e.g inputs from 2 different panels or camera's from 2
different video devices). In other words, C4 Integrated Security Management System that disregards
the number and location of the covered buildings and the number of devices included in the system.

File Edit View Tools Help

- 4 2ndfloor
Pragus
—ﬁ 1st floor

Figure 7-1 Regions tree

7.1 Create regions

The Regions module enables to create the main - Region structure, i.e. to create subregions, based on
the real hierarchy level structure of superior and subordinate parts of the main - Region.

The tree structure begins In the main - Region, which is initially named After the computer running
the C4 server. In this example, it is called Gemax. Rename the region to the required name for your
installation.

File Edit View Tools Help

TEE=SRE-T- R
ST iy 3 Gemax
- B Gemax] 2 [ Region

General “Events | Access

Name Gemax
Note
4 Copunting persons in a given region
Enabled ‘fes
Persons limit 0

Counting strategy MNone
4 Region
Alamm propagation Yes

Figure 7-2 Main region Gemax

Then create a subregion structure from the main region according as required. To create a subregion,
right-click the parent region and select Add - Region. You can also create a Button in the Regions
tree, which can then be defined to perform an automatic action. After creating the button, you can
click it in the Monitor panel, which will then performing the automatic action. This functionality serves
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to manually execute commands from the Monitor panel (e.g., arming all areas, switching all output
devices, etc.). A detailed method of adding the button to the system is described in chapter Adding a
Button in visualization. In the Regions tree, a Label can be created to serve as a user text
description, which can be visualized on the ground plan of the respective region. The Label element
does not support any commands or statuses; it only provides a text information for the user.

EW- Gema |

" Add 4 | ) Button

|~§ Regicn |

T| Label

Figure 7-3 Creating a sub-region
Enter and save details of the new sub-region.

G YWifsiesi gl 42 Bro

_f Gemax =) Region
a4 Bl

+-48 Prague General ~ Events | Access = Persons present | Automatic actions

Name Bmo

MNote

4 Counting persons in a given region
Enabled Yes
Persons limit 0

| i Counting strategy None

Figure 7-4 Entering region information

7.2 Device structure in a region

Apart from creating region and subregion structures the tree also allows allocation of individual
devices in these regions when these devices are located in this region.
Therefore, it is necessary to add the devices defined into the Devices tree to individual regions.

To add the physical location of the individual C4 device into the region structure, click Devices to

display the Devices tree.
File Edit View ols  Help
wvw-«a‘ &’

= 8 Gemax el
o4 [

-8 Frah

| Devices |

Figure 7-5 Displaying the tree Devices

The Devices tree will appear next to the Regions tree. To close the Devices tree, click again.
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B' Root
E- Gemax
=2 Gemax DM
g PSN Gemax
-4 Central Unit
1421 Door Cantroller
+ g Door 1
il Door2
-3 Group 1
- Group 2

7

[
Sl
o

=

=

°

L

= Door3

Figure 7-6 Devices tree (right)

From the device tree, drag & drop required devices into the given regions according to their location.
The intention is for every subregion to include all devices that are present in the given area that is
represented by the region.

Example:
Click and hold Door 5 and drag the cursor over the Office 101 sub-region, where the device is located.
The cursor will change to B Then release the mouse button. The device has been added to the region.

-4 Root
- Gemax
EI_!;, Gemax DM
[Elgd PSN Gemax
=421 Central Unit
= Door Controller
: g Door 1

Bg Doar 3

Figure 7-7 Drag & drop transfer of a device

Locate all devices into their subregions as described above.
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—3 Gema
S48 Bmo
48 Tstfloor
H 4% 2nd floor
_‘e Praha
-43 15t floar
=48 Office 101
* Group 1
Door 1
Door 3
Door 4
-, Doorb
* Zone 1
@2 Zone 2
...... Cﬂ Output
8 2nd floor

Figure 7-8 Devices structure of a region - Logical tree

Tip:
To move devices into regions, we recommend using the Visualization panel because it is more simple.

Upon visualizing the device on the ground plan, the device is automatically positioned in the
respective region (see chapter Example of visualisation).

In case you mistakenly added a device to a region or if you need to remove a device from a region,
perform the following steps:

1. Right-click to highlight the device you wish to remove from the Logical tree.
2. Select the remove function to delete the device from the region.

i Doors
| 7o 1

= Remove

| m  Command 3

Figure 7-9 Removing a device from a region

Formatting the logical device tree in regions does not influence the Devices tree as this physical tree
represents the technical connection of these devices and does not involve their spatial location.

It is possible to issue commands for some remotely controlled devices.
For example, It might be possible to open a set of doors not only in the classical way by swiping a card
on a reader, but also remotely by sending a command from the application by an authorised user.

= FRemove

|- Command >||¢ Open |l

Figure 7-10 Issuing a command to a device

These commands are available for the given devices in both the Devices tree and the Regions tree.
The event information is recorded into the event list of the respective device and into the event list
of the given region - for the Events tab see chapter Alarm propagation.
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7.2.1

Allowing access in the Regions tree

The Access tab in the region tree provides a different view of a persons’ access rights that are

managed by the C4 Integrated Security Management System. By using this tab you can view and set up

the access rights of individual persons using the Regions structure. This provides a better
understanding of how devices are grouped together in the system based on their location.

5
[ c2 - Professional o] & [
File Edit View Tools Help Support [
S Y i esiE L
. f’ Gemax
) Save Back
= -ﬁ Gemax L) Region uf ¢
= ﬁ Bmo
st floor Genera Access - Persons present | Automatic actions
i b2 2ndfloor
—ﬁ Prague W&'QQ
48 st fl
€§ C?;irce'\m Name Alow Time restriction
H ’Ei Door 1 =-4 Root
2 Support
= & Gemax
= Customer Service ﬂ

= E Receiving Order
2 Clark Carolina
8 Lewis Sanda
=-E Repairs
& Edwards Martin
I 2 Miller Henry
: 3 Walker James
= Manufacturing
=-@  installation
3 Bames Steve
2 Mumay Robert
=-E) Human Resources
&  Johnsen Catherine
=& Reception
2 Hamison Ann
3 Wehb Angela
=-58  Intemal auditors
Edwards Martin

@ Hamison Ann

-2 ‘% ons

Figure 7-11 Setting the access rights in the Regions tree

A detailed description of how to set up the access rights, including the time restrictions, is provided
in chapter Access rights.

7.2.2 Number of persons in the region

It is possible to calculate the number of people present in every region. The calculation is performed
on the basis of card usage (employee and visitor cards) when entering and leaving a region.
Accordingly, to calculate the number of people present in the region, a card reader must be present to
register entry (typically outside of the region) and exit (typically inside a region with the exit door).
This setting needs to be applied on the relevant readers readers by selecting the Reader direction.

Note:

It is a software functionality that can (but does not have to) reflect the device settings for
antipassback or other properties.
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=3 ﬂ Bmo

U Reader 1
-4 Gemax Card reader

‘3 1st floor General “Events | Access | Persons present | Automatic actions

L;]/; Save = | Back

[} Reader1
H E Reader 2 MName Reader 1
i 4@ Indfloor
4 ‘ﬁ gﬁgue Mote
-4 st floor 4 Card reader
= Alarm Propagation Yes
Close Visit No
In
None
H Out
ﬁ 2nd floor

Figure 7-12 Reader direction setup

The next step is to enable person-counting in the given region. Go to the region and in the General
tab, set Enabled to Yes.

You also need to to set up the Counting method. This value determines the persons that would be
counted as present in the given region. The default value is None. Change it to Region and all
subregions.

The last configurable value is Person limit. If the number of persons present reaches this limit, an
event will be recorded about reaching of the person limit and the user can respond to it.

1st floor
u Region

General - Events | Access | Persons present | Automatic actions
Name 1t floor

Note

4 Counting p in a given regi
Enabled Yes
Persons limit 0
Region and all subregions [=]
4 Region
Alarm propagation Yes
Longitude
Latitude
Location

Figure 7-13 Counting setup

The list of the people present in the given region can be viewed in the Persons present tab.

5 lg‘g‘i:unﬂoor @ Save ° Back
General  Eventz = Access | Persons present - Automatic actions

= L Person Count: 0
| Time Person Region

Figure 7-14 Persons present list tab

The list of persons present can also be viewed on the Monitor panel when viewing the given region.
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suppor:
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Person Count: 0

FlleEd'ﬂ\rmToulszduwﬁ

Gemax + Prague + Istfloor +

Persons present

20

Person

TstflcorT —

——]
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Figure 7-15 Persons present in the Monitor panel

Note:
Starting this function requires a Reinitialization of the Message Broker node in the Devices tree.

= Root
B4 ) Add 4
H € Delete

|» Command 2 |

G- Door 1
E. Door2

Figure 7-16 Node reinitialization Message Broker

= Reinitialization |

After structural changes in regions or adding readers and keyboards, you need to restart the services
of the C4 system in order to ensure their correct functionality. Right-click My Computer on the server
and select Manage. A new window appears. Go to the Services tab and restart Message Broker and
then Device Manager. Do this by right clicking the respective service and select Restart.

File Action View Help

e 2F o= EE > = w»
X L?Dmputer Management (Local | Name  ~ Description Status =
4 [l System Tools < BitLocker Drive En... BDESVC hos...
> © Task Scheduler % Block Level Backu.. The WBENG...
: ;% E;::::T:;rs %, Bluetooth Support... The Bluetoo...
, &8 Local Users and Groups .'n.z_ BranchCache This service .. L
5 .@. Performance :" 1
é Device Manager 4 T4 Message B Start ed
4 & Storage % C4 Replicatior Stop
i=% Disk Management % Certificate Pro Pause
4 ::L} Services and Applications 54 CNG Key Isola Resinne ed
. N} Internet Information Seif| - COM+ Event R ed
S Services S COM+ Syste
;Efi WMI Control L. Computer Bro All Tasks » ed
5 Credential Ma
% Cryptographi Refresh ed
5 DCOM Server Properties ed
5 Desktop Wind ed
£, DHCP Client Help ed
% Diagnostic Policy .. The Diagno.,  Started

Figure 7-17 Restarting the Device Manager
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8 Assets

An Assets in C4 represents the Facility Management panel. It serves for administration activities
related to the technical documentation of all objects in the system (devices, regions, etc.).

It ensures the register of installations, devices replacements, inspections and contact data about
service centres.

To open an Assets, select Assets from the Tools menu.

Tools | Help

Visualization

| Assets |

Replication
Automatic actions

Settings

Diagnostics  Ctrl+D
Figure 8-1 Selecting an Assets

The Assets window consists of a logical tree on the left, which includes a hierarchical structure of
regions and devices.

By clicking the required region or devices, a list of technical information about that object (Assets)
appears on the right.

The Assets has a modular structure and is customisable according to the customer's requirements. The
following images are only examples (demos).

The customer can define, according to their individual needs, an exact list of items that they wish to
register for a particular object. For the given type of the object, a concrete list of items that should
be registered for the object can be set.

100



-
{38 C4 - Facility panel

:Eg

File Edit
Sl i

View Tools

Help

Office 101

L Region

B =

4 Area
Obijekt
Cislol
Cislo2
Klige
Znalost Objeldu
Odbomé Utvary
Adresa

4 Charakter Objekiu
Objekt2
ProtipoZami Zabezpedeni
Mnogstvi Litek

Doponuéena technika
Dilezité

.| # Hasici Latky

B Voda
Péna
PHP

4 Zasahova Karta

Objekt pfipojen_dne
Obijekt &
Klige2
UloZery
Fakturadni adresa
Adresa objektu
Popis objektu
Foto objelktu
Telefony do objektu
Maijitel UZivatel
Jméno kortaktni osoby 1
Jméno kortaktni osoby 2

Objekt

Jméno korttaktni osoby 1 Adresa

I e lmmidim f mmmbies D A demnm

4 Doporuceni pro velitele zasahu

‘%] Medified 20.09.2012 13:13.05 - Support —

Lg/; Save

support I

0 Back

m

Figure 8-2 Displaying an Assets

The print form of the Assets is accessible by clicking the File menu, option Print - Assets.

This function will open the Assets form, where the registered information is displayed in a structured

form.

This form is created according to individual requirements of the customer. The figure below contains
a demo of the Assets. A concrete form type for printing the object can be set for the given type of

object.

File | Edit View Tools Help
| Print... » || MAscet Report F&
Save Ctrl+S Information Report F7
Restart Ambulance Request Form F&
Exit I ==z [ =]
= PR —

Figure 8-3 Printing an Assets
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Objekt: OPERATIVNI
KARTA
KLIGE: ZNALOST OBJEKTU: ODBORNE UTVARY:

ADRESA (trasa):

CHARAKTER OBJEKTU
Objekt:

Protipozdrni zabezpeceni:

Mnoistvi latek:

HASICI LATKY
Voda -
Péna -
FHP -

DOPORUCENI PRO VELITELE ZASAHU

Doporucena technika

Dulezite -

Figure 8-4 Example of a printed Assets

The Information card function provides a different view on the Assets. To run this function, select
Print - Information card from the File menu. Here you can place a form to be used when setting up an
event. This function is also customisable according to customer's needs. Figure below shows an
example in which an information card can be, for instance, an Intervention Log.

For the given type of object, a concrete type of the information card can be set.
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To customize this report contact your provider.

Figure 8-5 Example of an Information card
Predefined information registered in the Assets is also displayed in the Monitor panel when the
incident of the given object occurs. This function contributes to the prompt delivery of an important
piece of information to the person responsible.

Note:
For your specific requirements for the customisation of the system regarding the Assets, please
contact your supplier.

8.1 Automatic reports print set-up

Asset reports can be printed automatically.

In case of an alarm, a message is automatically sent to a predefined client PC printer and is also
printed out.

To activate this function, you need to give the user the Automatic Report Printing permission in the
Persons tab. Alarm management must also be active in System settings. (see chapter Overall enabling
or disabling of Alarm management)

[ Viewing PINs
[ Automatic prirting of reports u

Figure 8-6 Permission to automatically print reports
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9 Replications

The C4 system includes a connector to external information systems (IS). This connector provides
interconnection between C4 and another information system, most commonly a HR system of the
company.

The practical use of replication is that it eliminates the duplicate registration of data: in the HR
system and the C4 Integrated Security Management System.

Replication makes it possible to import data from the personnel system to C4. The C4 import tool
(Replication Manager) can customise its interface to connect with other IS (e.g. SAP, Odysea).

To open the Replications panel, click Replications in the Tools menu.

Tools | Help

Visualization

Assets

| Replication |

Automatic actions

Settings

Diagnostics  Ctrl+D

Figure 9-1 Panel selection Replications

If no connector to another IS is established into C4, the Replications panel is empty. In order for the
Replication Manager to function correctly, the MAC address must be entered in the Address box in the
Root node.

) = as

2 Root >
I ) S Back
Y oot N Replication manager I.:I ave 0 ac

General
Name Root
Note

4 Replication manager

Address 00-0C-29-28-DF-66
Secondary Address

Automatic Eror Report Sending Yes

Connection Corfiguration To Installation localhost-8010

Figure 9-2 Replications window

9.1 Connector to external IS

First it is necessary to add a connector to the IS from which you wish to import the data. Right-click
Root and select Add - Personnel system from the pop-up menu.

S i es
...... Jmm‘ e >

= Command 2

Aktion Replication

AnetTime Replication
IMAK4 Replication
Odysea Replication

Powerkey Replication
SAP Replication

ServerPhoto Replication

FEEmEEEEE

Svydo Replication
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Figure 9-3 Creating a connector to another IS

Enter the connector’s attributes in the right-side window:

e Name: Connector description.
Enabled: True to enable the use of this connector
e Connection: Connection string to external database of the IS conform MS standards.
Account: IS database username (SQL username in case of SQL authentication).
Password: IS database password (SQL password in case of SQL authentication).

iR Of:lysea Connection () Sove 0 Back

Odyzea Replication

General  Events

MName Odysea Connection
Naote

4 Circuit
Enabled Yes
4 Odysea Replication
Connection Data Source=localhost;Inttial Catalog=DbMName:Integrated Security=55P|;
Azcourt
Password
Command exscution timeout 30
Procedurs
Primary key Extemal Number
Managed organization unit

Figure 9-4 Connector attributes

To initialise the connector, click Run. Running the connector means that it will be be available for
performing a replication of required data.

Performing Stop will hold the replication to the connector, until it is started again or the Replication
Manager is started.

By using Reinitialization, the connector is re-started with the latest configuration.

Sl 1A s
=@ Roat
@ Delete
[» command » | & Reinitialization
|» Run |
= Stop

Figure 9-5 Connector functions
9.2 Replication settings

Next it is necessary to set the tasks for performing data synchronisation.
Right-click the connector and select Person replication from the pop-up menu.

i/ ifs es

=4 Root

) Ezl —

o Delete
= (Command b

b || & Person Replication |t

105



Figure 9-6 Creating a task for data synchronisation

Enter the name for this task and set its parameters.

File Edit View Tools Help Support I
et = s _ "

. :'-/ Replication during the day ) e 0 Back
=-4 Root Person Replication =

{8 Odysea Connection
|} Replication during the day General
-|#] Replication during the night

Mame Replication during the day

MNote
4 Person Replication
Time of replication task execution 14:00:00

Task type Confirmed
Replication template

Figure 9-7 Creating a task for data synchronisation

For each task the following parameters are required:
1. Time of replication task execution - setting the time for importing the changes from the HR IS to
C4.
2. Task type
* automatic
¢ semi-automatic (confirmed replication)

When selecting the replication type it is necessary to determine who is responsible for the accuracy of
the C4 data.

Automatic replication is used when an HR member is responsible for correctness of the data in the
personnel system as well as in C4. It means that all newly registered data and changes will be
automatically reflected into C4 at specified regular intervals (usually at night).

It is advisable to set the time of the automatic replication task for before midnight so that the
changes are reflected in the scheduled sending of credentials to devices.

Semi-automatic (confirmed) replication is used when the person responsible for the data in C4 is
someone other than an HR member responsible for the data in the personnel system. With this type of
replication, the data import into C4 will take place at the set time, but updating (overwriting) the
data must be confirmed by the responsible person. It means that the list of names to be imported is
waiting in the "buffer stock” to be confirmed. Only upon confirmation will the data be synchronised
with C4.

A created task can be deleted or you can issue a command for replication immediately (in addition to
the set time). To run the import of modified data into C4 immediately, click Replicate.

TR R

=~ Foot
=38 Odysea Connection
|| Replication during the day
. ;/‘i:--.- nn durinag the niok
0 Delete

Confirm Replication

E» Command 3 ..» Replicate

Figure 9-8 Task functions

Using the automatic action, it is possible to send the responsible person an email notification about
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the import (see chapter Automatic actions). To set up email notifications, Replication events must be
turned on. Define the person responsible for confirming the replication in the automation settings.

E Automatic Action l ’ S|
Wizard - Script
Search repl|

¥ Replication events

=4 Replications

24 Data on replication task T%DEVICE%] ready for confimation.

2= Monitoring time of replication task changes [%:DEVICE%] will be from [$[%PROPER...
2 Replication T:DEVICE%:] unsucessful. Description: [$[%PROPERTIES{EmorKeyF:...
= Replication task T%DEVICE®%] completed sucessfully.

=4 Replication task cancelled on TDEVICEX].

=4 Replication task inttiation on TXDEVICE®.

=4 Replication Corfirmation

= Replicate

= Replication Corfimation

= Replication Revoked

Fittering condition:

event ‘any under Replication events”
device ‘unspecified’
property "Error key' egusl ”

< Back Nest >

Figure 9-9 Setting an automatic action

Note:

Changes in the configuration of the connector or tasks will not take effect until you restart the
connector by clicking Stop and then clicking Run.

9.2.1 Confirming the replication

The responsible person confirms the replication by right-clicking the task and selecting Confirm
replication from the pop-up menu.

Roat
=8 B Odysea Connection
i]‘ F{epicmop Avirira s A=
b Replicatiol @ Delete

| Confirm Replication

= Command 3

Figure 9-10 Confirming a replication

During the confirmation itself, the responsible person sees the complete and detailed list of changes
to be performed: newly registered data, modified data, transfer of persons in OS etc.
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Supported synchronisation operations

e Creating a person
- if a person is added to the HR IS that not yet existed in C4. This operation includes assigning the
person to the organisational structure.
e Modifying a person
- the person exists in both systems, but some data has changed.
* Modifying the assigning of a person
- person already exists in both systems, but the pairing has changed.
e Denying a person
- the registered status of the person in the HR IS has changed from Granted to Denied. In C4 the
person will be set to "Blocked" status (unable to log in to C4 and prevented from being send to
devices).
e Allowing a person
o reverse operation to denying a person.
e Deleting a person
- the person will be deleted from C4 Integrated Security Management System.
e Creating a credential
o the card was imported from an HR IS. It will be created in C4.
e Modifying a credential
- after import, some attributes of the card have been changed (e.g., nhame, status, owner,
administrator).
e Deleting a credential
- credential is no longer a part of the HR IS, so it will be deleted from C4.

,
E Confirm Replication [&J
-| Change List
check changes and select the desired option
?;:éatlon MName mfnngzl Organisational Unit
4 n 3
_ Confirm @ Reject

Cancel

Figure 9-11 List of names for confirmation

During the replication confirmation, the responsible person will assess each change individually.

If you agree with the change, select it and click the Confirm button. Upon confirming, the changes will
be applied to the C4 database.

If you want to reject a change to C4, click Reject.
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9.2.2 Event monitoring

Each connector to another IS as well as each replication event is listed in the Events tab.
For a detailed description of the C4 events monitoring system, see the chapter Events.

[B# 4 - Replication [E=ESE=
File Edit View Tools Help support [

= | @5

il Replication during the day

=-4 Root Person Replication H} e o i
[=1+4 8 Odyses Connection
] Replcation dunng the day | General | Events
ﬂ Replication during the night
All activities - ) ® B A & F OLlasthou i B
Time Event

@ 5/12/2011 3:29:57 PM  'Replication during the day” property has been modified by "Support (Root). Changed values: Time ...
@ 5/12/2011 3:29:57 PM ‘Replication during the day’ property has been modified by "Support {Roat). Changed values: Task t.
@ 5/12/2011 3:29:26 PM  'Replication during the day” has been added to Udysea Connection’ by 'Support (Root)’"

@ 5/12/2011 3:29:26 PM 'Replication during the day” has been created by 'Support (Root)’. Entered values: Name: -> Replic

Figure 9-12 Event monitoring

Warning:
Before running a replication job, it is necessary to run the C4 Replication Manager service, which is

set for manual starting by default. If you plan to use replication for a longer term, enable the service
to start automatically (Services - Startup Type - Automatic).

r

B
o Services I. =& ﬂ

File Action View Help
€= EEc==HmE > w0 w

£, Services (Local)

[ Services (Local)

-

C4 Replication Manager Marmne Description Status Startup Type Log On As -
%+, BranchCache This service .. Manual Metwork S... |:|
Stort the service %+ C4 Device Manager Started Automatic MC45ystem
. C4 Message Broker Started Autoratic MC4System
Bt = - e e |
‘. Certificate Propagation Copies user ... Manual Local Syste...

\ Extended AStandard

Figure 9-13 C4 Replication Manager service
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10 Visualization

Visualization offers a method to show the location of devices or groups of devices on maps using the
region structure. It provides a quick view to dispatchers about the status of the system and the
location of issues.

Tools

Visualization

Assets

Replication
Automatic actions
Settings

Diagnostics  Ctrl+D

Figure 10-1 Visualization option

o

Prague Visualization
Bﬁ 1st floor card
| Officel0l
ﬁ 2nd floor

Name
L ﬁ Brno
° ﬁ Prague

EHE
4 Misc
Unit
Height
Width
& Plan
Alarm propagation

Unit

Figure 10-2 Visualization panel

The Visualization panel screen consists of the visualization panel and auxiliary windows:
e Regions - shows the hierarchical structures of regions and subregions
e Objects - this window shows objects of the region selected in the Regions window
® Properties - summary of properties of the selected region or object.
e Devices - hierarchical device structure is displayed.

The placement and display of these windows on the visualization panel screen can be customized. To
open a window, click in the Window menu. Click again to will close the window.
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wg Devices Ctrl+Shift+D
Regions Ctrl+Shift+4
Objects Ctrl+ Shift+ C
Properties Ctrl+Shift+G
% Patrols Ctrl+Shift+P

Figure 10-3 Window menu

Each window can be moved to any part of the screen using drag & drop. The arrow icon displayed when
dragging a window and indicates a window placement in the full-screen environment in the direction of
that arrow. If you want the window to adjust to the whole screen, drag the windows over this icon and
release. This system of window placement is also used in the Monitor and Cash desk monitor panels
(see chapter Events and Cash Desk Monitor)). On each window you can also turn on the auto-hide
function (pin).

Figure 10-4 Indication of window placement

[E8 c4 - visualization

Height
Width
= Plan System.Drawing.Bitmap

Unit

Figure 10-5 Change of window position
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10.1 Example of visualisation

Every region can be graphically represented either by its picture or its ground plan.

When creating a visualisation is it important to:
= start from the top structure when using the region structure and work your way through to the

subregions;
= create links between the individual levels of regions and subregions.

The example lists the visualisation procedure of the Gemax
company.

1. The Regions window of the visualisation panel shows the hierarchical structure of regions as
created in the Regions tree.

| ]

[B8 c4 - Visualization

File Edit View Tools Window Help
[] Save ' Predefined shape: Rectangle = Insert map

E---ﬁ Gemax
Bﬁ Erno

e

= ﬁ Prague
B‘ﬂ 1st floor
i e Office101
ﬁ 2nd floor

Marmne
ﬁ Brno
-ﬁ Prague

Properties 1 x

| (=
4 Misc
e B
Height 300
Width 400
Plan [ tnone)
Alarm propaoation  Yes
Unit

>

l.m

Figure 10-6 Visualization of Gemax

2. Select the highest level of the region (Gemax) and click l!1s€tmae. The computer folder structure

appears, from which the file containing the region map is selected. This map is added to the
visualization panel as a background on which devices and other elements are placed. Supported
formats for maps: *.jpg, *.jpeg, *.bmp, *.png, *.wmf, *.emf, *.gif.

The maximum recommended size of the ground plan file is 6 megapixels with 4:3 aspect ratio.
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. » Samples » Samples i Maps e || Seorch Maps

Organize = New folder

<t Favorites %
Bl Desktop o e
8 Downloads 3 o T
‘Ll Recent Places - &
= czech.png czech.wmf eurcpe.png europe.wmf
Libraries
b T
e
r! Network -
germany.png germany.wmf slovakia.png slovakia.wmf
File name: ~  [1mage Files( *jpg; *jpeg; *.bmg |

[ Open |V] [ Cancel ]

Figure 10-7 Inserting a ground plan from a PC disk

B4 c4 - Visualization

ﬁan

ﬁ Prague

System.Drawing.Bitm
Yes

Figure 10-8 Inserted map

3. Now you have to locate all branch offices of Gemax on the map of the Czech Republic: Prague and
Brno. To select a branch on the map, draw a rectangle. In the upper toolbar, select Predefined

shape: Rectangle Predefined shape: Rectangle -

4. From the Objects window, drag objects Prague and Brno and drop them to the respective locations
on the map.
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i i@ 2ndfloor
= ﬂ Prague
-4 1stfloor
A Office101
i..48 2nd floor
MName
L] g Brno
L] Q Prague
-
Bl
4 Misc -
Color [] 2s5.255.0
b Location 276.8773; 194.9925
b Size 52.43004, 19.4403534
Angle 0
Alarm i Yes 2
Color

Figure 10-9 Visualization of branches

5. Select the Prague sub-region in the Regions window and click | Insetmap. 1o browse the PC disk for
the ground plan of the Prague branch. Insert the ground plan for the Brno branch in a similar way.
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[B4 c4 - Visualization

| File Edit View Tools Window Help

Save | Predefined Icon = Insert
Regions 1 x

E--aﬁ Gemax
Bﬁ Bme
ﬁ st floor
ﬁ 2nd floor
-4 7
=48 1st floor
i L. Officel0l
ﬁ 2nd floor

Marmne

ﬁ 1st floor

ﬁ 2nd floor

HE T
4 Misc =
Unit m J = [ L) L
Height 300 E
Width 400
B Plan E System.Drawing.Ima¢
Alarm oropaaation Ye: i
Unit

Figure 10-10 Inserted map of the Prague branch

6. Now we will visualize floors on the Prague branch ground plan. To select a floor, draw a rectangle. In
the upper toolbar, select Predefined shape: Polygon FPedsfined shape: Felygon =
7. From the Objects window drag objects 1. Floor and 2. Floor and drop them to the respective spot on

the ground plan.
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ﬁ 2nd floor
Prague

1st floor
| L4 Office101
ﬂ 2nd floor

L ﬁ 1stfloor ey
L] ﬁ 2nd floor

j;\

4 Misc -
Unit cm J I L
Height 300 E
Width 400
b Plan 8] System.Drawing.Ima
Alarm Yes i
Unit

Figure 10-11 Visualization of floors in the Prague branch

8. Select the 1st Floor visualized sub-region in the Regions window and click L INSSEmR to browse the
PC disk for the ground plan of the first floor. Insert the ground plan for the second floor in a similar
way.
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@ System.Drawing.Ima
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ground plan.

Figure 10-12 Inserted map of the first floor

9. Now we will visualize the office in the first floor of the Prague branch ground plan. To select an
office, draw a rectangle. In the upper toolbar, select Predefined shape: Rectangle
isdefinedshape Sedlaggle

10.Drag and drop the Office 101 object from the Objects window to its respective location on the
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Figure 10-13 Visualization of an office on the first floor

11.By marking the Office 101 object, a devices list with all devices present in the office appears in
the Objects window

12.Use the ground plan of Office 101 for device placement.

13.To select a device on the ground plan, place an icon. In the upper toolbar, select Predefined
shape: Icon Predefined shape lcon =

14.From the Objects or Devices window, drag a device and drop it to the respective spot on the
ground plan.
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(B8 C4 - Visualization

raee

Doorl

Door 2

Door3

@ Zonel
@} Zone2

€

m Reader
Keyboard
H Door2
E-{Y Areal

- Zonel

{3 Zone2
() Area2

Offie 101

@ Properties (&g Devices

15.Click |l Save|,

Note:

The object that is visualised on the ground plan is marked with a ball in the Objects window. This
distinguishes between visualized and non-visualized objects.

10.2 Auxiliary windows description

Figure 10-14 Placing a device on the map

Mame

° Doord

Door 5
s @ Zonel I
@ : Zoneld

* @& Output

—

Figure 10-15 Marking a visualized object
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10.2.1 Regions

¢ Displays the Regions tree. The content of the Regions tree must at first be created in the
Professional panel.

e This window is used for selecting the region whose content would then be displayed on the
visualization panel.

10.2.2 Objects window

e Contains objects in the selected region that can be visualized on the map. These objects can be
divided into two categories.
o sub-regions of the selected region,
o devices placed into the region.
¢ |tems of this window can be dragged by a mouse and dropped over the panel, which creates a
visualization element. Items that are displayed on the panel are marked with a green dot, located
next to their item names.
* Items can be removed by selecting the item and clicking Remove button (*=#).
Removing an item removes it from the panel, as well as the Objects window.
The effect of removing an item with respect to the rest of the application depends on the item'’s
category:
o sub-regions are removed from Visualization and the Regions tree,
o devices are removed only from Visualization, but not from Devices tree.

10.2.3 Devices window

¢ Displays the Devices tree. The content of the Devices tree must be created first in the Professional
panel.
e |tems of this window can be dragged by a mouse and dropped over the panel, which
o creates a visualization element and
o an item in the Objects window.
This speeds up the process of adding devices to the visualization panel.
Another way to do this is by adding the device into the Objects window list (see chapter Device
structure in a region) and subsequently adding it to the panel.
The Devices window saves time that would otherwise have to be spent
o by addition of the device into the Objects window and then to the Visualization panel,
o by constant switching between the Professional and Visualization panels,
o and by selecting a region after switching to Visualization.

10.2.4 Properties window

It contains customizable parameters of the currently selected item, or the visualization panel. The
descriptions of available parameters can be found in in chapter Properties of visualisation elements.

10.2.5 Patrols window

It displays a patrol tour list and allows patrol modification. Patrol functionality is described in detail in
chapter Patrol tours.
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10.3 Properties of visualisation elements

You can use various predefined shapes in the graphical representation of individual regions,

subregions and devices. They are graphical items, which help to localise the subregion from higher

levels.

The predefined shapes are thus elements that are used in region and device visualisation. Click

Predefined shape:Icon » to set the predefined shape you wish to use in the visualization:

— lcon - for visualisation of devices

Rectangle - for visualisation of regions or areas

Ellipse - for visualisation of oval regions or areas

— Polygon - for visualisation of polygonal regions or areas

— Multidetector - special type for perimeter systems. It is not recommended to use it for
other types of visualisation.

— Button - visualization of a button with assigned automatic action.

— Laser detector - special type for laser motion detectors; not recommended in other types of
visualisation

— Label - special type for Label element (a custom description) visualisation created in the
Regions tree. The Label shape does not support status display. If you visualize a device as
Label, the device name appears on the ground plan. The text color on the Monitor panel will
be static according to the set shape properties.

All the shapes mentioned can be graphically adjusted. Select the element in the visualizer to be able to
use the mouse to

e rotated (e.g., rotation of the camera icon OQ)
e moved

You can change the size of the element; however, devices are differentiated by the shape of the given
element

¢ all elements except for the Icon can be increased/decreased in size with a mouse

¢ the size of the Icon can be chosen in the Properties window. There are three options:

a) Small,
b) Medium,
c) Large.
Properties o x
D24 ]
4 Misc
> Location 354,6392; 45,94992
> Size 16: 16
Angle 296
Alarm propagation Yes
Object Lock Mo
Icon size Small

Figure 10-16 Icon properties

Icon sizes are important in case of an alarm. If an icon-shaped element activates an alarm, its size on
the Monitor panel increases by one level.
Right-click to see a menu with functions related to the selected element:
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¢ Delete - delete the selected item or map. Deleting an item from the panel does not delete the
element from the Objects window.

e Send to back, Bring to front - Display the the item in front or behind other objects.

e Lock - Lock the item to prevent moving on the map.

I

e L o
|o Delete
Send to Back
5 Bring to front L
Lock
| -.\‘ (
g _ ﬂ

Figure 10-17 Right-click pop-up menu

After selecting an element, the Properties window displays properties and the size of the element
representing a subregion. These parameters can be set adjusted to suit any graphics.

50|
Misc

Color

[ 255;165:0
235,8412;12,10239
146,780457; 121,334373
0

Yes

No

True

Location

Size

=

Angle

Alarm propagation
Object Lock

Show border

Figure 10-18 Properties of a predefined shape

Click the Color box at the end of this line to see the option to open a color menu for element fill.

84
4 Misc
TR 255 155:0

i Location Custem | Web

[]

F Size

Angle
Alarm propagat|
Object Lock

[ECCECEE
I
P .

Show border

EEENENEN
L ey
EEEEEEEN
T rrrrr
[TTTTTTT

Figure 10-19 Color list for predefined shapes

Color

Other optional parameters of objects:
1. Alarm propagation - it is possible to turn off alarm propagation on the object if it should not
be propagated to parent regions.
2. Object lock - locking the object (setting the value to "yes") secures the object so that it
cannot be moved on the map.
3. Show border - the set value determines whether the visualisation element will have a
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border. The border should be turned off when you do not wish the map to act as a boundary
or wall.

10.4 Alarm propagation

Alarm propagation provides the functionality to expose alarms to dispatchers via individual regions
and subregions to the object that notifies the alarm. Alarm propagation takes care an alarm in a
device is routed to it's parent (e.g. from intrusion zone to intrusion panel). Notification is available in
the Monitor panel.

Visualisations of alarms is provided through maps showing locations or through devices showing the
devices available
So there are two views for each device:

e from point of view of the device (cameras, inputs, zone, etc.)

e from the point of view of the geographical location within the region using maps

In this case, when an alarm occurs the alarm propagation in the Monitor would navigate the dispatcher
along two separate paths.

To turn off the navigation on one chosen path, turn off the Alarm propagation. This function can be
turned off in any region to ensure that the alarm will not propagate to the next level above.

This way, navigation along one path can be cancelled, while the alarm is still notified to the dispatcher
via the second path.

BT
=
| 4 Misc
Color [] 255:1865;0
> Location 235,8412;12,10239
> Size 146,780457; 121,334373
Angle 0
Al propagaion — OB &l
Object Lock
Show border Yes

Figure 10-20 Turning off alarm propagation

Example:
Navigation to the incident recorded via a camera will be cancelled in the cameras panel, but

navigation to this camera will be maintained via the map of the region.

10.5 Adding a Button in visualization

This chapter contains the procedure for implementing a button and setting up an automatic action

that will be performed whenever the button is pressed.

1. Right-click the selected region in the Regions tree to create a button that will be displayed in the
Monitor panel. Else the window will hide automatically if another window becomes active. Enter a
button name that describes the action the button performs.
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E,ﬁ Gemax
4% Bmo

4% st floor

ﬁI]: Input

[I: Output

ﬁ 2nd floar

: Disam All Groups

B-& Prague

Figure 10-21 Creating a button in the Regions

2. On the Visualization panel, select Predefined shape Button in visualization Predefined shape: Buttan =
and then drag the Button on the map.
3. Click - to start the automatic action wizard.

Properties 1 x

24! |

Misc 1
» Location 11.19287; 233.8733 Disarm All Groups
b Size 81.29603, 24.2474213
Angle 0
Alarm propagation Yes
Object Lock Mo
B

Figure 10-22 Starting the wizard
4. Enter the action that should be performed after clicking the button.

Fittering condition:

send command 'Disarm’ on 'Group 1'
send command 'Disarm’ on 'Group 2'
send command 'Disarm’ on "Group 3'

Figure 10-23 Setting up commands that will be
performed after clicking the button

5. Enter a descriptive name of the automatic action

Wizard - Script

Mame
Button - Disarm All Groups

Figure 10-24 Giving name to an automatic action

6. Go to the Monitor panel and test the functionality of the created button.
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Gemax

Disarm All Groups

Figure 10-25 Button”on the Monitor panel

Note:

In order to be able to use the button in the Monitor panel, you need permission for the given region,
the given button in the region, and for the Push command. A detailed description of the individual
types of permissions is provided in chapter Types of permission. The action itself is performed using
the permissions of the user who created the action connected with that button. Therefore, it is
possible for any user to perform operations that he or she otherwise would not have permission to
perform.

Note:
The automatic action can also be modified in the Automatic actions panel as well.

10.6 Mask editor

Certain detector types can be visualized using a mask that signalizes a breach of the guarded area. If
the conditions require exclusion of certain areas from guarding (e.g., false alarms caused by the
movement of people and vehicles), this change can be performed before using the Mask editor.
Clicking l.+) in Visualization launches the Mask editor.
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MName
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i Location 10.60371; 70.10294 = e | o
Angle 0

Figure 10-26 Starting the Mask editor

The next window makes it possible to graphically edit the mask. Clicking [€reate] will display a snap-to-
grid editing grid.

E Mask definitions
Mask M F 2 !3 Create Delete @

Figure 10-27 Mask editor

Use your mouse to draw a polygon that symbolizes the mask area exempt from being guarded. End the
polygon drawing by double-clicking on the last point of the polygon. A green polygon represents an
area that is excluded from guarding. Detecting movement in this area will not trigger an alarm. The
editor will calculate a hidden, unmasked area for each polygon. This area cannot be guarded because
the polygon will shield it from the detection ray. This additionally asked area is marked grey.
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rﬂ Mask definitions i " x|
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Mask © o  Create Delete : @
; 721.¥:1590)

Figure 10-28 Creating a polygon using the editing grid

You can change the position of the created polygon by clicking the given area, holding the mouse and
dragging the polygon to the desired position.

If you want to delete the selected polygon, click Delete Alternatively, you can delete the polygon by
right-clicking it and selecting Delete.

Click to add a new definition of the mask. Use the scroll-down menu to switch individual masks.

E Mask name editing S

MName Mask 2

[ ok ][ cancel |

Figure 10-29 Adding a new mask definition

E Mask definitions -

Mask 2 - o i Create Dele
Mask

|
—l ask definitions

Figure 10-30 Switching mask definitions

Click to change the name of the currently selected mask. Click o to delete the current mask. The
default mask cannot be deleted.

After finishing editing the polygon, close the window by clicking OK and save the changes by clicking

I Save in the Visualization panel.
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10.7 PTZ module

The PTZ module is used to create a link between the detector that is visualized using a mask and the
devices that should react to a breach of the guarded area of the given detector. After a breach, the
detector sends a command to the specified device (e.g., switching an output).

The PTZ module is represented by a special grid that enables definition of individual commands. If you
want to display the Link-grid, click B in Mask editor.

{08 Mask definitions

Mask hd : Create Delete @

PTZ grid
-2054]

&£
Figure 10-31 Displaying the Link-grid

PTZ grid parameters:
e width - number of cells in one row (maximum number: 50)
e height - number of cells in one column (maximum number: 50)

10.7.1 Creating a link between the mask and the device

The mask that represents the protected area is divided into a number of smaller cells, indicated by
the number of X rows and Y columns. You can define an action for each cell. The action is performed
upon breaching the guarded area belonging to the given cell.

The currently selected cell is indicated by a red border. Click L] to open the Devices tree, select the
device to perform an action after a cell breach. Select the command from the list of commands
available, or, add a command parameter, if required by the command.
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Width 4
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| 4 Marked cell
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‘ideocamera
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Selected cel - X \ '
Show

Devices tree

Device
device whose command will be executed when the cell
wil be activated

Figure 10-32 Selecting a cell in the PTZ grid

After successfully creating an action, the selected cell is marked with a green dot in its centre.

N \ Videocamera Camera 1
\ h L~
Action has [ Command
been created with
parameter

/

Device
device whose command will be executed when the cel
will be activated

,

Figure 10-33 Action created for a cell marked with a green dot

If necessary, click the first cell and drag the mouse through the required cells to select multiple cells at
once. This way, you can make a rectangular selection. To select additional cells, press CTRL and click
the required cells. When selecting multiple cells at once, the defined action is added to every selected
cell.

To cancel the selection of a cell, press CTRL and click the given cell.
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Figure 10-34 Selecting multiple cells

Videocamera can include a reference to the camera directed at the area of the specified cell. When
searching for an event in a video record, the record from the camera assigned to the cell, in which
that event occurred, is played.

Click € Celireset to reset the selected cell and remove the set action.

To save the performed changes, click k=l5a¥ in the Visualization panel.

Note:
In case of a cell breached permanently, the action linked to this cell is performed only once during the
defined 10-minute interval. If the breach continues after this interval, the action is performed again.

If an intruder activates one cell, then moves to another and later returns to the first one, all the
actions defined are performed in the order, in which the cells were breached, regardless of the
amount of time that elapsed between the respective breaches.

If two cells are breached simultaneously and they both have a defined command for the same device,
the command coming from the cell with a more severe breach is performed. If the breach severity
level is the same, a command to be performed is selected randomly.
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11 Monitor

The Monitor is the C4 Integrated Security Management System visualization panel and is used to

notify users on events in regions and devices.
To activate the monitor select View - Monitor.

Users can select from two different methods for the arrangement of the Monitor window in Personal

Settings.

1. Monitor view in the Preview form

Professional

Menitor

Image Monitor
Visits

Cash Desks Monitor

»

Figure 11-1 Opening the Monitor

Monitoring
View events 200
Recovery period 5
Alarm tone Yes
Navigation bar
Preview

Automatic alarm reception

Mavigation bar

Figure 11-2 Selecting the Monitor view

The following Monitor window will appear:

AN

Windows of
superior
regions

Disarm All Groups

Graphical
representation of
current region

(138 ca - Monitor ==
| File Edt Ve Tods Window Help sopor ISR
Gemax
L\ﬂ\ﬁ
PN
N N\

W

Figure 11-3 Monitor view in the Preview form
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According to the structure of the regions it is possible to view them in the form of nesting from higher
levels into lower ones. Simply click the element representing the sub-region and the selected
subregion and its picture or map will appear in the main part of the Monitor screen. The parent region
will appear in the smaller window in the left-hand part of the screen. If the active sub-region includes
a link to another sub-region (a predefined shape), click it to display the lower level.

- ~
A C4 - Monitor =T

L e .. T | == === == x ===y

Figure 11-4 Displaying the structure of sub-regions in the Preview form

For this sub-region some devices have been added into the Visualization, which are actually located in
that region.

2. Monitor view in the Navigation bar form
The Monitor window opens and has a slightly different structure than the Monitor in Preview form. The

selection of regions and subregions is performed by means of selecting the required region structure
in the Navigation bar of the window.
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Figure 11-5 Monitor view in the Navigation bar form

The Monitor serves to monitor individual C4 Integrated Security Management System regions and
devices, their status, warnings, alarms and provide remote control options. As the regions represent a
true part of the system the devices in the regions provide the real conditions, the user responsible for
monitoring has a quick and comfortable monitoring tool. As soon as a device detects an event, alarm
notification in the highest parent region is initiated. The map guides the user when identifying a
particular device that detected the event.

Issuing remote commands to devices happens in a similar way as in the Devices and Regions trees.
Right-click the icon of the chosen device and select the command to remotely control a device.

|Office 101 |

_____________ e e
U ) (-

Figure 11-6 Issuing a command on a device
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After performing the issued command, the changed status will be indicated also by a changed device
icon; e.g., if a command is issued to open a door, the door icon will change into the open door icon.

11.1 Monitor panel windows

The Window menu includes additional event windows available in the Monitor view. Selecting a
window type will open the selected window and show it in the panel. You can open several windows.
The window layout is saved such that after application restart the monitor shows the same layout.

W‘ Help

Z‘ Alarm management Ctrl+Shift+W

Z‘ Events 2
Events History Ctrl+Shift+H
Present Persons Ctrl+Shift+R
Status Filter Ctrl+Shift+F
Video Storyboard Ctrl+Shift+5
Patrols Ctrl+5hift+U
Running patrols Ctrl+Shift+V

Figure 11-7 Window menu

[ C4 - Monitor [E=E
File Edit View Tools Window Help Support IR
Gemax » Prague »
=R Person count: 0
T Time Person

< i b

Figure 11-8 Open windows: Events and Persons present
11.1.1 Events window

You can view all events recorded in the C4 Integrated Security Management System in the Events
window.

You can open the window from the menu and click the respective icon to pin it in the upper right
corner. It will thus remain open in the Monitor panel. Else the window will hide automatically if another
window becomes active.
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The Window - Events drop-down menu contains different event filters that the logged-in user has
permission to view. Multiple event windows can be open simultaneously whereas each window has
different filtering criteria. The system enables the users to create defined event filters (see chapter
Event filtering).

When viewing the events in the Monitor window, the person related to this event has no photograph.

The photograph appears only if the event is related to a person who has a photograph in their personal
profile.

Stay on
h

Figure 11-9 Events tab open

Tip:
We recommend to pin the Events and Persons present windows in the Monitor panel, if you wish to
hide them temporarily. Click X to close the window. You can reopen it from the menu.

11.1.2 Event history window

The Event history window allows users to view the history of events related to the selected region.
Compared to Events, it provides an overview of past events, as well as the ability to search events
according to selected criteria.

Moreover, some events are linked to devices that are visualized in one of the regions. After selecting
such an event, a Go To button appears in the window. After clicking this button, on the main Monitor
window appears the region that contains the device that raised the event. The given device remains
selected for a few seconds to make it easier for the user to identify. This feature is useful when you
need to display an event in a region that requires immediate resolution, such as an alarm.

If the element is visualized in multiple regions (e.g. the parent region and the sun-region below), you
can select the required region. Just click the drop-down menu that is placed right next to the button.
The element cannot exist in multiple places at once. However, the same region is may be visualized
multiple times. This is done in order to have multiple views for the devices (e.g., map, logical, or for
guards or technicians).

Events History
N etes - DB &t o‘”‘m%s ot
=
Time Event 4 1stfloor !

D Navigation [ifleer
button

W 5/14/2011 4:22:28 PM  Connection with 'PSM Gemax' failed.

Figure 11-10 Event history

135



11.1.3 Alarm management window

The previous two windows provide a view on all types of events that occur in the C4 Integrated
Security Management System. The system management typically does not deal with all of them,
however. Instead, it focuses on the so-called "critical events” (e.g., alarms, device errors). To
improve the process of dealing with these events use Alarm management, which links Event records
to records of the actions used to fix the events.

A typical procedure for dealing with an alarm event is as follows:

I. Anevent happens. .
o The event appears in the Alarm management windows as a new record.
II. The dispatcher or guard notices the new alarm event and takes required action.
o The dispatcher or guard adds a record stating that the event has been noticed. The time
when the problem has been noticed For the fist time is also recorded.
[ll. The event is resolved by the dispatcher or guard .
o Notes concerning the resolution can be added. They are stored with the event.
IV. The problem is resolved.
o The dispatcher or guard marks the problem as resolved and it disappears from the Alarm
management window.

Just as with the majority of actions within the system, before using the functionality, it is necessary
to set permissions for the user (typically a dispatcher or guard). Detailed description of setting
permissions are described in chapter Permissions management).

1. At first, you need to identify the person who should receive the permissions.
2. In the Permissions tab, select Application from the drop-down menu.

) Webb Angela

& Perzon

Events =~ Permissions - Access  Extended properties
Application - | &
Commands Status
Credentials
Devices
Event fiters
Events b
Patrals
Persons ication
Receptions
Regions rtizls
Replications —

Time restrictions [dfflCaTIDn
VISI‘tD:rs S )
I View photo

Figure 11-11 Setting the application permissions

3. In the selected tree, go through Root -> Application -> Visualization -> Monitor and then to the
Alarm management and Resolve alarms nodes.

=-[] Monitor u
=] Alam Management

[ Resolve alams

Figure 11-12 Permissions setup
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A person can have two types of permissions:

a. Alarm management
Enables the person to view the Critical Events list in the Alarm management window. The
person can acknowledge the event and add notes to it.

b. Resolve alarms
Enables the person to mark problems as resolved. This permission relies on functionality
that is provided by Alarm management. Therefore, it should be set up together with the
previous entry.

The Alarm management window is used to process events that need immediate resolution, like
following:

I. A new event appears. Select it to start processing the event

Alarm management I X

4 1stfloos g 2 2

% Navigation button [~
Status i

Q@ ! 5/14/2011413:53PM Failed to run P5SN Ge

pction with PSN ...

[] Ky
: .Y Alarm status

to run "PSN Ge

Figure 11-13 Alarm management
I1.You can click the region if available which moves you to the region containing the device that
delivered the event (see chapter Event history window).
I11.You decide to investigate the event. Start the Failure dialog
by taking one of the following steps:

i) double-click the Event In the list, or

ii)pressing [,

r -
Failure Lé]

Failure
12.5.2011 20:17:37

Connection with "PSN Gemax'failed. Details V
@ 1st floor - | Accept |[ Resolve ]| Cancel

Figure 11-14 Failure dialogue box

IV.In the Failure dialog, click Accept. The following happens:
i) "Alarm accepted” is automatically logged, together with the time and date stamp.
A list of notes can be viewed after clicking Details.

ii) The event status changes from ' to

iii) The Accept button is now greyed out. An Event can only be accepted once. If the Alarm
management module is used by several users simultaneously, the Accept button is greyed out for
other users as well. However, the dialog box (including the sound signals) remains present In the
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Client stations, despite the fact that the alarm has already been accepted by another User.
Therefore, other users can add their own notes on the alarm or close the dialog without any

resolution.
iv) Click the =Y icon in the alarm or Alarm management window to open and print emergency
guidelines, which can be helpful when solving a critical event.

V.You cannot deal with the failure on your own; therefore, you add a note:

“Installer called to request support visit.”
Go to the Failure dialogue again and press Details. Type the text into the Note box and press Add.

. )

Failure
Failure
12.5. 2011 20:17:37 Details button
Details T~

Connection with "PSN Gemax'failed.

Time Evert Author
@ 12.5.2011.20:18 Alam received Support
% Alarm note ‘

Problem solution
log

Note A
|
Ig| 1st floor b | Accept [ Resolve ] | Cancel |

Figure 11-15 Alarm details

VI.The day after the repair, go to Failure and click Resolve. Note stating "Alarm resolved” " is shown
and the event disappears from the Alarm management alarm list. Click Resolve to save the current

draft note to the alarm.

If necessary, you can review the problem solution log. A log sub-window appears after selecting the
critical event in any window containing Events and pressing Details. This window contains the

complete log with the problem'’s solution.

Events History 3 X
Al activities - D ik &y @ & Y (Olasthour i 4 1stfloor +:
Time = \ Details button
P 12.5 2011 20:17:37  Connection with 'PSN Gemax' failed.
' -
Time Event Author
(@ 12.5.201120:19:59  Alamm resolved. Support
] 12.5.2011 20:19:59 e was broken : Suppe
12.5 2011 20:19:59 The cable was broken Problem solution Support
B 1252011201919  |checkit 1 Support
]
Support

(@) 12.5.201120:1819  Alam received

Figure 11-16 Displaying the problem solution log
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Warning:

The dialog box appears under two conditions:
a) the Alarm management module is on - see chapter Overall enabling or disabling of Alarm
management.
b) the user has application permission Alarm management - see chapter Types of permission.

Note:

At the level of the same time, only one dialog box can be displayed. When an alarm dialog is already
open and another alarm occurs, the other alarm is logged only in the alarm list. The alarm dialog of
the new alarm is displayed only upon closing the previous alarm dialog box.

11.1.4 Persons present window

The method for counting present persons is described in detail in chapter Number of persons in the
region.

To display the window with an overview of persons present, click Window - Persons present in the
Monitor panel.

W‘ Help
Alarm management Ctrl+Shift+W
Events 3
Events History Ctrl+Shift+H
Persons present Ctrl+Shift+R
Status filter Ctrl+Shift+F
Video storyboard Ctrl+Shift+5
Patrols Ctrl+Shift+U
Running patrols Ctrl+Shift+V

Figure 11-17 Displaying the Persons present windows

11.1.5 Status Filter window

The function of the Status filter window is described in chapter Device statuses filter.

11.1.6 Video storyboard window

The Video storyboard window allows you to play video footage from a selected event.
To play event videos:
1. If you want to show the video from an event, search for the event in the Event history
window.
2. Double-click the event to move the exact date and time of that event to the Video
storyboard window.
3. For the selected time, select the camera from which you want to view the video stream.
4. If Video storyboard is open, play the video by right-clicking the selected camera and
selecting Record playback.
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B

Figure 11-18 Video storyboard

|om |

1

WH Present Persons |68 Alarm manage...

Using this function you can play video footage from multiple cameras for the same time - you can see
what was happening at a certain point in time in all regions of interest. One example would be a
robbery. You can watch the scene of the robbery from the camera in the shop but also what happened
at the entry door or in the any other part of the shop where camera’s are located.

11.2 Alarm sounds

If the user selects audible signalling on alarms, an alarm will sound in addition to visual alerts. To set
alarm tones, select the option in the File menu in the Monitor window. Thus, the dispatcher
responsible receives prompt notification and accurate information on the device status in the

respective region.

[File | Edit View Tools W
Alarm Tone  Ctrl+M
Print... 3
Restart
Exit

Figure 11-19 Alarm sounds

active
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11.3 Device Remote Control

Another property is the remote control of devices, similar to the Devices and Regions trees. Right-
click the icon of the chosen device and select the command to control the device remotely.

Office 101 i

_____________ s e e
L —

Figure 11-20 Issuing a command on a device

Upon performing the command, the device icon changes as well, indicating the change of the status
directly. For example, in case of the command to open a door, the door icon changes to the open door
icon.

11.4 Connecting a camera to a device

Causing an alarm on the device always has the same response: The operational staff has to
investigate and resolve the Event immediately. Even though it is easy to find the region where the
event originated from (see chapter Event history window), additional information to further
investigate is appreciated. If the region is monitored by a camera system, you may want to only view
the video footage from the camera that raised the event. A region or even more a system is often full
of camera'’s. Looking for one particular camera is a time-consuming task, especially when there are
multiple cameras in the region.
The only information you have is the position of the device that caused the alarm. It is useful to link
detection devices, such as intrusion detectors with cameras that cover the same field of view. This
link also enables the use commands, such as Show/Record playbackdirectly from the context menu of
the linked devices. The video feed from the camera monitoring the element in question is displayed
immediately. You no longer need to browse the full list of camera'’s and look for the camera that "could
have seen” the cause of the event.
You can use the Devices tab of the Professional panel to logically pair the signalization devices and
cameras.
To do this, use the following steps:

1. Go to the Professional panel and click the Devices tab.

2. Select the device that you want to link to the camera.

3. In the General tab, search for the Camera field and click it.

4. The L) button appears on the right side of the field. Click it.
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5. A window with all cameras, defined in the Devices tree appears.
6. Select the camera that monitors the signalization device.
7. Click OK and press Save.

Now you are able to use Show , which begins to play the camera’s live feed, or Record playback ,
which plays a recorded video feed starting at a requested time (see chapter Video storyboard window).

et el
.: Zone 1 G Save o Back
- Rooat '~ Detector
-l Gemax
-4 Gemax DM General Events = Access  Automatic actions
-9 PSN Gemax
42 Central Unit Name Zone 1
=5 CJ Door Controller Note

N Detector i 3. Field
Location Videocamera

. Signalization
device

4. Device list
button

@)} Zone 2
-7 Digital Video Recorder
i) Camera 1

i) Camera 2

‘.7 Camera 3

Videocamera
to be linked to the device
1. Devices tab

A Regions | ) Modified 20.09.2012 15:23:42 - Support —

Figure 11-21 Pairing a camera with a signalization device
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Figure 11-22 Settings function
The window with cameras

11.5 Automatic Camera Live Screen View in the
Monitor Panel

Once the event has been delivered the from the signalization device connected to this camera, you
can view the camera live screen in the Monitor panel. The following example illustrates the practical
usage of this functionality:
1. Set the connection of the camera with the signalization device (see chapter Connecting a
camera to a device).
2. Create an event filter for those event types that initiate the automatic camera live screen
view (see chapter Event filtering). Because every event opens a new window containing a
video, we recommend setting the filter terms to prevent the events from bulking in the
filter after a very short time.
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MName
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Figure 11-23 Creating an event filter for the
alarm-type events

3. Open the newly created filter in the Monitor panel and click the 4 icon.

Alarm management Ctrl+Shift+W
Events 4 | Access events -
Events History Ctrl+5hift+H Activities on devices
Persons present Ctrl+Shift+R Alarms
Status filter Ctrl+Shift+F All activities
Video storyboard Ctrl+Shift+5 All automatic action events
Patrol tours Ctrl+Shift+U All credential events
Running patrol tours Ctrl+Shift+V Device activities
|_ Device settings changes ¥aN
Fire alarms
| Intrusion in Areal |
Legon and Logout - Clark

Figure 11-24 Turning the newly created filter on
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Events - Intrusion in Area 1

|

Time Evert

Figure 11-25 Active automatic camera live screen view

4. The camera live screen view is activated upon the delivery of an event from the
signalization device connected with the camera.
5. The staff analyze the incident and, after it has been resolved, they close the window

containing the video.

Warning:

The application behavior depends on the camera system type, which means that technical issues
concerning the query camera video library may occur (slow reactions of the application during the
video initialisation, heavy workload of the computer hardware resources when the camera is open,
incorrect view of several cameras simultaneously, etc.)

11.6 Controlling PTZ Cameras

A
‘v Y |

I
&
]
+)|®)IE)

7 8 S
4 5 6
1 2 3
] 0 v

Figure 11-26 PTZ control
interface

By opening the live image from a PTZ camera, a control bar opens
in addition to video.

Use direction buttons on the bar to change the direction of the
camera. Click and hold the button of the required direction.
Release the direction button to stop the camera from turning.

‘;I ‘i, buttons allow to set zoom, focus and iris of the camera.
To rotate the camera to a preset position enter the respective

preset number on the virtual keyboard and click . This way
only preconfigured preset positions can be selected.

To save the current position of the camera as a preset position
click E, enter the number of the required preset position and

click to save. The scope of nhumbers of available preset
positions depends on the connected device.
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11.7 Overall enabling or disabling of Alarm
management

The administrator is eligible to enable or restrict Alarm management in the whole system. This is
done as follows:

1. Select Tools from the Settings menu.

Tools | Help

Visualization
Assets
Replication

Automatic actions

| Settings |

Diagnostics  Ctrl+D
Figure 11-27 Function Settings

2. 2. After displaying the Settings window, go to System settings and click System settings.

3. In the displayed Alarm management , you can enable or disable marking events as alarms.

System Settings

g O Delete pending alarms

4 Alarm management

No =]
Mo
| _

Figure 11-28 Alarm management

If Alarm management is set, users are notified about alarms in the Monitor panel and a record of
unresolved alarms is kept.
If disabled, alarms are not created.
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12 Image Monitor

Image Monitor enables the users to check persons accessing buildings, rooms, devices, etc.

Each person who uses a credential at a reader will be displayed at the Image Monitor panel. Else the
window will hide automatically if another window becomes active. This function provides additional
information and an option to verify whether the credential was used by the authorized person or
whether it was misused (e.g., stolen).

For full usage of Image Monitor, the user can add a photograph to each person.

Note:
Importing a photo for a person is described in chapter Adding a picture to a person’s record.

You can find Image Monitor in the View menu.

View | Teols Help

Professional
Moniter
Cash Desks Monitor

| Image Monitor |

Visits 3

Figure 12-1 Image Monitor in the View

Open the Image Monitor, the icon appears with the option to select a door that is present in the
building.

(94 Add =ran X
Search B

Device name
Door 1

Door 2
Door 3
Door 4

Door 5

Figure 12-2 Selecting a door
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Note:
You can select multiple doors by pressing and holding CTRL and selecting the individual doors.

Image Monitor can display the photos of the last four persons that entered the building.
The last entry is displayed in a large frame and is placed into the upper queue, in the moment of the

next entry.

fesl

Access denied

08.03.2012 14:29:22

[ Domt ][ Opsndor ]

Figure 12-3 Displaying the last
four entries with a photo

If the user does not assign a photo to the person, a silhouette appears instead.
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| Detai | [ Opendoor |

Figure 12-4 Silhouette

If the person is authorized to enter the building, the photo/silhouette turns green, accompanied by a
sound.

08.03.2012 14:32:39

| Desi || Opendoer |

Figure 12-5 Photograph - Access permitted

If the person is not authorized to enter the building, the photo/silhouette turns red, accompanied by a
sound.
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Access denied

08.03.2012 14:33:09

[ Detail H Open door ]

Figure 12-6 Photograph - access denied

If the person is authorized to enter the building during a set time interval and is trying to enter the
building at a different time, the photo turns yellow, accompanied by a sound.

Note:
Time restrictions set-up is described in chapter Time Restrictionsand entering the start date and end
date of employment is described in chapter Entering start date and end date of access.

The Open button
It is okay to run the to open the door directly.

The Detail button
Click or double-click the photograph to obtain basic information about the person:

Time and date, door name and transaction result
¢ First name and surname

Address

Identification Card

Validity (time period)
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| 3/8/2012 3:18:46 PM, Door 1

4 Access allowed

3/8/2012 3:18:46 PM, Door 1

Henry Miller
47th Street 34/A ,

Valid from  Unlimited
Valid to Unlimited

Figure 12-7 Details of a person with allowed access
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13 Patrol tours

Patrol tours allows to plan patrol tours of guards in a given region. The system manages these patrol
tours. If a guard during a patrol tour does not perform a verification within a previously defined time
interval, the system activates an alarm in C4. Performing the verification means using cards or PINs
or any other valid identification device to allow the system to identify the guard.

13.1 Creating and modifying a patrol

Creating a new patrol tour and its subsequent modification can be performed in Visualization. Click
the Window menu and select Patrol tours.

Window | Help

Devices Ctrl+Shift+D

Regions Crl+Shift+A

Objects Cirl+Shift+C

Properties Ctrl+Shift+G

[*+ Patrols CirlShift+P |

Figure 13-1 Starting the patrol tours editor

Patrols o x
Mame

Figure 13-2 Patrol tours editor window

Patrols editor contains several command controls:
& - text search in the patrols list
- create new patrol tour
- edit the selected patrol tour
© . delete the selected patrol tour

Clicking creates a new patrol tour. Enter the tour name and add checkpoints. Turn on the Devices
tree and drag selected objects that would be recognized as patrol checkpoints. By clicking =, you
return to the tours list.

Patrols X

. : Mame Patrol Tour

Minimum Maximum

Checkpoint) |, —fion duration

Figure 13-3 Creating a new tour
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Figure 13-4 Adding checkpoints to patrol tour

Warning:
The following devices can be added to the patrol tour as checkpoints: door and keyboard.

Each checkpoint must have a set maximum and minimum time duration, during which a person must
move from the previous point to the new point. At each checkpoint the credential for that person
needs to be entered (PIN) or badged in front of the reader.

By using and , you can move the selected checkpoint up or down the list. Clicking -Q. deletes
the selected checkpoint from the patrol tour.

After editing the tour, save the changes by clicking I=i3a¥e in the upper-left corner of the application.
Note:

A patrol tour can contain one checkpoint multiple times. In that case, the person must go through it
multiple times in the defined order.

13.2 Starting and monitoring a patrol tour

You can start and monitor the created patrol in the Monitor panel. Else the window will hide
automatically if another window becomes active. If you want to view the list of available patrol tours,
start Patrols window.

153



[ Window | Help
Alarm management Ctrl+Shift+W
Events 3
Events History Ctrl+Shift+H
Persons present Ctrl+Shift+R
Status filter Ctrl+Shift+F
Video storyboard Ctrl+Shift+5
Patrols Ctrl+Shift+U |

Running patrols Ctrl+Shift+V

Figure 13-5 Enabling a panel Patrols

Click the patrol tour name and click &4 to start the patrol tour.

R
Soi

MName

Patrol Tour

Figure 13-6 Starting a patrol tour

When starting a patrol tour, you need to select a person that will perform the patrol tour. In an open

window enter the person name and click Ed. After selecting a guard from the guard list and clicking
OK , the patrol tour will start.

(4 Find guard [&]

Search

Name Comparty Phone Cellphane Address -
Johnson Catherine  Gemax 3Ah Stre...
Lewis Sandra Gemax
Miller Henry Gemax
Mumray Robert Gemax
Support =
Walker James Gemax
Webb Angela Gemax

[ ok ][ cancel |

Figure 13-7 Selecting a guard to perform a patrol tour

A running patrol tour can be monitored using the Running patrol tours panel. Else the window will hide
automatically if another window becomes active. The panel can be launched in the Monitor panel via
the Window menu.

The Running patrol tours window has two sub-windows:
e the upper part contains a list of all running patrol tours, the name of the person who
performs the patrol tour, and the start and end time of the patrol.
¢ the lower part contains a detailed list of checkpoints of the selected patrol tour, including a
maximal and a minimal duration. After every checkpoint, its status is marked and is based
on the patrol tour.
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Checkpoint can have the following statuses:
@ - the checkpoint was not passed and the maximal duration has not yet expired.

- the checkpoint was passed within the time duration.
A- checkpoint was not passed within the maximal duration.

Name Guard Start End
Patrol Tour Miller Henry 571642011 10:47 AM

: Minimurm Mazdmum
Checkpoirt duration duration
El Door1 00:10 00:20 @
El Door2 00:10 00:20 @

Figure 13-8 Started patrol tour with
the name of the guard and the
checkpoint list

If the guard arrives at a checkpoint before the minimal duration, a early arrival event is logged into

the system and the patrol tour continues.

If the guard is not identified at a checkpoint before the maximal duration elapses, the system will
start an alarm and log an unsuccessful patrol tour event. In that case, the user must manually delete

the patrol tour from the Running patrol tours list.

Running patrols I x
Name Guard Start End
Patrol Tour Miller Henry  5/16/20 0:47 AM 62011 1.
| crsmmmmsmmeE s R
£ Office101 ~
) Minimum Madmum
Checkpoint duration duration
E Door1 00:10 00:20 A
E Doorz 00:10 00:20 @

Figure 13-9 Unsuccessful end of a
patrol tour and its manual deletion
from the Active patrol tours list

If the guard passes all checkpoint between the minimal and maximal duration, the system logs a
successful patrol tour end event and that patrol tour is automatically deleted from the Running patrol

tours list.
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If the checkpoint device has a camera assigned to it, the user can view a live feed from the camera by
right-clicking the checkpoint in the Running patrol tours list.

Running patrols 3 X
Name Guard Start End
Patrol Tour Miller Henny B/16/2011 10

: Mirimum Mzxdmum
Checkpaint duration duration
= p
Door 1 00:10 = v
E ” @A) Videocamera |'l
E Doorz 00:10 @

Figure 13-10 Displaying the camera
feed during patrol tour monitoring

If the device in the selected checkpoint is visualized in a region, clicking the button with the region
name in the Running patrol tours window will display the region that contains the device. The

checkpoint's position on the ground plan will flash.

Gemax » Office 101

Mame Guard Start End
T Miler Hery  5/16/20111.. ‘5 Offica 101 e —
8’
£ office 101 |+]
c - Minimum Maximum
Office 101 duration duration il
El Door1 00:10 00:20 2 7 P
Bl Door2 00:10 00:20 @

Figure 13-11 Displaying the checkpoint on the map
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14 Cash Desk Monitor

If C4 includes POS devices and they are monitored by a camera system, the Cash Desk Monitor
monitor panel is used. It pairs cash desk transactions with camera system information.
Cash Desk Monitor monitor can be selected in the View menu.

View | Tools Help

Professional
Menitor
| Cash Desks Monitor |

Image Monitor

Visits b

Figure 14-1 panel Cash Desk Monitor

To set up the Cash Desk Monitor panel.
1. In the Devices tree, create a cash desk and a camera system, which will be used in the next steps.

Added devices will include a cash desk, cash desk bus controller and a camera system with at least
one camera. Detailed information about devices creation is described in chapter Adding a device).
2. Use the method described in chapter Connecting a camera to a device , pair the cash desk with a

camera that will monitor it.

Qi Wife 98l |
‘ : Cash desk 1 =
“"‘ﬁ Cash Desk ":.lz

General - Events | Access = Automatic Actions
.57 Cash desk bus controller Mame Cash desk 1

P Naote

E Cash Desk

()

Figure 14-2 Pairing a camera with a cash desk

3. Open Cash Desk Monitor from the menu.
4. You can search this panel for the required cash desk and track it. You can look for a cash desk or

camera feed from a cash desk using attributes:

o Cash desk number - cash desk ID

o Transaction number - receipt number

o Cashier internal number - personal number of an employee in C4

o Article code
File Edit View Tools Window Help

Search | by cash desk number = (3] Ohas{hom -
by cash desk number

by cashier internal number ‘

by item code
by transaction number

Figure 14-3 Searching a cash desk

5. You can view the following information in the searched cash desk:
o The left area of the window shows the camera system from the searched cash desk
o Cash desks transactions - the upper right-hand corner shows the list of cash desks transactions,
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which are gradually added as they are processed by cash desks
o Transaction items - the list of items (articles in one receipt) for the selected transaction.

h | by cash desk number

Time Transaction number Cash df

Figure 14-4 Cash Desk Monitor

You can monitor a cash desk online or you can search for a past record according to the available
attributes.
In practice, this functionality is used to:

¢ evaluating complaints - comparing purchased posted items,

e controlling goods loss - checking the number of posted items,

¢ to check non-posted items.
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15 Events

As C4 is a system for monitoring and coordinating persons’ access to devices, recording of events is
an essential part of the system.

The application enables you to follow all activities within the system from persons or devices.

The log of all activities can be found in the Events tab in the Navigation panel. Events are recorded
automatically in chronological order: the latest event is on top of the list.

15.1 Person related events

Selecting a person in the Persons tree and click the Events tab will display controls in the right corner
of the screen providing option to select select events related to that person using an assigned
credential or the use of the application. Only those events that the person is authorized to view are
displayed. Every event record includes information on the device from which teh event originated, the
event type and the exact date and time.
Events of individual persons can be filtered. There are three default event filters available:
e Access events - all events that relate to the use of the assighed credentials like access denied
or access granted.
e Activities on devices - all events caused by the selected persons using the application on
devices (like commands issued).
e All activites - all activities performed by the selected persons.

=) Walker James ) save Q Back
=4 Foot & Person
i3 Support
-k Gemax General Events . Permissions | Access | Extended properties | Persons presel Automatic actions
— Customer Service
i - Recsiving Order Activities on devices % Q. ®a & § Qlasthour i [

-3 Clark Carolina
-3 Lewis Sandra Time Event
Repairs

- 3 Edwards Martin

"‘ Miller Herny
e 3 Walker James
Figure 15-1 Selecting the event tab
S 4 Walker James 0 save Back
=4 Root B Person = Q
2 Support
-“% Gemax Events
=% Customer Service
Receiving Order Al activities - X g @ & B QOlasthour [ B

3 Clark Carolina
Lewis Sandra Time: Event
lepairs @ 27

Edwards Martin -
Miller Henry G)
Y Valker James| @
Manufacturing J

i = Instaliation

/2012 11:47:44  User Walker James (Repairs)' (192 168.1.2) logged out from the
/2012 11:47:34  User Walker James (Repai

2012 11:47:32  User Walker James (Repai ystem.

G) 27/09/2012 11:47:18  User Walker James (Repairs)' ( system.

Figure 15-2 Displaying events

If the selected node for which events are displayed has children, then using i you can display events
from the parent node and all children of this node (e.g., a department and all employee) by clicking
the With children On button. Click Refresh to update the list. In case of a large number of records you
can use the displayed scrollbar to scroll the list and view events displayed below. When reaching the
last record, more records will be loaded. The end of the list will be reached when it is no longer
possible to move the scrollbar, i.e., it will be at the bottom of the list.
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An event can have one of the following priority levels, which is indicated by the icon at the beginning
of an event:

@ - information

@ - status change

- warning
O - error
A - alarm

You can use the = button to print the list of events.

E Report =HAN X
|:| 1 of 1 4 |S A - | Pagewidth - Find | Mext
Filter
All activities Including children
Count 1w
Selected node: Person: Walker James
From: 27/09/2012 10:53:58
To: 27/09/2012 11:53.58
Time Events
27082012 114744 User “Walker James (Repairs)' (192.168.1.2) logged out from the C4 system.
27092012 114734 User "Walker James (Repairs)' (192.168.1.2) logged on to the C4 system.
27092012 114732 User "Walker James (Repairs)' (192.168.1.2) logged out from the C4 system. -

Figure 15-3 Printing events

By clicking Time G’, it is possible to set a filter based on time and date. Only activities performed
within the entered time and date range will be displayed. For the Persons and Devices trees the
default value is one hour. If you wish to display events within another time period, enter the value
required, click OK and then Refresh. The entered time period is valid only for this view. These
settings will not be stored.

When starting the application the default events viewing setting will be reset to 1 hour again. The
default format of date and time in the entire C4 application is according to the date and time formats

set in Windows.

OLast hour Q

@ Last hour From25/04/2014 15:25

) 2Hours  To: 25/04/201416:25

() 12 hours

_ April, 2014

) 24 hours

B Sun Mon Tue Wed Thu Fri  Sat

@ 3 ;M 1 2 3 4 5

() Custom 6 7 8 9 1w 11 12

i 13 14 15 16 17 18 19
0 A 2 213 M 2
27 3% 2% 30 1 2 3
4 5 6 7 8 9 10

[ Today: 4/25/2014
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Figure 15-4 Setting a time filter

After pressing B in Events, you can display or hide a window containing notes stored with the
selected event.

General | Events - Access | Automatic Actions
All activities - D DixZe & | Qlsthor i |
| Time Evert a

®) 12.5.201120:17:37

'PSN Gemax'initiated.

© 2.5 20011 20:17:37

Connection with 'PSN Gemax'failed.

©Q 12.5 2011 201722

Invalid property value 'Receiving port’ on device "'PSN Gemax'.

@ 12.5.2011 20:16:52

Circuit "PSN Gemax' stopped.

(@ 12.5.2011 20:16:40

Command "Reinttialization’ on "PSN Gemax'from "Support (Root)'.

@ 12.5.2011 20:16:07

"PSN Gemax' has been added to area "1st floor”.

@) 12.5.2011 20:15:41

'PSN Gemax'initiated.

@ 12.5.2011 20:15:41

Connection with "PSN Gemax'failed.

m

@ 12 52011 20:15:25

Invalid property value 'Receiving port’ on device "'PSN Gemax'.

@) 12.5.2011 20:14:55

Circuit "'PSN Gemax' stopped.

(@ 12.5.2011 20:14:37

Command "Reinitialization’ on "PSN Gemax' from "Support (Root)'.

@ 12.5.2011 20:13:45

'PSN Gemax' initiated.

@ 1252011 20:13:45

Connection with 'PSN Gemax'failed.

@ 12.5.2011 20:13:30

Invalid property value 'Receiving port’ on device "PSN Gemax'.

® 12.5.2011 20:13:00

Circuit "PSN Gemax' stopped.

(@ 12.5.2011 20:12:20

Command "Reinitialization’ on "PSN Gemax' from "Support (Root)'.

(3 12.5. 2011 20:04:49

'PSN Gemax' initiated.

@ 12 5.2011 20.04:49

Connection with "PSN Gemax failed.

| Time Event Author
@ 12.5. 2011 20:19 Alarm resolved. Support
12.5.2011 2019 The cable was broken. Support
12.5.2011 2019 | check it. Support
@) 12.5.2011 20:18 Mam received. Support

Figure 15-5 Displaying a window with notes stored with the selected event

15.2 Device related events

In the Devices tree, select a device and then click the Events tab; a list of all events related to this
device will be displayed on the right-hand side of the screen. Every event record includes additional
information like the person related or the changes applied in the C4 settings of the device. Only
events from devices for which the user was granted access will be displayed.

/ PSN Gemax
wj ATS/806 Bus Controller

) save o Back

=) Root
-l Gemax
&% Gemax DM General Events Access  Automatic Actions
Egf PSN Gemax
-4 Central Unit Al activiies Sl o0 ieRaa &b Ouhus B

-4 Door Contoler

-3 Group 1 Access events N

E-{3 Group 2 Device activities ; = : : : s ¢ ;

& Goup mmd‘m ‘Access entry’ (?ak(;aui-na(ﬂmwmg?da}mocﬂiedfor l?ooﬂby?upport(}i{oot).l?neredva}ues.‘!
Door 3 Homs R e vt modiiied for Daor 2 by Sonnort ot Ertared vakies 4
Door 4 ez LS. P Femmission ‘Ac d Centra t'b pport (Roo

B Zone 2 @5-12-‘2011 20754 PM Pemission 'Edt’ "Walker James (Repairs)’ modified for 'PSN Gemax' by "Support (Root)'. Entered values: 1
2 Zone 3 (D 512/2011 20754 PM  Pemission ‘Read’ 'Walker James (Repairs) modified for PSN Gemax’ by 'Support (Root). Entered values: 1.
. T

Figure 15-6 Events from a device
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Events of individual devices can be filtered. There are six default event filters available:

e All activites - all activities performed related to the devices.

® Access events - list of all access events on the selected devices.

e Device activities - all events related to the selected devices using the application (like
commands issued).

e Device settings changes - all events related to creation of modification of settings in C4 on
the devices.

e Alarms - list of alarm events on devices.

e Fire alarms - list of fire-type alarm incidents on devices.

By clicking Time @, it is possible to set a filter based on time and date. Only activities performed
within the entered time and date range will be displayed (see chapter Person related events).

15.3 Viewing events using regions

The system provides the option to view events based on regions in the parent region and in all sub-
regions, i.e., events related to regions like the use of credentials by persons on devices or commands
issued through the application or events from devices in the regions. If you wish to view all events
that took place in the Office 101 region, for example, select this sub-region and next the Events tab in
the right-hand side of the screen.

3 Office 101
ﬁ Region [:]/ Save @ Back
Geners Events “ Access | Persons present  Automatic achions

Al activities - x & @ = Ej OLast hour : Q

Access events

Device activities 0 - B = .
Device settings changes ‘Office 101" was modified by "Support (Root)'.

Alams was added to region Office 101" by "Support (Root)

Zone 2 was added to region Office 107" by "Support (Root)'.
2012 11:16:39  "Door 3" was added to region 'Office 101" by "Support (Root)
201211:16:39  "Door 2" was added to region 'Office 101" by "Support (Root)
2012 11:16:35  "Door 1" was added to region 'Office 101" by "Support (Root)

Figure 15-7 Events in the selected region

To view the device events in the selected region and sub-regions, select the option to include children
of this region by clicking the children function.

f’ Office 101

u Region

Genera Events “ Access | Persons present | Automatic actions

Al activities - o e & W @lasthour i B

Time Event - -
@) 27/09/2012 111639 Property ‘Office. 10T was modified by ‘Support (Riepiih Children OFf | &
@ 2770952012 11:16:39  "Zone 1" was added to region 'Office 101" by "Support (Root)'.
(@ 27/09/2012 11:16:39  'Zone 2' was added to region ‘Office 101" by ‘Support (Root).

27/05/2012 11:16:39  "Door 3 was added to region 'Cffice 101" by "Support (Root)'.

-

Figure 15-8 Show also children

Events can be filtered. There are six default event filters available:
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e All activites - all activities performed related to the region (and its subregions, if the With
children On function is activated).

e Access events - list of all access events in the selected region.

e Device activities - all events related to devices in thus using the application (like commands
issued) if the With children On function is activated.

e Device settings changes - all events related to creation of modification of settings in C4 on
the devices.

e Alarms - list of alarm events in the region.

e Fire alarms - list of fire-type alarm incidents in the region.

By clicking Time O, it is possible to set a filter based on time and date. Only activities performed
within the entered time and date range will be displayed

15.3.1 Searching for video records with events

C4 Integrated Security Management System, including a video camera system, enables the user to
search for stored video recording based on the time-stamp of an event. It is used mainly in cases
when an unexpected event occurs and video footage from a (linked) camera my support in
understanding and resolving the reason for the event.

In the Regions tree, find the events list of the related device. If there is a video camera located in the
region, you can select the recording within the required time range when the event occurred.

Note:
The Events tab can also be found in the Replications and Visitors management modules.

15.4 Printing reports

Event printing is available in all Events tabs (Persons, Devices and Regions) & Printing of various
lists can be helpful when creating reports. You can print the reports created or save them in Microsoft
Excel (.xls) format and utilise the collected data in various ways.

Filter

All activities Including children
Count 47

Selected node: Region: Gemax
From: 26092012 11:21:56
To: 27/09/2012 12:21:59
Time Events

2709201212172 Froperty 'Prague’was modified by 'Support (Root). Modified values: Alarm propagation.
270892012 12:16:42 Property 'Prague’was modified by 'Support (Root). Modified values: Alarm propagation.
270892012 12:16:42 Property "1st floor' was modified by "Support (Root)'. Madified values: Alarm propagation.
270892012 12:16:42 Property 'Office 101" was modified by 'Support (Root). Modified values: Alarm propagation.

Figure 15-9 Resulting print report
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Note:
A printer must be added to the computer and configured.

To save a print report as a Microsoft Excel (.xls) file, click ¥~ and choose the appropriate file
format.

E Report

1 of 1 # | & E Q|| Pagewidth -
| Excel
Acrobat (PDF) file

Figure 15-10 Saving a report

You can print a report by clicking b and entering the printing parameters.
15.5 Event monitoring

The system monitors and records events and the date and time when the event happened, according
to the time set in the user environment of the person logged in the application.

15.5.1 Access for authorised persons

To gain access a person badges the card in front of the reader, enters a valid PIN code or a
combination of both of these; a signal will sound to indicate that the card was read and accepted.
The access granted event record will be shown in the person’s activities list and in the list of
activities of the device that registered the access.

15.5.2 Access denied

An access attempt at a device by an unauthorised person is referred to as invalid access attempt. This
occurs if a person badges an invalid card in front of a device. A signal will sound to indicate that the
card was not accepted. Invalid means that the credential used to identify the person could not identify
the person or the person is known but is not allowed access through the device.

An Access denied record will be shown in the Events tab of the Devices tree. The respective card
number is displayed in brackets in the details of the event.

15.5.3 Using Request To Exit button

Pressing the Request To Exit button will allow the person to leave (if no credential on exit is needed).
Overview on the exit button usage can be viewed using the device Exit button of the Events tab of the
device that registered the activity. The record includes the message Exit button pushed.
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15.5.4 Eliminated Door

After a door has been broken down or opened without a proper credential, the Eliminated door
warning will appear in the Events tab of the respective Devices tree.

15.5.5 Door open too long

Person identifies himself (e.g., badges the access card in front of a reader); signal can be heard -
identification was successful. Person holds the door open during a period longer then allowed in the
properties of the device.

The Door open too long warning will appear in the Events tab of the Door device.

15.5.6 Remote opening of a Door

The door can be opened remotely by an application user by right-clicking the respective Door in the
Devices tree and selecting command Open in the pop-up menu.

=g PSN Gemax

+‘L} Group| € Delete
-t ._|» Command 3 --» Open ||
e

Figu.ré"1 5-11 Remote opening of a door

The door will open and the Remote Door Open message will be displayed in the Events tab of the
respective Door device in the Devices tree.

A related message will appear in the Events tab of the Persons tree of the person who issued the
command.

15.5.7 User activities

User activities performed in C4 and in line with the user's application permissions are also recorded as
events and include mainly the following: modification of settings, deleting of objects, renaming, etc.
These events can be viewed in the Events tab of the respective device or person.

Events on devices can also be monitored in the Events tab of the respective device.

15.6 Event filtering

Event filtering is used to select events according to requirements of the user, based on the filtering
conditions.

For each tab (Persons, Devices, Regions), the user can create his/her own event filter, edit it or
delete it by using the Add, Edit and Delete buttons. This concerns the predefined filters as well.

General | Events - Permissions | Access | Extended properties | Persons present | Automatic actions
Activities on devices - O &5 & b (D lasthour | B

Figure 15-12 Add, Edit and Delete icons
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- creates a new event filter
- modifies a predefined or custom event filter

Q. deletes a predefined or custom event filter

Warning:
The following predefined filters cannot be edited, nor deleted:
e All activites (in Persons, Devices and Regions trees)
e Card activities (in Persons tree in Credentials tab)
e Automatic actions activities (in Automatic actions tab, History window)

15.6.1 How to Create an Event Filter

After clicking , the user can select the filtering conditions that will be used as an event filter.

rﬂ Filter BT

\Whzard

Alowed condtions
event ‘unspecified
By person ‘unspecified
at device ‘unspecified
Region ‘unspecified

Event text contains 'unspecified

Filter rule:

< Back Meatt = Cancel

Figure 15-13 Creating a custom event filter

The user can select the following filtering conditions:
e Event - event selection for filtering
e Person - choose a person related to the monitored event
e Device - device selection for which the event monitoring should be performed
e Region - region selection, where the event monitoring should take place
Event text - option to select a text string that contains the event
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15.6.2 Example of creating a new event filter

We will demonstrate the principle of creating a new event filter in the Persons tree, where we create a
new filter: User C4 login and logout monitoring.

Click the Event from the enabled windows menu and click Unspecified to create a filter condition.

rﬂ Filter BT

\Whzard

Alowed condtions
event ‘unspecified
By person ‘unspecified”
at device ‘unspecified
Region ‘unspecified

Event text contains 'unspecified

Filter rule:

event ‘unspecified”
By perzon ‘unspecified’

<Back | [ MNet> | [ Canedl

Figure 15-14 Filtering conditions

Note:
To delete a filter condition, right-click the condition and click Delete.

Fitter rule:
event ‘unspecified’

By person ‘unspecified’
0 Delete

Figure 15-15 Deleting a filtering condition

Click Unspecified to display a list of events available in the application. The event list gradually
appears in the text field while being filtered. Select "Login” and then "Logout” from C4.
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r ——
(B4 Event filter ] : EIEIQ
Events selection
select event for the condition
Search logged ] Name Including children
24 User T%/AM/P/FN%] ([PROPERTIES(UIP F-Ne...
S5 S —"
=120 Applcation event 2 User Ti/AM/P/FN ] ([ZPROPERTIES(UIP:F-Ne @]
M [=1~2=4 Person messages

beid) User T5/AM/P/ENE] ([%PROPERTIES(UIPF:New'
L) User Ta/AM/P/FN] ([PROPERTIES(UIP:F:NewV;
Bz Devices
{14 Technician logged into system [%DEVICEL].
... Technician logged out of system T%DEVICERX].
[l

.

Figure 15-16 Selecting an event

From the enabled filter conditions, select the person to be filtered for the event.
Click Unspecified and select the person from the tree, e.g. Carolina Clark.

r ———
[B4 Persons filter 4 E@Iﬂ
— .
4 Persons selection
.'('_3 Select persons for the condition
Search Name Including children
Clark Caroli
EI' E = 3 & roling 1
3 Support i
- Gemax

EIE;E Customer Service
—-[£] Receiving Order
:
3 Lewis Sandrs
Repairs
i 3 Edwards Martin
2 Miller Henry
e 3 Walker James
= Eiﬂ Manufacturing
=-[Z) Installation
i 3 Bames Steve
-3 Mumay Robert
=1-[Z Human Resources
i e Johnson Catherine
Reception
- 3 Hamison Ann
i -3 Webb Angela
=53 Intemal auditors
b Edwards Martin

EE

'
Figure 15-17 Selecting a person

After making the selection, click Next in the filtering condition.
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Fitter rule:

event ‘more’
By person ‘Clark Caroling”

Figure 15-18 Defining filtering conditions

Enter a descriptive name of the filter, such as: "Login and logout of Clark"

\izard  Script

Mame
Logon and Logout - Clark

Figure 15-19 Naming the filter

After finishing the wizard, the selected person will have the newly created filter appear next to the
predefined filters in the filters list.

&) Clark Carolina

(3  Person
General | Events ~ Permissions | Access | Ex
|Logon and Logout - Clark | - | w ' 0

i Al activities =
i 3 Lewis Sandra Activities on devices
- Repairs Access events
2 S Covrd
Figure 15-20 Newly created event filter

After login and logout of Caroline Clark into C4, a message appears within the events:

g (p:lark Carolina r @ Save o Back
‘ erson
Bh Gemax General | Events - Permissions | Access | Extended properties | Persons present | Automatic actions
=B Customer Service
! =~ Recaiving Order Logon and Logout - Clark - OO i a &Y @Lsthour il
3 Clark Carolina
3 Lewis Sandra | Time Event
=-@ '1'39::;5 e M (@) 27/09/2012 13:56:08  User Clark Carolina {Receiving Order) (192.168.1.2) logged out from the C4 system.
wards Martin
S Miller Herry (@) 27/09/2012 135250 User Clark Carolina (Receiving Order)’ (192 168 1 2) logged on to the C4 system
3

Figure 15-21 Displaying the login and logout of Caroline Clark

If the application administrator wants to prohibit certain persons from displaying the filter, he/she
needs to set permissions to individual event filters (see chapter Types of permission).
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16 Automatic actions

Automatic actions allow the definition of logical relations between individual devices managed in C4
application. At the same time they assist in automation of processes.

Example:

An automatic action is when the entered area is disarmed after swiping a card by its holder. The
purpose of that automatic action is that the system immediately recognises the card holder and does
not require entering any disarm code.

Automatic actions also have many advanced purposes, e.g., automatic setting of air-conditioning if
there are more than 10 people in a room.

Administrating automatic actions means:
1. selecting the event types to initiate automatic actions;
2. selecting the devices to monitor these events;
3. set a person to whom a notification should be sent or to set the execution of any command.

Automatic actions consist of two main parts:
1. set of conditions, on the basis of which the automatic action itself will subsequently be
performed
¢ these conditions can be defined by a set of events that arose in C4
¢ they can be defined from individual statuses of devices
¢ they can be based on the fact that a user issued a command inC4
1. the form in which the automatic action will be performed:
e email, SMS or executing a command that can be performed by a person on the devices
inC4

To predefine automatic actions, select Automatic actions from the Tools menu.

Tools | Help

Visualization
Assets

Replication

| Automatic actions |

Settings

Diagnostics  Ctrl+D

Figure 16-1 Menu selection Automatic actions

The automatic actions panel is displayed. Here automatic actions are managed. Click to select the
function for creating a new automatic action.

This panel consists of two main parts:
e the upper part displays the list of set automatic actions
¢ the second part is the History window, which can be pinned on top or closed

170



- -
[B8 c4 - Automatic actions E@é

File Edit View Tools Help Support [
. Access granted to Steve Barnes :
¢ S Back
» List of Automatic actions l:l/ e 0 =
xR Q2 EH 0
Enabled Condition Actions Owner
V| Access granted to Steve Bames Send e-mail "Access Granted to Steve ... Support
i Defautt alarms C4System

Window with the list
of automatic actions

History window
Al automatic action events b = & & OLast hour : Q

Time Event

@ 25/04/2014 16:1526  'Access granted to Steve Bames’ was created by "Suppont”™ with values: "Actions: -> Send e-mail "Access Granted to Steve Bames’ To recipient ‘Lewis Sandra’, Condttion: -> Event "...

Figure 16-2 Automatic actions panel

Warning:
The system contains a predefined automatic action called Default alarms, which ensures that event

delivery to alarm management. This automatic action cannot be deleted. Only a qualified person
should modify it.

16.1 Procedure for setting automatic actions

The first step in defining an automatic action is to select its type. A filter-like list of types of actions
opens in a new window.
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-
E Automatic Action EIEIQ

\Wizard ~ Scrpt

Search [F Bl

@ Roct =
€3 Access events L
3 Aams

(o] Aming succeeded events

£ Communication problem events

€3 Denied access events

= Devices

=4 [§[%:PROPERTIES(MOD:F:NewValue)%]$] mode activated on [%DEVICEL]"
=4 TDEVICE%] - command [$command.[%/0M/PS/P[child::N="CommandId"}"V...
=4 TRDEVICE®] - continuous recording started.

=4 TRDEVICER] - continuous recording stopped.
=4 "[LDEVICE%] - disabled.
=4 "TDEVICE%] - driver in test version!

Filter rule:

event ‘Any Under Access events
at device 'unspecified

Region "unspecified’

By person 'unspecified’

|

Figure 16-3 Window for creating an automatic action

While writing into the Search field, the results are gradually filtered and only the automatic actions
containing the searched text in their name are displayed. Select Access Granted

-
[A# Automatic Action Elﬂlg
\izard  Script
Search access gr HENE

=4 Azcess granted

== Access grarted for unknown credential Ti/DMAPS/Pchild::N="Hw Specific /W] ..
=4 Access granted to TPERSON] at [%DEVICE%] using credential: [%/DM/PS/P[...

Figure 16-4 Defining the automatic action type

The next step is to select devices for the automatic action type for which these action should be
monitored and executed. Click the link for setting devices in the lower part of the window.

Fitter rule:

event ‘Ary Under Access granted”
at device 'unspecified

By person 'unspecified’

Figure 16-5 Setting the device for automatic action
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By clicking the link a window for selecting devices will open.

[ Device filter [

=) Device filter
Select devices for the condition

Search Name Including children  Subsensor
&7 PSN Gemax v
=4 Root
=-fla PC
<-4 PCDM
= 5? Digtal Video Recorder

Camera 1
Camera 2
@&/ Camera 3

=g PSN Gemax
-4 Central Unit
342 Door Controller
(3 Area 1 Button used to add
§-02 frea2 [«] the it he i
S A3 e item to the list

i Door 3
& Door 4
F;. Door 5
@: Zone 1
4

Zone 3
- Zone 4
Zone 5
)» Zone 2

Figure 16-6 Selecting devices for the automatic action

In the Devices tree in the open window, find the required device, select it and move to the list on the
right side of the window.

Check the With children box to set the automatic actions to apply also to devices that are considered
to be children in the hierarchical structure

Click the person setting link in the same window to select persons who will perform automatic actions.
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-
E Automatic Action EIEIQ

\Wizard ~ Scrpt

Search access gr e

=4 Access granted

=4 Access granted for unknown credential [%/DM/PS/P[child::N="HwSpecific"VV%] ...
=4 Access granted to [%PERSON%] at [%DEVICE®] using credential: [%/DM/PS/P]...

Filter rule:

event ‘Any Under Access granted”
at device "Any Under PSN Gemax’
By person 'unspecified’

Figure 16-7 Setting a person for an automatic
action

A window for selecting persons for the automatic action opens. The system of selecting from the tree
is similar to devices.

-
m Persons filter . ¥

Sy

4 Persons selection
.{j Select persons for the condition

Search Name Including children
Bames Steve
-4 Root - 2 ]
3 Support W
- Gemax

EIE;E Customer Service
- Receiving Order
3 Clark Carolina
3 Lewis Sandrs
(3 Repairs
i 3 Edwards Martin
-2 Miler Henry
e 3 Walker James
= Eiﬂ Manufacturing
=-[Z) Installation
i 3 Bames Steve
-3 Mumay Robert
=1-[Z Human Resources
i e Johnson Catherine
Reception
3 Hanison Ann
3 Webb Angela
3 Intemal auditors _
b Edwards Martin

EE

Figure 16-8 Setting a person for an automatic action
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Devices and persons for an automatic action are set when the text of the link changes to the
respective device, group of devices or persons.
Click Next to continue.

Fitter rule:

event ‘Any Under Access granted”
at device "Any Under PSN Gemax"

Ey person ‘Barnes Steve’

Figure 16-9 Set devices and persons

In the window that opens it is necessary to select the form in which the automatic action should be
performed. Following types of actions are available:

e Send command - this means that if the selected event "Access Granted" occurs, the system
should send a command to execute the event. This command can be defined on the following
screen of the wizard.

* Send e-mail - setting the recipient and body of the email.

e Send SMS - setting the recipient and body of the SMS.

¢ Increase/decrease counter - the user enters the variable name and a value by which the
value will be increased/decreased when the event occurs.

e Start timer - the user enters a name and value of a variable, which will be used as a starting
value for the timer

e Stop timer - stops a running timer

e Set off an alarm - the event that initiated this action will be evaluated as an alarm in the
Alarm management window.

E Automatic Action l E S|

\Wizard

Available actions list
Send command ‘unspecified’ on ‘unspecified
Send e-mail ‘unspecified
send SMS ‘unspecified
Increase counter ‘'unspecified” by "1
Decrease counter unspecified’ by "1
start timer ‘unspecified’ on "00.00:00
Stop timer 'unspecified

Set off an alam

Run Powershell script 'unspecified

Figure 16-10 Action selection

Double-click the selected item to add a link to the bottom part of the window. The link can be used to
set the details of the given automatic action (e.g. to choose an email/SMS recipient or specify a
command).
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Fitter rule:

event ‘Any Under Access granted”
at device "Any Under PSN Gemax'

By person ‘Barnes Steve'
Send e-mail "unspecified

Figure 16-11 Setting an email recipient

In the newly opened window, select a person or several persons from the tree and add them to the list
in the right-hand side of the window. These persons will be the recipients of the email for the selected
automatic actions. In the Text box, enter the text of the email that will be sent to the selected
persons if the automatic action Access Granted occurs.

If you want to send an SMS message, a similar window will open.

F — ~
m Persons filter ] |

43 Persons selection

{3 Select persons for the condition

Search a Recipients
Name

2 Lewis Sandra

-3 Support -
_k Gemax
= Customer Service
[Z Receiving Order
3 Clark Carolina
3 Lewis Sandra
[Z) Repairs
3 Edwards Martin
- 3 Miller Henny
e 3 Walker James
= Manufacturing
=-[3 Instaliation
i 3 Bames Steve
3 Mumay Robart
= -[@ Human Resources
¢ L3 Johnson Catherne
: [ Reception
i 3 Hamison Ann
+-- 3 Webb Angela
Intemal auditors
4, Edwards Martin
ezl Hamison Ann -

m

EE]

Tent
Access Granted to Steve Bames

Figure 16-12 Setting the recipient of the email or SMS

Click OK to confirm the selection and save settings. The automatic action conditions are at the
bottom of the window.

So far, we have set the system such that if it records Access Granted for the multiple devices set by
Steve Barnes, it should send an email to Sandra Lewis.

Tip:
If the text field is left blank, the recipient receives a text of the event that caused the automatic
action.

Warning:
The person selected as an automatic action email recipient must have his/her e-mail address entered

in the Contact tab in C4.
The person selected as an automatic action SMS message recipient must have his/her phone number
entered in the Contact tab in C4.
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-
E Automatic Action : (] |

\izard - Scrpt

Available actions list
Send command ‘unspecified’ on ‘unspecified
Send e-mail ‘unspecified”
zend SMS unspecified
Increaze counter ‘unspecified’ by "1°
Decrease counter unspecified’ by "1
start timer ‘unspecified’ on "00:00:00°
Stop timer ‘'unspecified
Set off an alam

Run Powershell script 'unspecified

Filter rule:

event ‘Any Under Access granted”
at device "Under PSN Gemax'

By person 'Barnes Steve'
Send e-mail 'Access Granted to Steve Barnes' To recipient 'Lewis Sandra’

[ <Back ][ MNet> | [ Cancd |

Figure 16-13 Automatic action setting

To set a command for the automatic action, double-click the Send command at the top of the window
to add a link for setting the command to the bottom of the window.

Filter rule:

event Ay Under Access granted”
at device "Any Under PSN Gemax"
Ey person ‘Barnes Steve’

Send command 'unspecified’ on 'unspecified’
Send e-mail 'Access Granted to Steve Barnes' To recipient 'Lewis Sandrs’

Figure 16-14 Link for setting a command

Click the link to open a command setting window.

An example of an automatic action executed in the form of a command is when a room automatically
disarms when a specific person enters it.
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[3# Device filter | Zm

Device filter
\ﬁ Select devices for the condition

Search a e
¢ Aeail
=4 Root 2 :
=-m PC
=2 PCDM
E (ﬂ Digital Video Recorder

Camera 1

-4 Certtral Unit
A= Door Controller
-3 Area

34 o
Area 3

£ Door3
& Door4
= Door § Command

-

) Zone 1 [D|sarm e
A0 Zone 3
B
.}
@l

=:}

8- Zone 4
-8 Zone 5
Zone 2

Figure 16-15 Setting an automatic action command

Fitter rule:

event ‘Any Under Access granted”
at device "Any Under PSN Gemax"
Ey person ‘Barnes Steve’

Send command Disarm’ on ‘Area 1°

Send e-mail 'Access Granted to Steve Barnes' To recipient 'Lewis Sandrs’

Figure 16-16 Parameters of an automatic action

If you do not wish to set more conditions for an automatic action, click Next to confirm the setting.
In the next step the system will prompt you for a custom name of that automatic action. Enter the

name. If you do not name the automatic action and the Name field remains blank, the nhame will be
the condition.

E Automatic Action l (S S
Wizard “ Script
Name

Access granted to Steve Bames|

Figure 16-17 Name of an automatic action

After setting an automatic action, a record on that action will be added to the list in the Automatic
actions panel and after one minute this action will start working.

Access granted to Steve Barnes

Loy ) Save ” Back
o' List of Automatic actions l:IJ G
& 0 2
Enabled Condtion Actions Owner
Default alarms CdSystem

Access granted to Steve Bames Send command 'Disarm’ on ‘Area 1"an...  Support

Figure 16-18 Automatic action setting
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16.1.1 Automatic action owner

Each automatic action has an owner - the creator of the action. The action is executed in the context
of the user who created and set this action and in the context of access rights set in the entire C4
Integrated Security Management System. An owner can therefore set automatic actions only to those
objects to which he/she has access rights. Similarly, an automatic action recipient can be notified
only of those objects to which he/she has access rights.

Access granted to Steve Barnes E) Save 0 Back
List of Automatic actions
& 0236 Automatic action
Enabled Condition Actions Orwny owner
V| Access granted to Steve Bames Send e-mail ‘Access Granted to Steve ... Support
V| Defautt alarms C4System

Figure 16-19 Owner of an automatic action

If an automatic action is set for a user and that user is later deleted from the system, the action will
be displayed as invalid and greyed out.

However, an invalid automatic action will not be deleted from the system, which means it can be
assigned to a new owner using the Take Ownership function.

. Default alarms
T List of Automatic actions
X AiHi©

Enabled Condtion

7 Default gld_13ke ownership

v Access granted to Steve Bames

Figure 16-20 Taking ownership

16.1.2 Test an automatic action

An automatic action test uses a simulation of fulfilling the defined conditions of the action without
having to wait for the action conditions to actually be met (e.g., actual badging the card in front of a
reader).

In case something incorrect has been set for the action, this test will reveal the mistake and it can be
corrected before it actually occurs.

Use Test to check links between individual conditions of multiple automatic actions to each other
(looping), because the system does not check it when automatic actions are set.

.. Default alarms
' List of Automatic actions

' FHET)
Enabled Condition

Test
F Default alan'n

v Access granted to Steve Bames

Figure 16-21 Test function
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16.1.3 Automatic action script

Each automatic action can be additionally modified by editing its script directly. To edit an action
click

Do | 0 2 3
Enabled Condition
7o

Figure 16-22 Edit automatic action

Selecting this function will open the Automatic Action window. Click the Script tab and then click Edit
script manually.

E Automatic Action l B S|

ard | Script

Edit script manually
Figure 16-23 Script tab

The system will ask whether you really want to modify the automatic action manually, because no
further modification through the wizard will be possible.

c4 i:h

! . If you dedde to modify an automatic action manually, you would not be able to modify it using a wizard in the future!

[ K ] | Cancel

Figure 16-24 Confirming script modification

Once confirmed, the automatic action script will open and can be edited manually.

Script

(EfRarE oo '8cl04del-10eé-44ec-2282-6560970315853 ")
Add Variable | '0324a6a3-226e—40cd-aEE3—
lddcaZeebZZ3") (FERSCH '0eTbEalZ-4c5d-4a95-5307b—
4bEbfeldlskbb') ACTICON SendCommand { Recipients = {'Z28cb77dZ-
l8fa-4la3-8l3e-ec75425%8eee’'}, CommandType = 'S5acZ0483-53d43-
4324-938k-2Zcaalabfed00', CommandParameter = "" } ACTICH
SendMail { Recipients = {'0cZ8e735-415d-4ee5-a0&86-
Obefefb330ad'}, Text = "Access Granted to Steve Barnes" }

Figure 16-25 Automatic action script: add variable
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The Add variable function makes it possible to additionally add an object into an automatic action.

By clicking " opens a window, where you can choose a variable of a selected object that you wish to
add to the script.

B Add Variable (S
Persons Devices | Regions Events Replica
Search B

=A% Customer Service

(2 Receiving Order
-3 Clark Carolina
fe 2 Lewis Sandra
Repairs

-3 Edwards Martin
-3 Miller Henry
-2 Walker James

F:igure 16-26 Selecting a variable

The function for checking the syntax of the language will be available after the script modification.

Mfizard | Script

D |

{EVEN] N 'ec004del-10e6-44ec-22B82-6568097031353 ")
[@ '03Z4z6823-ZZ6e—40cd-a685-

ld4caZeebZZ5") (PERSCON "O0eTbtali-4c5d-4235-307b—

4b8kfeldlSkbk') ACTICN SendCommand { Recipients = {'Z8cbkb77dZ-

18£2-412%-813e-ec754a55%8eee"}, CommandType = '52cZ0483-53d43-

4324-338b—=2Zcaala5ed00', CommandParameter = "" } RCTIOH

SendMail { Recipients = {['0cZBe735-4l:5d-4eg5-alce-

Obefefb330ad'}, Text = "Rccess Granted to Steve Barnes™ }

Figure 16-27 Check syntax
In case of a syntax error the system will display an error message.

LE=ICaL ERROR. Line 1. Cannot recognize token: '

Figure 16-28 Syntax error in the script

Warning:
Editing the script requires a skilled and trained administrator; please request one from the system
vendor.

16.1.4 View on the object automatic action

In the Professional panel, the relationship of a person or device to the automatic actions being set are
shown in the Automatic actions tab.

This means that if any person is related to any action, it will be displayed in that tab.

As per the previous settings in chapter Procedure for setting automatic actions, if Steve Barnes is
selected, the Automatic actions tab shows the actions related to that person.
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> = 4 Barnes Steve
W Person

=4 Root

i3 Support

= % Gemax

= Customer Service

Receiving Order L=~
-3 Clark Carolina
-3 Lewis Sandra
Repairs
1on® Erhumede Wadtin

0 2
Enabled Condition

o Access granted to Steve Bames

Iy Save

0 Back

t | Automatic actions

Actions Owner

Send command "Disam’ on ‘Area 1'an...  Support

Figure 16-29 Automatic actions tab

16.1.5 Running Powershell Script

Automatic actions allow to run any Powershell script, which ensures an interaction between C4 and

other systems.

The script must be saved in the Scripts folder, which must be created in the installation folder on C4.

When a Powershell script is called in the Automatic actions wizard, the entire filename including the

extension must be entered.

E Automatic Action = =

‘whzard
Available actions list

Send command ‘Unspecified’ on 'unspecified

Text Sample P51
—

Set off an alarm

Run Powershell script unspecfied
Fitter nule
event "Any Under Alams”
at device Under PSN Gemax’
Run Powershell script ‘unspecified’

< Back Neat > Cancel

Figure 16-30 Calling a Powershell

script

In addition to standard commands, Powershell scripts can include the following syntax of C4.

Method

Description

Sc4.Counterlncrement( "counterName”, [int]
STEP )

Increase the counter "counterName" by the value
STEP

Sc4.CounterDecrement( "counterName", [int]
STEP)

Decrease the counter "counterName" by the value
STEP

Sc4.SendCommand( [GUID]commandType,
[IHandle]destination, [string]parameter )

Send the "commandType" command to the
"destination” device with the "parameter”
parameter

Sc4.StartTimer( [string]name, [TimeSpan]

Start a timer "name" from the value "after”
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after )

Example of starting a timer that expires in 1 hour
and 25 minutes:

Stimespan = new-timespan -hour 1 -minute 25
Sc4.StartTimer( "timer1”, Stimespan )

$c4.StopTimer( [string]name )

Stop the timer "name”

$c4.SendSms( [IHandle] recipient, [string] text )

Send an SMS to "recipient” with the content "text"

Sc4.SendEmail( [IHandle] recipient, [string]
text)

Send an e-mail message to "recipient” with the
content "text”

Sc4.GetDeviceld([Guid]"'someguid")

Get the value "DevicelD" from the unique identifier
of the device

|Parameter Description
Seventld unique identifier of the event type
Sdevices enumeration of all devices related to the event that
initiated the given automatic action
Spersons enumeration of all persons related to the event that
initiated the given automatic action
Sproperties enumeration of all properties of the event

16.2 Setting parameters

To send emails and SMS messages by the C4 server, the e-mail server and SMS gateway parameters
must be defined in order to provide notification of selected events.

16.2.1 Email server

Setting of email server parameters is determined by settings of the particular email server; in other
words, it is necessary to enter information required by the given server.

Select Tools - Settings - System settings - Mail server tab in the main application menu and enter the

necessary details.
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X Settings

4

System settings

SMTP server parameters

E-mail server (SMTP)

Sender's E-Mail

SMTP Server Port For Communication
Accourt

Password

Timeout

Sender's Name

Subject

Enable Securs Communication

E-mail server (SMTP)

SMTP server address used for sending e-mails

%] Modified 04.01.201211:35.46 - —

[B# c4 - Settings [EES R
File Edit View Tools Help support [
L) Save 0 Back

25

100000
Security System
Security System
Mo

Warning:

Figure 16-31 Email server parameters

For more information on these parameter settings, consult your email server administrator.

Warning:

After setting the email server parameters, restart the Message Broker service.

16.2.2 SMS gateway

Select Tools - Settings - System settings - SMS Gateway tab in the main application menu and enter

the details required by the operator.
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[l c4 - Settings [EES R

File Edit View Tools Help support [
% Settings ] Save G Back
Personal seftings | System settings
El 4 SMS Gateway
SMS Center
Backur PIN Code
Commurication Port
Bits Per Second 9600
] Data Bits 8
Parity Mone
Stop-Bits 1
9
A
o]
5SMS Center
The number of SMS center
%) Modified 09.05.2011 14:06:51 - —

Figure 16-32 SMS gateway parameters
16.2.2.1Changing the SMS gateway Settings

SMS central unit

If the SMS central unit does not contain a predefined telephone number, enter the number given to
you by the operator. Otherwise, this field is left blank.

PIN
If the SIM card is locked by a PIN code, you need to enter the PIN code into settings, so that the driver
would be able to unlock it.

Tip:
We recommend not to have a SIM PIN code to prevent the system being locked because all attempts to
enter a correct PIN failed and the SIM card is locked.

Communication port

This indicates a server serial port that is used to communicate with the SMS gateway:
(Bits per second, Data, bits, Parity, Stop bits)

Detailed setup of the serial port is set according to a specific SMS gateway.
Communication port must be set as COM + number. (e.g., COM1, COM2..... COMn)

Note:
If the communication port and its parameters are set up incorrectly, SMS functionality will not
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activate.

Warning:
After changing the settings, the services must be restarted in a specified order:

1. Stop Device Manager and then Message Broker.
2. Start Message Broker and then Device Manager.
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17 Visits

The Visits module is used to administer cards handed out to customers. It is used to register visitors
as well as the host and allows tracking the card handed out.

View | Tools Help

Professional -
43 Barnes Steve

Menitor
Persan
Cash desks monitor
Image Monitor General ~ Events = Permission
| Visits 4 Visitors evidence
----- 3 Clark Carolina | Visitors management |
H vim Commdem

' Figﬁre 17-1 Selecting a menu option

17.1 Visitors management

This part controls the entire Visits module.
Procedure for initialising the Visits module:
1. Creating a reception.
2. Define the accesses concerning the visiting cards sets belonging to this reception;
3. Assign the visiting cards sets;
4. Issue the command for sending persons to devices.

17.1.1 Create a reception

A reception is a group of workplaces sharing the same visiting cards sets. Receptions are created in
order to centralise the visitor management of a specific company within C4. Different receptions
cannot see visits of other receptions.

It is necessary to create at least one reception, as it is not possible to produce visitor evidence
without reception.

To create a reception:
1. Click the Root node in the Visitors management tab in the Receptions tree. Right-click and select
the Add - Reception function.

File Edit View Tools Help

| {
“]i Add  » '|' '8  Reception |b
r_ 54

Figure 17-2 Creating a reception

2. Enter the reception details and confirm.
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Reception Gemax
Reception

General - Events | Access

5 Name Reception Gemax
Intemal number 78309

Fvtamal mombar

Figure 17-3 Entering reception details
If there are two or more receptions present in the system, when entering the Visitors module, a user
will be asked to choose the reception that he/she wishes to use and register visitors into.
17.1.2 Define accesses for reception’s visitor cards
To set the access for visitor card sets managed by the respective reception, click on the Access tab on

the right-hand side of the selected Receptions tree. You can set the access the same way as in
persons access rights settings described in chapter Personal Settings.

il -
= Reception Gemax
=4 Root Reception
BN Feccicn oo
ne Eventz = Access Extended properties
Devices - S [E,
Name Allow Time restriction
=4 Root
=-a PC3
=& PCYDM
- PSN Gemax
=82 Central Unit |g Allow
£ Areat B ey
9 Aea? D Inherit
3 Areal
Fi Doar 3

Figure 17-4 Setting access to reception’s cards

In this manner you can define the devices through which the visitor obtaining the card is allowed to

pass.

Tip:
It is not recommended to allow visitors to access private company premises. Restricted access only -
i.e., access to public premises (passage, dayroom, etc.) - is recommended.

17.1.3 Assign visitor cards to a reception

Assigning visitor cards to a reception is performed in the card management infotype.
1. Click the Add button to select the card you wish to assign to the reception.
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Reception Gemax g
=4 Root Reception -
-8 Reception Gemax
General ~Events | Access
[?J_i K & - .__-: thsslgn to administration Create - 0 Delete - @
S Type Name Code @ Card Cotag 1 Status
@ HID 40 0010005 | @@ Card iButton %
'B & HID 40 B8 Card Keyscan 36 V]
@@ Card Atslum 3
@8 Card Ats Standard
@@ Card EM125kHz 3
% @ Card HID ® CardHID26
Settings B8 Card Legic @8 CardHID 27
@@ Card Motorola » @@ Card HID 32
| @8 Card Mifare b @@ Card HID 40
I & Label @ CadHID48

Figure 17-5 Assigning a visitor card to the reception

2. Enter the information about the card: Name and Code and Save.

L] & S Eh}\ssign to administration Create - € Delete | % | O
Type MName Code Holder Status
@ HID 40 0010009 v
& HID 40 0010010 v
& HID 40 0010011 i

Figure 17-6 Assigned cards

In this list you can manage the visitor cards
e Search
e Assign to administration
e Create
e Delete
Sort by column

Visitor card management follows the rules similar to the management of cards - credentials. These
operations are described in chapter Credentials Management in the OS environment. However, do not
use visitor cards as normal employee cards and vice-versa.

17.1.4 Issuing a command for card loading

Cards need to be activated before being handed out to visitors. Cards are send to devices
automatically daily at a set time or may be send manually to devices by selecting the Send credentials
operation in the Devices tree; see chapter Credential activation.

17.1.5 Importing visitor cards

Visitor cards can be imported into the system in a similar way to employee cards. The procedure is
described in chapter Credentials import.

17.1.6 Reception settings

Individual settings for each reception in C4 can be performed in the Visitors management panel on
the Settings tab. For example, you can set up whether Host details are mandatory in the visits
register of the given reception. Various receptions in the system can therefore have different
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settings.

Reception Gemax \
\ 5 Back
Reception E) ave ° €
General - Events = Access = Extended properties
n— 4 Reception
g‘: Yes [~]

Contact Identity Card Reader File Location Na

Figure 17-7 Reception settings

In the reception, the path to the file with visitor data collected from a reader can also be set.

Reception Gemax [ @ Save G Back
Reception
General  Events = Access  Extended properties
[} = 4 Reception
= Host Record Yes
Contact Identity Card Reader File Location Cheardreader bt

Figure 17-8 Setting a file path from a reader

17.1.7 Defining various access rights within one reception

If it is necessary to define different access permissions for certain visitor cards, it can be done by

using corridors.
A corridor is an element that can be created under a reception and has the same configurable
properties as the reception.

Under the reception, create a new corridor that represents a delimited area to which the specified

group should have access (e.g., second floor).
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B“ o Add [ 4! Corridor

e Delete

Contact

Figure 17-9 Creating a corridor under:
the reception

Add visitor cards that will have access to the specified areas to the corridor management.

2nd Floor
=4 Root Corridor
- Reception Gemax
: 4‘ st Floor General - Events = Access | Extended properties
sl 2nd Floor
IQ'E, X & - h Assign to administration ) Create - €3 Delete | % | ©
—
Contact | Type & MName Code Holder
& HID 40 BABBFGEC

Figure 17-10 Assigning visitor cards to the corridor

Define the access permission on the corridor.

2nd Floor
El-4@ Root Corridor
=P8 Reception Gemax
4‘ 1st Floor General | Events | Access - Extended properties
3

Devices '@a&'ﬁ)a
Name Allow
=@ Roct B
=-Am PCY B
-3 PCYDM B
O-&d PSN Gemax x|
-4 Certral Unit B
..... £ Areal D
..... £ Area2 D
..... £ Areal D
----- E Door 3
----- E Door 4
I ..... E Doors

Figure 17-11 Allowing access to the corridor

After persons are send to their respective central units, access permissions of visitor cards are valid
and can be assigned to visitors on the Visitors evidence record panel.
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17.2 Visitors evidence

Visitors are recorded through visitor evidence.
When registering a new visit, proceed as follows: in the main menu select View - Visits - Visitors
evidence. The window with the list of current visitors displays. The list can be sorted by any column by

clicking its name.

= RC X |
qupnrt-

E C4 - Visitors Evidence

File Edit View Tools Help

@ Ohara Peter

List Of Visits

Card Wistor Vistes Start Author Reason
0070011 Ohara Peter Suppart 511 2011 9:27 PM | Support

Figure 17-12 List of current visits

17.2.1 Quick adding a new visit

A new visit can quickly be registered by badging the card in front of the card reader. The system will
then create a new visitor record. The window with pre-populated data will be shown. The reception

then clicks lEl to fill in the visitor card and clicks Enter twice to confirm the entered data.

E C4 - Visitors Evidence o || B2
File Edit View Tools Help Support [
& E) Finish

List Of Visits —

Card Wisttor Vistes Start Author Reason

a5 Quick visitor addition @

Name JOHN
Sumame SMITH
Identffication card 314253 AB
Card @
Visitee E
Reason

[ Cancel |

Figure 17-13 Quickly registering a new visit
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Warning:
For ID card readers, fill in the path to the file containing data from this reader (see chapter Reception
settings).

17.2.2 New visitor record

A new visitor can be registered after the reception has taken down a new record for a visit:

1. By clicking in the visits list.
2. The window for visit lookup entering will open. Enter the name, a part of the name or the ID card

number and click .

[ Find Visitor e S
Search | a
@ by name
by idertification card MNo.
Name Identifi  City ZIP Address

| Creae | oK Cancel

Figure 17-14 Visit search window

3. If the system finds the person (visitor), it means that that person is already registered in the
reception and it is not necessary to register that person again. Confirm the visit record.

4. If the system does not find the person, it means that that person has not been registered in the
reception yet and he/she must be registered. Continue by clicking Create.

5. Enter at least the required information about the visit. Some details showing the IEI icon can be
entered by selecting existing records from a list. This means that clicking this icon displays a list of
options you can choose from. In the case the required recording is not included in this list, enter
the details manually into the respective field.

Example:
The name of a visitor visiting the company for the first time needs to be registered into the system in
order for the system to "remember” that person's name. When the person next visits, the visitor can

be looked up according to his/her name (by clicking the lEl icon and double-clicking their name) and
the name will be inserted into the respective field. Searching of existing visitors is not accent-
sensitive.

Warning:
You can fill in the Host field only by selecting an existing employee from the list. New employees
cannot be added.
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The Host property can be mandatory or optional. It depends on the configuration of the reception.

- .
[ Find Visitor S5

Search
@ by name
() by identification card No.

Name Identifi City ZIP Address
Smith John

[ CGeae | [ ok ][ Concel |

e

Figure 17-15 Selecting from the list of existing records

[ C2 - Visitors Evidence = i) ]
File Edit View Tools Help support [
@ Johnseon Sarah d

Edit Visitor = o
Contact " Extended
& Access Allowed
-
Address
Ciy 7IF code
Country -
=9 Emal Sex Female =

Sumame Johnson Weat phiv h

Idertification card | Fax Celphone

Tile

Name Sarah

Card

Visitee

Reason

Figure 17-16 Form for registering visits

=0
Figure 17-17 Picture import
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The visitor’s picture can be assigned to his/her account - see chapter Adding a picture to a person’s
record.

If the reception registers a person who the system administrator has declared to be an not allowed
person, the system will warn the user not to issue the card to that person. It is up to the receptionist
to decide whether the visitor in question will be allowed to enter the premises despite the warning.

Smith James

Edit Visitor
° Access Denied
Sumame Smith
ldentffication card
Title
Name James

Figure 17-18 Visitor with denied access to the object

The visitor's contact information is displayed on the right-hand side of the screen. You can register
additional information in the Extended tab.

Extended

Car number
Car type

Parking place

Expiration reason

Nate

Figure 17-19 Extended tab - additional information about the visitor

L
After registering all mandatory and relevant data about the visit, click the button to save
the record. The visit is registered into the current list of visits.

17.2.3 Finishing the visit

At the end of the visit, it is necessary to inform the C4 system and formally close the visit.

Select the required record in the list of visits and click the button in the upper right
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corner. The record will disappear from the list of visits. The card can now be issued to another visitor;
information about the visitor is recorded in the system’s history.

Note:
Several receptionists can work together in one Visits module; i.e., they all can enter visits into the
system. The screen is updated every five seconds.

17.2.4 Modifying visitor's data

Visitor data can be further modified in the Visitors tree of the Visitors management module. To allow
a person to modify the tree, assign permissions in Application -> Visits -> Visitors management.

Pl A

43 Smith James

[y Save Back
= Root B Visitor U 0
- 3 Smith James
General
= _
.;3_1 3 Sumame Smith
Name James
Titles
Qa Idertification card
Extended Intemnal number
Extemal number
E-mail =0
Function Sex | ~

Fig=ure 17-20 Visitors tab in Visitors management

Access Allowed

The ¥ icon indicates the permitted access of the visitor. Click this button to configure
for a particular person that the receptionist does not allow this person to enter the object in the

A Denied
future. As a result of this setting, the specified visitor will be marked with the ° = con.

Warning:

° Access Denied . . . . . .
The button is only informative; this setting does not prevent the person from entering
the object.

4 Smith James

Wisitor

General Events

I?J = vl Access Allowed
: ..
@ Company

Car number

Figure 17-21 Advanced properties of a visitor with allowed access to the object

Tip:

Receptions can use visiting tickets as well as credentials. Visiting tickets are simple credentials
without electronic chips and they are most commonly filled out by hand. Although these visiting tickets
are not send to access devices, they make it possible to search for entry and exit of visitors in

196



reception’s events.

Tip:
Visits events history can be viewed and printed in Visitors management panel. Else the window will
hide automatically if another window becomes active.
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18 Data import and export

Data import and export enables users to transfer data between two C4 System implementations or
between two different information systems.

When importing and exporting data the C4 System uses data saved in XML format. Data can also be
imported from Excel (see chapter Person import from Microsoft Excel).

Data export makes it possible to extract information and data saved in the system and consequently
save it in a form that enables further use of the data. All information about persons, credentials, and
devices can be extracted into groups and roles, along with all information about devices of the C4
system user interface. Importing allows a user to insert information entered in the required format
from a file into the C4.

The import and export function offers a variety of possibilities:

— In terms of the integration of a company's personnel system into the C4, you can import
persons’ data into the Persons tree of the C4.

— Import and export of persons is extended by the option to import and export permissions.

— This function allows an existing list of devices to be imported into the Devices tree of the C4,
which is especially useful when performing large-scale installations with many devices.

— It also allows to import and export the Regions tree configurations and to preserve the
created region configuration.

— It allows you to export and import the existing configuration for instance from a test
environment into the (live) production environment.

Import and export of these configurations must be performed in the following order:
1. Persons
. Devices
. Regions
. Credentials
. Permissions (Permissions are always imported after the persons, devices, regions, and
identifiers have been deployed within the application.)

G AN WiN

18.1 Data export

Data can be exported from the C4 In a complex way, i.e., the data of an entire tree, or partially, i.e.,
only the data of a selected node, or of a selected object.

1. If you want to export the configuration of the Persons tree together with all information, click to
select the Root node. Select External data - Export from the File menu.

File | Edit View Tools Help
Add » = G
= emax
@ Delete Ctrl+Del R
Save Ctrl+5
External Data... F Export  Ctrl+E | Events
Restart Import  Ctrl+]
Exit I' == Nan
It

Figure 18-1 Import and export
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2. Select Person export to file in the displayed window and click Next.

I E Data Export

Operation type

Select an optien you want to perform

Persons export to file
BExport pemissions to file

Bxport persons to csv file

Description
Bxports selected node to file.

[ Net> |[ canesl

Figure 18-2 Export to file

3. In the next window open the location to which you wish to export the data file. To export data on
groups and subordinates, check the respective boxes.

I E Data Export

Operation type

Select an option you want to perform

Selected node: Gemax

File

Including children

With groups

Figure 18-3 Selecting location for data export
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= Hide Folders

m Save As w
@Q-| v Samples » - [ 4] [ s les ol
Organize v New folder @
[ Control Panel “  Name ‘ Date modified Type Size
@ All Control Panel Iter )
. Houses 10.4.2011 14:18 File folder
By, Appearance and Per! ~ .
. Maps 14,5, 2011 16:49 File folder
& ock, Language, an X
P Clock, Languag
— | Devices ATS1250.cz.cdb 10.12. 2009 15:48 C4B File
'® Ease of Access )
|| Devices,FP2000.sk.cdb 10. 2. 2008 12:10 C4B File
#5 Hardware and Sount )
. || Devices.Galaxy.sk.cdb 10.12, 2009 15:55 C4B File
¥ Metwork and Interne
Pregrams
'?_z_ Systemn and Security
82, User Accounts and F
£ Recycle Bin =
Samples
Unused
|| m +
File name:  Persons.Gemay| -
Save as type: |C4B file v]
[ Save ] l Cancel ]

Figure 18-4 PC folder structure

F
E Data Export

Operation type

Select an option you want to perform

Selected node: Gemax

File

C:\Persons'\Gemax.cdb

Including children

With groups

Figure 18-5 Export settings
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r
E Data Export

Data Export

data are ready for export

Click "Mexd" to load downloaded data and save the file.

[ <Back |[ MNet> |[ Cancel |

Figure 18-6 Selection to execute the export

f E Data Export @

Wizard End Export

File with exported data has been successfully saved
JA\Persons.Gemac.cdb.

Emors: 0

Wamings: 0

Close

Figure 18-7 Finishing the export wizard

Follow a similar procedure when exporting devices or regions. However, when exporting devices,
choose the Devices tree. You can export regions only in the Regions tree.

Note:
Exporting PINs
When exporting PINs, the user must have permission in Application to display PINs. It is not advised

to enable this for security reasons.

[ Viewing PINs g
[ Automatic printing of reports

Figure 18-8 User permission setting for viewing PINs
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18.2 Importing Data from a File

1. To import the configuration of the Persons tree together with all information, click to select the

Root node. Then select External data - Import.

File | Edit View Tools Help
Add » i G
2 emax
© Delete Ctrl+Del M
Save Ctrl+5
External Data... » E Export  Ctrl+E Events
Restart E Import  Ctrl+I
Exit - Mar
Irte

Figure 18-9 Import and export

2. In the displayed window, select Person import from file or Credentials import from file.

[ E Data Import

==

Operation Type

select an option you want to perform

Cl}

| Persons impart from file
Import permissions from a file
|dentifiers import from a Microsoft Excel file {xds, xlsx, csv)

||
Import of persons and cards from Titan

m

|| Description

Import persons from the selected file into the node set in application.

[ Mead >

] | Cancel

Figure 18-10 Import from a file

3. Select a file located on the hard disk. Next, select whether you want to resolve collisions caused by

importing persons from a file into an application.

Persons who collide because they are not the same in both the file and the application will be

identified in the system by matching identifiers.

As an identifier, you can use one of the following two options:

e Person ID

A number automatically assigned by the application. This is a good option if no other means
for person identification exist within the organisation.

¢ |nternal number

If you mark persons within an organization by unique codes like personnel number or HR
number, these can be entered in the Internal number field in the Contact tab. At import, you
can select to identify based on the Internal number field.

If a match between credentials of a person from the file and a person from the application is found,
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select one of the following three options:

¢ Create new
Persons from the file with the same ID as a person from the application will be imported, but
they will receive new IDs.

¢ Replace existing
Persons from the file that have the same ID as a person from the application will be
imported, but the original persons in the application will be deleted (overwritten).

¢ Synchronization
Persons in the application that have the same IDs as the persons from the file will be
overwritten as well, like in the previous case. Moreover, persons who are in the application,
but not on file will be deleted.

r ~
E Data Import S
Import Setting /
select options for imported data
File

[

Options

|dentification of imported data accordingto | Person 1D - |
@ Create new

Replace existing

Synchronization

L8
Figure 18-11 Setting import options
(B8 0pen ==
P = = 1
o) | » Samples » - | "fl | Search § R
Organize = MNew folder G | '@3
- Favorites Mame ° Date modified Type
B Desktop Houses 10.4.201114:18 File folder
4. Downloads . Maps 20 File folder
=l Recent Places || Devices. ATS1250.cz.cdb C4B File
| Devices.FP2000.sk.c4b C4B File
Bl Desktop | Devices.Galaxy.sk.cdb C4E File
. m 3
File name: ~| [caBiile C.cab) -
[ Open |v] | Cancel ‘

Figure 18-12 Selecting and inserting an imported file

Further steps are similar to the export procedure (see chapter Data export). Confirm and finish the
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operation. The application window will subsequently be generated anew and new data will be imported
into the Persons tree.

Proceed in a similar manner when importing devices or regions. However, when importing devices,
select the Devices tree. When importing regions, select the Regions tree.

18.2.1 Person import from Microsoft Excel

A list of persons can be imported from an Excel table into C4 application. C4 supports .xls format of
Excel XP and 2003.
The Excel table format with the list of persons you wish to import into the C4 application must meet
the following requirements:
— Column names in the first row of the table are data that will be imported to the C4
application (e.g., first name, surname, personal number, centre name, card type, etc.).
These names are arbitrary.
—  Only two columns are mandatory: Surname and Internal number (personal number);
— Internal number must be unique for each person, duplicates are not allowed. If personal
numbers are identical, the C4 system will create only the last one.
— Internal number may be repeated only if importing more cards for one person.
— Columns must be of the same data type (number, text, etc.). Changing the data type is
described at the end of the chapter - see warning.

If the table contains more persons with the same surname but a different personal number, two
persons with the same surname will be created.

A B C
1 Department Internal Number Surname
2 TestDepartment 1 TestPersonl
3 |TestDepartment 2 TestPerson2
4 3 TestPerson3
5 4 TestPersond

Figure 18-13 Example of an Excel table

If a "Centre” node type has been created in the Persons tree and persons in the table are assigned to a
centre, the persons list from the table will be imported directly under this centre. If the centre is not
created, the persons will be created under the company.

How to import:

1. The .xls file the data will be imported from cannot be opened during the import.
2. In the Persons tree, create a company to which the person list will be imported.
3. Select Import.

4. Select the option to import from a file and confirm.

5. In the Import settings window browse your PC for the file you wish to import.
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r
E Data Import

Import Setting

select options for imported data

File

J:\import_test xls D

[ <Back |[ Net> || Cancel

Figure 18-14 Setting persons import

6. Select a file located on the hard disk. Choose from further options whether you wish to replace
existing data with the imported data, create a new configuration or synchronise data.

7. The next window shows data from an Excel file. You need to assign Excel items to items in C4. It is
required to assign Internal number and Surname fields. No other data needs to be assigned.

r
E Data Import

Data Import

set data required for import

Standard identifier type

[ cand (EM 125 kHz 26) -
tem in C4 File tem -
Center [
Tile [
MName [Name

Sumame./MName
Sumame

Last tithe Mame

Imtemal Mumber

Intemal number Code

e Card Type
Valid from Card Length
Valid to PIN

[ <Back |[ Net> |[ Cancel

Figure 18-15 Assigning attributes

Warning:
Generally, Internal number is recorded in Excel as a number. In cases when the personal number
contains a letter or a special sign, Excel saves the data as a different attribute type.
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A B
Surname Internal Mumber
TestPersonl 100 25
TestPerson2 100 26
TestPerson2 M- 10027

Figure 18-16 Example of a different data type

ECRR U S

If importing persons from Excel into the C4 system, all data must be of the same attribute type. Here
is how the data can easily set to be of the same attribute type in Excel:

1. Mark all cells in the opened Excel sheet with the data prepared for import to C4.

2. Right-click and select Format cells.

A
Surname Interr
TestPersonl |100 25
Test Person2 |1002¢
TestPerson 3 |N- 10

Cut

i}'g“l

Copy
Paste Options:

Insert

Delete

Clear Contents
% Format Cells...

Column Width...

Hide

Unhide

Figure 18-17 Data typé setting
function

From the menu select the General data type and confirm.

A B C D 1= E
Surname Internal Numbel Format Cells
TestPersonl [100 25
Test Person 2 1100 26 Mumber | Alignment | Font | Border I F
Test Person 3 |MN- 100 27 Category:
- | sample

Number
Currency
Accounting General format cells hay
Date

Time
Percentage
Fraction
Scientific
Text
Spedial
Custom

Figure 18-18 Selecting the data type

Internal Mumber

Such data can be imported into the C4 system correctly.

If the Excel table contains two or more identical names and personal numbers but different card
numbers, the system creates one person with several assigned cards.

In this way, more cards may be assigned to one person at the same time. Cards can be imported also
individually, see chapter Credentials import.
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List of items in C4:

Center (for centre import)
Internal number (required)
Title

Firstname
Surname (required)
2. title

E-mail
Identification card
BIN

VAT

Web

Note

Invoice address
Function

Sex

ZIP code

City

Fax

Cellphone

Phone

Work phone
Address

For credentials:

Card name

Card code (required for card import)
Card type

Card length

18.2.1.1Credentials import

Importing cards into the system is performed using the Credentials import from a Microsoft Excel file
(.xls) function.
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r
E Data Import

Operation Type

select an option you want to perform

Person import from a file
Perzon import from a Microsoft Excel file (xls, xl=x, .cav)

Import permissions from a file

1 e

Identifiers import from a Microsoft Excel file (s, xl=x, .csv)

Deschphion
Imports identifiers from the selected Microsoft Excel file (xds, xdsx, csv)into an organisational section
of the application.

[ MNet> ][ GCancd

Figure 18-19 Importing cards from Excel

To import cards, the type and length of the cards must be specifically defined (e.g., ATS IUM 32).
Visitor cards can also be imported.

The procedure for importing people with cards is exactly the same as described in chapter Person
import from Microsoft Excel.

Note:

If you experience problems with card importing or the import fails, check the following:

1. Check that the Code column is filled for the rows containing the data of the identifiers you want to
import.

2. If an incorrect card type is created, check whether the correct card type and length has been
entered according to the list of supported credentials in the C4 Integrated Security Management
System.

3. If the last page shows: "You cannot import credential with the same data!" - this means that you
are trying to import an existing credential.

Warning:
The application does not currently support importing between different C4 Integrated Security
Management System versions.
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19 Licensing

A license enables the client (user) to use the C4. The C4 is not limited by license according to the
number of users but according to the number of connected devices.

In general, only the persons logged into the system as administrators or support and persons with the
Administrator role can perform the licensing operations.

Select License from the Help menu. The Licensing window opens.

Help

Contents F1

| License |

About Program

Figure 19-1 License activation Licensing

The window with information on the current license appears:

'E C4 - License I.‘:' =) i:-i-‘
File View Tools Help Support [
a— Li i y
EeLcs
Package Standard
MAC address
Expiration
Wersion 0o
License status Unknown
Installation code
Comparty
Country
Note
Device types

Name Court E;S:tm

Figure 19-2 Licensing

1. If you own a demo version of the C4 and you do not have a license, the details in this window will be
empty.

2. If you already own a license, the attributes in the Licensing window contain the current license
information. To connect further devices to this system, you need to update the license.

The license will be received in the form of an activation key from the supplier of your C4 Integrated

Security Management System, upon fulfilling the licensing conditions.

209



Warning:

The device list contains only the devices included in the activated licence and those with their drivers
installed. In case of a licence activated for a device that is not included on the list, install the
respective device driver.

The License panel contains the following information:
e Edition - software product edition that defines available functions.
e Network card address - device hardware identifier with an activation key assigned to it.
e Expiration - the expiration time for a license limited by a certain period of time.
e Version - software product version for which the license is issued.
e License status - the status of the given license.
e Installation code - distinct installation identifier
e Company - license owner.
e State - state in which the owner of the license resides.

Device types: the window contains a list of all licensed devices. Each entry contains the following
information:
e Count - maximum number of devices allowed of that type. If you need to increase the number
of allowed devices, contact your provider.
e Current count - number of running devices of the given type.

Note:
See the product web page to view C4 licensing.

19.1 License activation

You will receive the license to the C4 system from your supplier in the form of an file with extension
.lic. To activate it, click Activate in the upper-right corner of the screen in the Licensing tab.

The window to browse your PC for the license file will appear.

E License Activation [%J
License Activation
choogze license file
CAGEMAXS ROD1-01 6_0.Allkey ic ()
| Mext > | | Cancel

Figure 19-3 Selecting the license file
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If the verification of the license file is successful, activate the key by clicking Next to activate the
key.

s
E License Activation

Possible to activate the license.

Walid activation key.

Activate

[ <Back |[ Net> || Cancel

Figure 19-4 License activation

Finish the license activation. The activated license will automatically enter the respective information
into the Licensing window: data on the activation key, names and numbers of devices.

F B
E License Activation M

Wizard End License
Activation

License successfully activated!

Neat >

Figure 19-5 Finishing the license activation
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20 Diagnostics view

This view is used to manage diagnostic files and for the overview of C4 server components that run in
the background. Diagnostics may be helpful for technical support to diagnose issues that would take
too long using regular methods. Diagnostics is located in the Tools menu.

Tools | Help

Visualization
Assets
Replication
Automatic actions
Settings
| Diagnostics  Ctrl+D |

Figure 20-1 Diagnostics view

20.1 System components overview

The C4 Server consists of three components: Device Manager, Message Broker, and Replication
Manager. These components are programs that run in the background (also called system services).
Their status can be monitored in the first section of this panel.

Each component can be in one of three states:

® Running - service is running O
e Stopped - service is stopped (0]

* Blocked - service is blocked @

Services

Device Manager Message Broker Replication Manager
Running Running Stopped

Figure 20-2 Services overview

The Refresh button is used for updating the panel. If the panel has been opened for some time, we
recommend using it to obtain updated information about the services' states, logging method, size,
and the location of the log directory.

20.2 Log management

The Diagnostics panel provides multiple options for log management.
1. Press Turn on Trace to enable the diagnostic mode used mostly to diagnose device communication
problems. To turn off this mode press Turn off Trace.

212



2. The system provides the information about the log size, which indicates the log file volume on the
disc.

Log size: 1183 KB

Example:

3. You can set a folder for storing all log files. Enter the folder path into the text field and press Set
directory (.

4. To delete the log folder, press Delete log files.

5. To download the log folder contents, press Download log files. After pressing the button, you need
to select the name of the .zip archive and the location on the hard disk where the contents would be
downloaded. The log folder files are compressed into this archive.

Trace Logs

Log size: 1183 KB

Log directory: o
Sibasedirilogs ILI

Trace

Tum off Trace | Download log files | | Delete log files

Figure 20-3 Trace logging
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21 Data Backup in C4

One of the main features of the main database is easy data maintenance. C4 uses the standard MS
SQL 2008 database. This enables you to integrate C4 into internal company processes of data back-up.

The production database contains current configurations and event history for the time period defined
for the particular project. The time period of the history saved influences the hardware requirements
of the server (memory and hard disks). This database is backed up regularly in order to be available in
case of a server failure. If backups are enabled, C4 backs up all data each day at 11 p.m. If you need
to set up back-up intervals or back-up methods, contact your database administrator.

To backup the production database, set the backup. In Tools, select the Settings module. After the
module starts, select System settings. In Back-up, enter the following back-up attributes:

1. Enabled - select Yes to run the automatic back-up according to preset parameters.

2. Directory - folder on the database server where database backups will be stored.

System Settings

B 4 Backup
T

Directony

Figure 21-1 Setting of back-up parameters

After saving the settings, automatic C4 database backups are activated. Files with database backups
are stored on the server in the defined folder. The complete backup files always contain the last three
backups. These files are overwritten automatically and continuously.

Note:

We recommend using this method to back up the database, only if the installation runs the free MS
SQL Express edition that does not include automated database jobs. If the standard database server
edition, which makes it possible to create automatized database jobs, is available for the installation,
we recommend using its jobs to set the backup. This edition offers more detailed back-up settings
that can help optimize the database workload in case of large back-up files. To create the database
jobs, consult the database server administrator.
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